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Abstract

This dissertation aims to address the security issues of insider cyber-physical attacks and
provide a defense-in-depth attack-resilient control system approach for cyber-physical

systems.

Firstly, security analysis for cyber-physical systems is investigated to identify potential risks
and potential security enhancements. Vulnerabilities of the system and existing security
solutions, including attack prevention, attack detection and attack mitigation strategies are

analyzed.

Subsequently, a methodology to analyze and mathematically characterize insider attacks is
developed. An attack pattern is introduced to represent key features in an insider cyber-physical
attack, which includes attack goals, resources, constraints, modes, as well as probable attack
paths. Patterns for such attacks are analyzed for different attack stages. Impacts and
consequences of these attacks are analyzed by using an attack tree. Stealthy conditions of

insider attacks are identified through temporal and spatial analysis, respectively.

On the defense side, a cross-layered detection scheme is developed to reveal stealthy insider
attacks, and an attack-resilient control scheme is proposed to mitigate impacts of these attacks.
The detection scheme includes a hierarchical approach by incorporating different detection
methods in multiple layers to provide a defense-in-depth detection against the attacks. A
model-based anomaly detection method is used to uncover the anomalies caused by temporal
stealthy attacks, while a data-driven clustering detection method is used to recognized
anomalies induced by spatial stealthy attacks. The attack-resilient control scheme consists of a
decision logic and multiple attack-resilient controllers. The decision logic responds to the
anomalies identified by the detection scheme and subsequently switches to suitable controllers.
These controllers are designed to respond to these attacks and mitigate or minimize their

impacts.

To validate the above methodologies, a general guideline for designing an experimental
security assessment platform has been developed in this dissertation. Furthermore, a modular

approach is proposed to design and implement a platform to simulate various insider attacks

il



and to evaluate corresponding defense mechanisms on a cyber-physical system. The designed
platform has been implemented on a physical component based dynamic system simulator,
known as Nuclear Process Control Test Facility (NPCTF). The proposed vulnerability
assessment and security enhancement techniques have been validated under different insider

attacker scenarios.
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Chapter 1
1. Introduction

1.1 Background

Cyber-physical systems (CPSs) can be essentially viewed as a physical process and its
corresponding control systems connected through some form of common communication
networks [1], as is shown in Figure 1.1. Data between the physical process and the control
system are transmitted through communication networks for monitoring and control purposes
[2]. Because the networks can also be used by potential adversaries, it opens up potential entry
points for them to tamper with the transmitted data. Adversaries might even gain access to
safety-critical system information by exploiting weaknesses of networks or communication
protocols. Due to cyber-physical interactions, malicious adversaries might manipulate the
transmitted data to disrupt the physical process through cyber means, which is referred herein
as cyber-physical attacks [3]. If these attacks are targeted to safety-critical processes, they can

cause immense damage in the physical parts of the system and even endanger human lives.

Cyber systems
(Computation and control)

g g

Communication networks
(Data transmission)

Sensor measurements Control commands

[ Physical processes ]

Figure 1.1 Diagram of a cyber-physical system

Cyber-physical attacks can come from either an insider threat or an external threat. The insider
threat is the most daunting challenge to handle [4], it is because that insider attackers usually

have legitimated access to the targeted resources and may even know how to carry out



destructive actions while avoiding being detected [5]. A well-publicized insider attack is on

the Maroochy Shire Council’s sewage control system in Austria [3]. There are also many

cyber-attacks targeted on safety-critical systems that take advantage of the insider knowledge

and cause adverse effects on physical processes. Stuxnet on Siemens PLC systems by

introducing a malware capable of modifying internal commands [6]. In 2013, Havex attack

was meticulously prepared to remotely compromise the industrial control systems and caused

massive damages in safety-critical infrastructures [7]. Black energy attacked Ukrainian power

grids in 2015 by seizing control of SCADA systems to deliberately switch off substations to

cause wide-area blackouts [8].

There are two unique features commonly in these attacks:

2)

1) All these attacks are stealthy. In all the cases, attackers are able to gain access into
the system and leverage their inside knowledge about the system to bypass the anomaly
detection schemes and achieve their attack goals without triggering any alarms [9]. Even
though there are many security measures implemented to fence off external attackers in the
cyber-physical systems, such as intrusion detection, data encryption and access control

mechanisms, they may be ineffective to insider attacks.

Therefore, it is of great significance to find security solutions that can extract the features
of insider attacks, identify system vulnerabilities related to insider attacks, and manage the

security risks respect to insider attacks.

All these attacks are enabled due to cyber-physical interaction. Attackers have taken
advantage of the cyber-physical interactions inside the system. They have compromised
the network and tampered the transmitted data in the cyber layer, then used the cyber-
physical interdependencies to manipulate the process operation and caused severe physical

damage without being detected.

Hence, the security of cyber-physical systems requires analysis of both cyber layer and

physical process, and their interactions [10]. Methods that integrate cyber-physical security



and control theory are needed to provide attack detection and resilient control against insider

cyber-physical attacks, which is the focus of this dissertation.

1.2 Motivations

Based on the analysis of the reported attack accidents, it is necessary to address the security
challenge of insider cyber-physical attacks against cyber-physical systems, where the attacker
can (1) tamper sensor readings or (2) manipulate control commands [11]. This kind of attacks

are referred as insider attacks in this dissertation.

Even though there are many researches on modeling and analysis methods of insider attacks,
it is still challenging to describe features of attacks mathematically because attacks usually
happen in unpredicted ways. Therefore, instead of identifying a specific model of attacks, it is
necessary to analyze the resulting impacts of insider attacks on the CPS and develop

corresponding countermeasures.

A major distinction of cyber-physical security with respect to cyber security is the cyber-
physical interaction of the control system with the physical processes. Cyber-physical attacks

originate from cyber space but have impacts on the physical processes.

Traditionally, security issues of cyber-physical systems are mainly investigated from the
perspective of information security with a focus on confidentiality, availability, integrity of the
information in the cyber space [1]. While information security studies are key elements in the
cyber space, they have less consideration on the interdependencies between the physical
process and the cyber space. Moreover, such information security methods are not effective
against insider attacks and they also fail against attacks targeting directly to the physical system
dynamics. Thus, information security methods are not enough to secure cyber-physical
systems. It is required to handle the cyber-physical coupling relationships and interactions.
Therefore, one needs to consider cyber-physical interdependencies from a control system

perspective, to enhance the security of cyber-physical systems.



For safety-critical CPS, the ultimate objective is to secure process and control mechanisms
[12]. It is motivated to develop an attack-resilient control approach that can provide attack
detection, protection and control for both cyber and physical aspects of the system. In order to
analyze the impacts of cyber-physical attacks, and to validate the implemented security
enhancement strategies, there is also a need of a security assessment platform to conduct

experimental evaluation.

1.3 Research scope

This dissertation considers the security problem of cyber-physical systems against insider
attacks from a control perspective. The focus of this work is on insider cyber-physical attacks,
whereby the attacker is assumed to be able to interrupt the communications during the data

transmission and tamper with the data of sensor measurements or control commands.
The scope and assumptions of the research are listed as follows.

The inside attacker considered has access to the system or already inside the system, can
compromise communication networks, tamper with the exchanged sensor measurements

or control commands being sent and received, and cause damages to the physical process.

Attacks are considered being stealthy for the anomaly detection scheme that only detects
if the transmitted data meets the physical laws or relationships which will not trigger an

alarm.

The attack goal is to initialize an attack in the cyber space to cause impacts and damage

on the physical process.

Attacks are assumed to happen in a single channel at a time, coordinated attacks are not

considered in this dissertation.

The supervisory station is isolated from the rest of the system and is assumed to be secure.

It contains a control system and an anomaly detection scheme.



It is assumed that the supervisory layer is secure and could not be penetrated by the

attacker.

The focus of this dissertation is on providing security analysis on system vulnerabilities and
threats with respect to insider attacks, and designing security enhancement methods to prevent,
detect and mitigate the impacts of such attacks. This research consists of the following three
core tasks, as is shown in Figure 1.2.

Security analysis Security enhancement

Vulnerability analysis Attack detection

. 4

Attack analysis Multi-layered defense

Attack impact analysis Resilient control

Security evaluation

Figure 1.2 Research focus of the dissertation

Please note, terminologies used in the dissertation have been defined based on the industry
standards ISA/IEC-62443: Security for Industrial Automation and Control Systems. Technical

Security Requirements for IACS Components [13], and related technical references.

1.4 Contributions of the dissertation

Based on the research tasks in Figure 1.2, the contributions of the dissertation can be
summarized into three main groups: (1) security analysis, (2) security enhancement, and (3)

security evaluation.

(1) Security analysis



The contributions of this aspect are threefold.

First, potential ways of breach of security in cyber-physical systems have been investigated
and analyzed. Second, a unified formulation against insider attacks has been proposed.
Features of insider attacks are extracted using an attack pattern. Lastly, stealthy conditions of
insider attacks are identified based on a temporal and spatial analysis. Different attack

scenarios and their impacts are represented through an attack tree.

This analysis links attack threats with system vulnerabilities. The outcome of the analysis can
then be used to improve the security of CPSs against potential insider attacks. Moreover, the
dissertation has improved the existing work on attack pattern and stealthiness analysis against

insider attacks.
(2) Security enhancement
The contributions on this topic can be highlighted in the following three aspects.

First, an online cross-layered detection scheme has been designed to reveal potential anomalies
in multiple layers. The detection scheme takes a hierarchical approach by combining different
detection methods in respective layers to provide a defense-in-depth detection against attacks
of different forms. A state estimation with CUSUM based detection method and a data-driven
detection method are proposed to work together to detect stealthy attacks. The cross-layered
detection scheme is proved to be effective, as shown by examples how attack-inflicted
anomalies can be detected before the attack can cause significant impacts on the wellbeing of

the physical process.

The above cross-layered design has made notable improvements to the existing detection
techniques that merely focus on network intrusion detection or anomaly detection in physical
processes. The current design fuses data from both the cyber layer and the physical layer,
integrates them with model-based and data-driven methods to provide a stronger and more

robust defense-in-depth detection.



Second, an attack defensive framework has been developed in this work. This framework,
combining attack prevention, anomaly detection and mitigation strategies, offers a defense-in-
depth protection against insider attacks to maintain the CPS in a safe state. By using the
proposed framework, system security has been enhanced as attack anomalies are detected
quickly, and the system operator can be alerted promptly to take actions and to mitigate impacts

of the attacks.

Third, this dissertation introduces an attack-resilient control scheme to mitigate effects of
attacks, which includes an attack response scheme, a decision-making scheme and a set of
switchable controllers. The attack response scheme can isolate and replace the corrupted data,
the decision-making scheme can switch in appropriate controller into the system, and the
controller can mitigate the attack and bring the system to a safe state. This work provides a
temporary solution to protect the system before more permanent solutions can be taken by

human operators to secure the system.
(3) Security evaluation
The contributions in this topic have two parts.

First, a general design methodology for developing a security assessment platform has been
developed, which provides an overview on how to develop a security platform on a cyber-

physical system. Modular design makes the development and implementation flexible.
To the best of our knowledge, there are no such platforms reported in the open literature.

Second, security experimentation and associated performance evaluation techniques on a
specific cyber-physical system have been carried out. Experimental case studies have
demonstrated that the platform is capable of identifying system vulnerabilities, validating
various detection and mitigation strategies, and evaluating system security conditions and

providing insights for security enhancement.



1.5 Structure and organization of the dissertation

The overall framework of the dissertation is outlined in Figure 1.3.
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Figure 1.3 Overview of the topics covered in the dissertation
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The dissertation is structured as follows:

Chapter 2 investigates the cyber-physical security issues related to insider attacks based on
existing research work and literature. Risk assessment methods including vulnerability
analysis, threat assessment and impact analysis are investigated and analyzed. Security
enhancement strategies including topics on attack prevention, attack detection, and attack
mitigation are surveyed and discussed. Meanwhile, security issues and challenges are also

analyzed.

Chapter 3 analyzes system vulnerabilities and potential insider attacks on the system. Cyber-
physical interactions and attack impacts are examined in the form of an attack tree. A specific

analysis is demonstrated on a nuclear process control test facility (NPCTF).

Chapter 4 presents a modular design of an experimental security platform. It develops a general
design guideline for a cross-layered experimental security platform, and proposes a modular
approach to design and implement a platform for security tests on cyber-physical systems. This
chapter also describes the process of constructing a security platform prototype for a specific

cyber-physical environment and the way to use it for various security assessments.

Chapter 5 introduces a methodology on analysis and formulation of insider attacks through
data tampering. Attack features are characterized by an attack pattern, stealthy conditions are

analyzed, and impacts are also discussed.

Chapter 6 provides a cross-layered detection approach to detect anomalies from different
layers. It integrates network intrusion detection with physical process detection, and combines

model-based and data-driven detection algorithms to reveal various stealthy attacks.

Chapter 7 presents an attack-resilient control system design, which includes a decision-making
scheme to respond to the attacks resiliently, and an attack-resilient controller to mitigate the
impact of attacks. This chapter also presents an attack defensive framework to provide defense-

in-depth protection for cyber-physical systems.

Chapter 8 concludes the dissertation and provides some discussions on future work in this area.
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Chapter 2

2 Investigation on Security of Cyber-Physical Systems
under Insider Attacks

2.1 Introduction

Security is critically important to ensure a reliable operation of cyber-physical systems. The
purpose of this chapter is to investigate techniques for security analysis and enhancement
solutions, which can provide some references and guidance as how to design defensive

strategies.

Topics covered in this chapter are summarized in Figure 2.1. These topics can be classified
into three categories: vulnerability analysis, threat assessment, and security enhancement
strategies. System vulnerabilities and features of insider threats are analyzed and surveyed.
Existing security solutions, including attack prevention, attack detection and attack mitigation

strategies are also investigated.

The remainder of this chapter is organized as follows. In Section 2.2, system vulnerabilities
are surveyed. In Section 2.3, features of insider threats are discussed, attack models are
investigated and methods to evaluate impacts of attacks are also summarized. In Section 2.4,
a variety of security solutions including attack prevention, detection and mitigation techniques
are surveyed and compared, secure architectures are discussed to develop a defense-in-depth
control system. Finally, Section 2.5 presents some discussion and potential solutions on

security of CPSs.

2.2 Survey on vulnerability analysis related to insider attacks

Cyber-physical systems are featured as tight coupling of cyber-physical components. This
cyber-physical interaction has induced security vulnerabilities that might be exploited by
attackers. Different approaches to identify potential vulnerabilities related to insider attacks

have been studied recently.
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A method based on fault tree analysis is used to identify process vulnerabilities to insider
attacks in [4]. A graph-based model is proposed to determine inherent network vulnerabilities
that could be exploited by a malicious insider in [14]. Several behavior-based models are
proposed to establish the relation between the vulnerabilities and insider attacks in [4] and [15].
An insider threat model in [16] is established to acquire cyber situational awareness. Since a
cyber-physical attack is initiated from the cyber domain, and then manifested to the physical
domain, a successful insider attacker will have to combine knowledge from both domains to
explore the vulnerabilities to inflict physical damage to the process. It is necessary to analyze
the vulnerabilities among the cyber-physical couplings and interactions. Unfortunately, the
interactions and dependencies between the cyber and physical components have not been

considered in these techniques.

2.3 Survey on threat assessment

2.3.1 Cyber-physical attacks and their characteristics

Insider attacks on cyber-physical systems can be classified by attack types, entry points and

stealthy conditions, as summarized in Figure 2.2.

Adversaries may interrupt the communication networks, tamper with the data packets being
sent to the controller or eavesdrop to gain information on the system state [17]. Thus, the type
of attacks can correspondingly be categorized into three groups: eavesdropping, denial-of-

Service (DoS) attacks, and deception attacks [1].

Eavesdropping attacks aim to intercept the network traffic and capture relevant information
from the network traffic for later analysis, however, this kind of attacks will not have an impact
on the physical process. DoS attacks aim to disrupt the data transmission by interrupting the
communication networks. The deception attacks can compromise the integrity of data packets
by tampering with the transmitted data between the physical layer and the cyber layer.
Deception attacks can further be classified as false-data injection attacks, replay attacks and

covert attacks. The characteristics of these attacks are described in Table 2.1.
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Figure 2.2 Classification of insider attacks on cyber-physical systems

A malicious attack could be carefully designed to compromise transmitted sensor data and
tamper with the data that is sent to the detection scheme without being detected. A general
methodology for synthesizing stealthy attacks is presented in [18]. Impacts of false-data
injection attacks are characterized as a reachable set in [19], this reachable set are compared
with the safety set of the system to evaluate the attack impacts. Detectability and identifiability
of attacks are characterized analytically using an extended observer in [20]. To get the
maximum attack impact, an DoS attack schedule is proposed to bypass intrusion detection
mechanisms in [23]. In [24], a maximum DoS attack schedule is designed to deteriorate system
performance indexes and maximize the trace of expected average estimation error. In [25], a
maximum false-data injection attack is studied to determine the minimum number of the

manipulated variables so as to cause the maximal damage.

To study the stealthiness of an attack, a graph-theoretic approach is constructed to characterize

the smallest set of the attacked variables to make the network states unobservable to control
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center in [21]. Two data-driven attack strategies based on the subspace of the estimated system

states are presented to construct the unobservable attack in [22].

Table 2.1 Insider attacks on cyber-physical systems

Attack type Description Reference

Compromise the system and
Eavesdropping [26]
eavesdrop the transmitted data

Jam the networks traffic to make

Denial of Service (DoS) the communication channels [23] [24]
unavailable
General deception Interrupt the data transmission
[27, 28] [26]
attack and inject a malicious action

False-data injection Modify the transmitted data in a [19][18] [29] [30]
Deception attack stealthy way [20] [31] [25]

attack Use historical data to hide the
Replay attack [32] [33-35]
current malicious action

Coordinate control signals and
Covert attack sensor measurements to hide the | [36]

attack action

2.3.2 Modeling methods for insider attacks

Attack models are used to map the insider threats to cyber-physical system vulnerabilities. In
Table 2.2, attacks are analyzed based on control-theoretic, cyber security, and hybrid

approaches separately.

Several works in this field have focused on identifying models to characterize an insider
attacker based on his/her psychological and behavioral characteristics. For example, an attack
model is defined by attacker’s knowledge, disclosure resources and disruption resources in
[43]. An insider deception model based on a grounded theory method is used to identify the
technical and behavioral features of insider attacks [44]. Attack vectors are identified based on

the policy violations in [45]. A framework based on insider attacker-related behaviors and
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symptoms is proposed to describe insider attackers based on socio-economic aspects rather
than the system architecture have been discussed in [46]. A game-theoretic model is proposed

to model and analyze the insider threats in [47].

Table 2.2 Impact analysis of insider attacks from different perspectives

Approaches Proposed techniques Reference

Attack models, stealthy condition of attacks [32]

Physical watermarking detection to replay attacks | [37]
Control-theoretic

Moving target detection [38]

Characterization of robust estimation and control [39]

Sequence-aware intrusion detection system [40]
Cyber security : i

Big data analytics for attacks on PLC [41]
Hybrid approaches | Attack graph generation [42]

Most of these modeling work have been focused on modeling attacker’s behavior, there is
fewer considerations which assess the insider threat in a control-theoretical manner. System
vulnerabilities exploited by the insider attacks, physical impacts of the attacks, and system
resources used by an attacker need to be studied in order to provide indications for a secure

control system design.

Furthermore, it is of the utmost importance to study the dynamics of the physical process under
attacks, and to capture features caused by such attacks. An insider pattern is defined by its type,
capabilities, objective, and strategy in [48]. A model based on a semi-Markov chain is
presented to predict possible decisions by attackers and to evaluate the system security in [49].
An attack space has been defined according to the system knowledge, disclosure information,
and disrupted resources in [32]. Some illustrative examples have been presented to show how
an attack signal is injected into a state estimator in a stealthy way in [50, 51]. These research
are focused on analysis of how insiders might attack from the perspective of an attacker’s
behavior [4]. However, to secure the physical process, it is necessary to analyze the impact of
the attacks on the physical process from a system point of view, to identify anomalies that an
attack might manifest on the system. Since attacks are initiated from the cyber domain, and

then manifested to the physical domain, a successful insider attacker will have to combine
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knowledge from both domains to explore the vulnerabilities to inflict physical damage to the
process. It is necessary to analyze the vulnerabilities among the cyber-physical couplings and
interactions. Unfortunately, the interactions and dependencies between the cyber and physical

components have not been considered in these techniques.

In order to capture the impacts of an insider attacker, a tuple has been used based on
organization structure [52], to trace a sequence of attack actions leading up to safety violations.
Attack models are represented using dataflow-based directed graphs in [53]. Similarly, attack
trees [54], attack graphs [55], integrated fault-attack trees [56], and attack pattern trees [57]
are all used to characterize insider attacks and their attack paths and steps. These researches

help to identify system vulnerabilities under insider attacks.

2.3.3 Techniques for stealthy condition analysis

The ultimate goal of an insider attacker is to drive some critical system variables into unsafe
states without triggering any alarms by keeping the attack stealthy or delaying any detection
or responses. A well-planned attacker might bypass the anomaly detection system or hide
his/her actions for a long period. It is possible for an attacker to create false sensor signals that
will not raise an alarm, some examples are presented in [28, 58] [59] and [60]. Works on

stealthy condition analysis are summarized in Table 2.3.

Table 2.3 Review of techniques for stealthy condition analysis

Type of attacks Description of stealthy condition Reference
Replay Bypass the anomaly detector [32] [33] [62]
False data injection attack Tamper the anomaly detector [51] [58] [65]
Modify control commands to hide attacker’s
Zero-dynamics attack . [66]
actions
Covert attack Bypass traditional anomaly detectors [96]

Surge attack, bias attack, N
. Bypass traditional anomaly detectors [27]
and geometric attack

So far as keeping a cyber-physical attack stealthy, there are two main approaches: the first is

temporal stealth attack to tamper the anomaly detection mechanism by injecting deceptive data,
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such as a deception attack [61], or a false-data injection attack [58]. The second approach is
spatial stealth attack to conceal malicious attacks using healthy historical data, such as replay
attacks in [62]. A methodology is presented to study stealthy attacks in [63]. Detectability and
identifiability of a stealthy attack are defined in [64]. However, none of these studies have
taken into account essential features of an insider attacker. As a result, many assumptions made
in these works may not be directly applicable for attacks committed by an insider. Therefore,
common characteristic of attacks and their impacts on cyber-physical systems need to be

analyzed.

2.3.4 Attack impact analysis

Analyzing impact of attacks will provide an overall view of CPSs security status and a
guideline to design mitigating methods. Research work on impact analysis is summarized in
Table 2.4. A game theory method is used to analyze the cyber threats within a cyber-physical
system in [67]. Impacts of attacks on critical networks are evaluated in [68] and [69] to increase
the resilience of cyber-physical systems. In order to analyze how an cyber attack can affect the
physical pro