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Abstract

This thesis is about issues related to the security of electric substations automated
by IEC61850, an Ethernet (IEEE 802.3) based protocol. It is about a comprehen-
sive security analysis and development of a viable method of auditing the security
of this protocol. The security analysis focuses on the possible threats to an electric
substation based on the possible motives of an attacker. Existing methods and met-
rics for assessing the security of computer networks are explored and examined for
suitability of use with IEC61850. Existing methods and metrics focus on conven-
tional computers used in computer networks which are fundamentally different from
Intelligent Electronic Devices (IED’s) of substations in terms of technical composition
and functionality. Hence, there is a need to develop a new method of assessing the
security of such devices. The security analysis is then used to derive a new metric
scheme to assess the security of IED’s that use IEC61850. This metric scheme is
then tested out in a sample audit on a real IEC61850 network and compared with
two other commonly used security metrics. The results show that the new metric is
good in assessing the security of IED’s themselves. Further analysis on IED security
is done by conducting simulated cyber attacks. The results are then used to develop
an Intrusion Detection System (IDS) to guard against such attacks. The temporal
risk of intrusion on an electric substation is also evaluated.

Keywords:

Information security, security analysis, security auditing, security metrics, IEC61850,
security tools, substation automation, simulated attacks, intrusion detection
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Chapter 1 Introduction

1.1 Problem Statement

This thesis addresses the issue of analyzing the security of the IEC61850 protocol and
coming up with a viable method of auditing the security aspects of this protocol.
IEC61850 is an Ethernet (IEEE 802.3) based protocol used for control and
automation of electric substations. Since electric substations are critical installations
in the electric power grid, they are a prime target for malicious attacks. Hence, there
is a need to assure the safety and security of such substations. This is the motivation
behind developing a scheme to audit the information security of such substations.
Existing schemes for auditing information security are tailored for conventional
computer networks. The inherent technical differences of computers and Intelligent
Electronic Devices (IED’s) used in substation automation calls for a possible adapta-
tion of such schemes or the development of an entirely new scheme. The development
of such a scheme also requires a comprehensive threat assessment for electric substa-
tions based upon security analysis and simulated attacks on IED’s. 1t is also necessary
to assess the impact of such a scheme on the safety of the network. The final stage
would be to test the auditing scheme on a real IEC61850 network. Data obtained
during the launch of simulated attacks on IED’s can be used to develop effective

countermeasures for IEC61850.

1.2 Contributions

The contributions of this thesis include:

e Security analysis of IEC61850 automated substations using a defence oriented

[1] and offence oriented [2] assessment.

o A metric scheme for assessing the security of an IED based. upon the goals of

the attacker, vulnerabilities of the device and available countermeasures.
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o Investigation of the effect of network security tools on the safety of IEC61850

networks.

e An Intrusion Detection System (IDS) for threats of IEC61850. networks based
upon data obtained by launching simulated attacks on IED’s.

1.3 Outline of Thesis

Chapter 2 gives an overview of the IEC61850 protocol. This is followed by a com-
prehensive security analysis in Chapter 3. The process of analyzing existing security
metrics and designing a novel metric for IED’s is given in Chapter 4. The design of
the audit process and simulation of the impact of the security tools used for auditing
on an IEC61850 network is detailed in the next chapter (Chapter 5). This is followed
by the details of a sample audit (Chapter 6) carried out at the Interoperability Labo-
ratory of Kinectrics, Inc. Chapter 7 presents the results of the findings on the security
of IED’s by performing simulated attacks. The next chapter (Chapter 8) assesses the
possible temporal risk of intrusion while Chapter 9 details the development of an IDS
based on the results of Chapter 7. This is followed by the conclusions in Chapter 10.




Chapter 2 Overview of IEC61850

2.1 Introduction

IEC61850 is an Ethernet (IEEE 802.3) based communication protocol used for con-
trol and automation of electric substations using microprocessor based Intelligent
Electronic Devices (IED’s). It was developed jointly by the IEC (International Elec-
trotechnical Commission) and the IEEE with the aim of providing a flexible and
interpretable communication system which could be easily integrated into the infras-
tructure of existing substations [3]. The entire standard is defined in a ten chapter

document [4]. This chapter provides an overview of this protocol.

2.1.1 Power System Communication

Modern electric power systems are highly communication intensive, involving com-
munication between numerous entities. A basic power system consists of generation,
transmission and distribution. For reliable, efficient and safe operation of the power
system, precise coordination is needed between these sections. With the proliferation
of renewable energy sources, comes distributed generation where the power sources are
scattered around a wide geographic area instead of being centralized as in traditional
fossil fuel, nuclear or hydroelectric sources. Such coordination is also paramount for
the emerging concept of microgrids where smaller distributed power sources are used
to independently control islands of small loads at times of power outages. These
technologies further increase the demand for reliable inter-entity communication.
An electric substation is a part of the distribution network which handles the
stage between transmission from the power source and the distribution to the cus-
tomer. It contains the stepping down transformers for reducing the high voltage of the
transmission lines to the lower voltage needed for distribution. Along with this, there
are the numerous equipment needed to regulate the voltage as the power demand
fluctuates. In addition substations have protection equipment for safety. IEC61850

is a protocol used for control and automation of substations.
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2.1.2 Deployment of IEC61850

The first multivendor IEC61850 automated substations in North America were the
Bradley 500kV Substation owned by the Tennessee Valley Authority (Holback et al.
[5]) and the La Venta II substation (Flores et al. [6]) of Mexico. Currently it is widely

used in numerous European countries as well as in Latin America.

2.1.3 Research on IEC61850

One of the main focal points of research in IEC61850 is improving the capability to
integrate it with devices that use legacy protocols (Prakash et al. 7] and Yi et al.
[8]). Research is also carried out on the reliability of this protocol (Sidhu and Yin
[9]) and improving configuration or modeling of systems (Zhanjun et al. [10] and Biel
and Lian-shunl {11]). Another high interest area is integrating IEC61850 into a larger
protocol suite for automation of the entire power grid (Chen et al. [12], Hughes [13]
and Xu and Ma [14)).

2.2 ITEC61850 Protocol Stack

The IEC61850 protocol is based upon the OSI model (Figure 2.1) with the majority
of the real time process data and supervisory control information being transferred
by the message format ISO 9506 also known as Manufacturing Message Specification
(MMS). The IEC61850 protocol stack consists of five message formats.

1. Sample Value (SV) messages are used for transferring raw data values such as
from instrument transformers. SV messages are time critical and directly map

into the Ethernet hardware to reduce transfer times.

2. Generic Object Oriented Substation Event (GOOSE) messages are used for
time critical peer to peer communication between IED’s. Like SV messages,
GOOSE messages are also time critical, typically requiring a transfer time of
less than 4ms and map directly to the Ethernet hardware. It is possible to
either broadcast or muiticast GOOSE messages. Typically events such as the
tripping of a protection relay use this message format.

3. TimeSync messages use UDP (User Datagram Protocol) and transfers time

synchronization information for IED’s.
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4. Manufacturing Message Specification (MMS) allows communication on a client

server basis using mappings between TCP/IP and IEC61850. This message

format can operate over the connection-oriented OSI protocol stack as well and
was used by Utility Communication Architecture (UCA), the predecessor of
IEC61850.

5. Generic Substation Status Event (GSSE) messages are connectionless messages
used to obtain status information of IED’s. Like MMS this message format was

also used by UCA and is designed to operate over connectionless OSI.

Figure 2.2 shows the stack of the four message formats that use Ethernet. IEC61850
is also designed to be used on IEEE 802.1Q Virtual LAN (VLAN) technology. Using

this it is possible to form virtual groups of IED’s according to their function and

implement features such as priority tagging for GOOSE messages. y

TEC61850 Data model, Objects and Services

""" Application | § T
Presentation MMS Mapping
Session i
Transport TUrep
Network | o
| Data Link Ethernet

Physical Layer

Figure 2.1: IEC61850 Mapping to OSI

[ IEC61850 Data Mode! and Services |

L 3 [y 4 3 3

e ARl - M AP B 5 A

[ sv ] GOé)SE] |Tim;Sync] ( S | | GssE ]
A & F 3 X

[y 3

X F F ;
i i | uDp/p | | TCPP | [ 0SICO | OSICL 4l
[ IEEE 802.3 (Ethernet) OSIDLL

Figure 2.2: JEC61850 Protocol Stack

IEC61850 also categorizes messages according to time criticality. Based on this,

6 types of messages are defined [15].

|ﬂ é }
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1. Type 1 (Fast Messages) which carry critical messages which should be delivered
within 3-100ms depending on the application. An IED is supposed to imme-
diately react to a time critical message such as in the case of a relay being

tripped.

2. Type 2 (Medium Speed Messages) which are clocked by the internal clocks of
IED’s and require a transmission time of less than 100ms. Transferred root

mean square measurements of voltages and currents are typically of this type.

3. Type 3 (Low Speed Messages) messages are used for event recording and com-

plex messages. These require a transfer time of less than 500ms.

4. Type 4 (Raw Data) messages are sampled data values (such as from current or

potential transformers) transmitted as a stream of digitized data.
5. Type 5 (File Transfer) which are used for transferring files of data.

6. Type 6 (Time Synchronization) messages are used for time synchronization of
IED’s of a network based on a timestamp obtained from a global positioning

system.

2.3 IEC61850 Based Automation

233 TOTR

2.3.1 Basic Operation

In a substation automated by IEC61850, the IED’s communicate via this protocol.

An IED could be a measuring instrument such as a current transformer or voltage

2 = FeESS

transformer, a switching device such as a voltage regulating transformer or a protec-
tion device such as a relay. During operation, they will communicate with each other
on a peer to peer, broadcast or client server basis. For example, a current transformer

may sense a dangerous increase in current and broadcast the value, resulting in the

tripping of safety devices.
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2.3.2 Device Organization
2.3.2.1 Physical Device

The physical device is the actual device connected to the power system and the

network. This can be a measuring device, protective device or switching device.

2.3.2.2 Logical Device

A logical device makes the logical connection to the network. IEC61850 is defined in
such a way that multiple physical devices can map into a single logical device (Figure
2.3). In such a scheme the main physical device will act as a proxy to the remaining
devices.

2.3.2.3 Logical Node

The logical devices are then mapped into logical nodes. Each logical node will contain
a collection of standard data classes. The logical nodes are grouped according to
a common functionality. Hence, it is possible for a single logical device to have
multiple logical nodes if the physical device has multiple functions (Figure 2.3). The
arrangement of the system of logical nodes could be on a client-server basis in the
case of data recording or master-slave basis for automatic or supervisory control.
Figure 2.4 gives an example practical arrangement for voltage regulation using a
transformer protection IED. The labeled logical nodes of the setup include those that
provide data outputs such as the disturbance record (RDRE) and the RMS demand
(MMXU). There are also logical nodes that give outputs for protection control such
as overcurrent protection (PIOC), under voltage protection (PTUV) and over voltage
protection (PTOV). The logical nodes labeled ATTC and YLTC are used to control
the tap changer (OLTC) for regulating the voltage while CILO, CSW1 and XCBR1
handle the breaker and devices that depend on it. The current measurement input
for the IED corresponds to logical node TCTR1 while the TVTR1 and TVTR2 cor-
respond to the voltage inputs for the high voltage and low voltage buses respectively.

i
f?
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|Logical Node I ILogical Node I [Logical Node l
‘\ % /
| Logical Device |

AN

I Physical Device l | Physical Device |

Figure 2.3: Device Topology

HV Bus Transformer protection IED

Disturbance
record

Overcumrent
protection

-» RMS demand

|  Breaker
control / status

I Interlock

OLTC control
Under-voltage
protection

Over-voltage
protection

LV Bus

Figure 2.4: A Practical Device
Taken from Sidhu and Gangadharan [15]

2.3.2.4 Object Name Structure

The IEC61850 object name structure consists of the logical device that needs to be
addressed, the logical node, the functional constraint, the data and the attribute. A

sample object name of a protective relay is given by Figure 2.5 in which the logical
node is the circuit breaker labeled XCBR1. The functional constraint is the status of
the relay labeled ST.
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Logical Device | Logical Node [Functional Constraint] Data | Attribute
Relay! XCBR! ST Loc stVal

Figure 2.5: IEC61850 Object Name Structure

2.3.3 Topologies

The network of IED’s within a substation contains two main components known as

busses.

1. Process Bus - which transfers unprocessed power system information to the
processing IED’s. This data is then used by the respective IED’s and used
for decision making. A substation may contain several such busses. Since the
amount of traffic in a process bus tends to be high due to the large amount of

unprocessed data, partitioning reduces the overall burden of the network.

2. Station Bus (System Bus) - the system bus integrates all process buses together
and provides the interface to external networks. Generally, the HMI (Human
Machine Interface) of the substations are also connected to the system bus. In
addition, it may contain data logging and backup servers. The system bus could
either be connected directly to a WAN through a gateway or indirectly through
another LAN within the substation.

Dual
Interface IED System Bus

| IED ]««w{ Switchjﬂ«wl Gateway

T —-*" Process Bus

““““““““““““““

Figure 2.6: Segmented Process Bus Topology
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System Bus

Process Bus Process Bus

Figure 2.7: Merged Process Bus Topology

The common topologies used include the segmented process bus and the merged
process and system bus [16]. In the segmented topology (Figure 2.6), the process bus
and system bus are isolated from one another through an IED which has two Ethernet
interfaces. This decreases network traffic but reduces the capability to control and
monitor the process bus. In the merged topology (Figure 2.7), each process bus is
isolated via a switch which is in turn directly connected to the switch of the system

bus. This increases network traffic but allows better control and monitoring of IED’s.

2.3.4 Future Wireless Extensions

Research is currently underway to include wireless extensions to IEC61850 based sys-
tems. In the future it is very likely that IED’s could be connected to the system
via wireless access points based upon IEEE 802.11 (WiF1i) for flexibility and addi-

tional redundancy. The inclusion of wireless local area networks (WLAN’s) adds new

dimensions to the system.
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Chapter 3 Security Threats to IEC61850

3.1 Introduction

Electric substations are critical installations in the electric power grid. Hence a possi-
ble prime target for malicious activity by various parties. Therefore, it is vital to look
into a viable security scheme to mitigate the effect of such attacks on a substation
automated by IEC61850. This chapter describes the security analysis done on this
protocol.

3.2 Basic IEEE 802.3 Ethernet Issues

According to Dolezilek [16] the main security issues of IEC61850 automated substa-
tions due to the use of IEEE 802.3 can be summarized as:

1. Operation of the network during Ethernet failure.
2. Information security of the network.

3. Network overload caused by newly connected IED’s, test devices or technical
laptops.

4. ITED CPU (Central Processing Unit) overload due to network communication.

Out of these, the second issue falls within the scope of information security. The first
and third issues fall within the scope of reliability [17], [9] while the fourth issue falls
within the design and construction of the TED itself.
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3.3 Security Analysis

The purpose of security analysis is to identify the possible threats to a IEC61850 au-
tomated substation. Numerous schemes exist for the identification of various aspects
of information and network security. These schemes can be separated into two main
categories; which are, identification according to the perspective of a defender or an

attacker.

3.3.1 Defender Perspective

Security analysis in the perspective of the defender involves looking at the security
requirements of the defender. This leads to a security policy which in turn requires
security mechanisms to enforce [1]. The enforceability of a security policy depends
on the mechanisms used [18] which should be selected in a manner that they do not

compromise the performance of the system [19], [20].

3.3.2 Attacker Perspective

The other method of security design involves looking at the problem through the
perspective of the attacker [2]. Intuitively, this perspective is more effective because
an attacker is always motivated to achieve the set goal. Research in this context is
more realistic because, realistic data can be obtained through simulated attacks [21]
and by setting up bait networks known as Honeypots [22]. In a Honeypot, a network
is set up with the intent of luring and recording the behavior of hackers. It is probably
the most realistic because intrusions on them are made by real world attackers [23].

Attack scenarios can also be simulated by using game theory [24].

3.3.3 Application to IEC61850

The next step would be to apply the analysis technique to the IEC61850 based system.
The main challenge is that a network of a IEC61850 automated substation is not
structured and utilized like a computer network of an organization.

A typical network of a substation is shown in Figure 3.1. Tt is complete with
wireless access points. Figure 3.2 shows the interconnection of substations with the
central office via a WAN. Analysis of a conventional network can be done simply
by using the scheme proposed by Ohta and Chikaraishi [25]. In this method, a
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Access Points

/

System Bus
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Figure 3.1: Substation Network

| Central Office |
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( wax

<

Substation Substation

Figure 3.2: Substation Interconnection

network is broken up into four layers, the data layer, the node layer, the LAN layer
and the internetworking (WAN) layer (Figure 3.3). Not all nodes of a network may
contain data (e.g. printers). Once these layers have been identified, the interfaces
and methods of access can be analyzed (Figure 3.4).

An alternative to this method is security domain analysis proposed by Ericsson

|
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and Torkilseng [26]. However, this method is more suited to security analysis of an
entire utility on a macro scale. In security domain analysis the entire substation is
taken as a security domain with the power plants, real time control, telecommunica-

tion section etc. being the other domains.

Data Data Data
Node [ Node l Node Node
l Local Area Network l L Local Area Network J
L Internetwork 1

Figure 3.3: Model of a Computer Network

{ Data }4——

» b
_________________ o'
+ Interface w
Ty
[ Node }*—— :'§
e |
~~~~~~~~~~~~~~~~~ R TP —Access ;
¢ Interface "
| Local Area Network J+—— ;ii
'Y "
................. 4
¢ Interface :’
L], %
[ Internetwork }4——— .!I;

Figure 3.4: Computer Network Layer Interfaces

An TEC61850 network mainly consists of IED nodes that do not contain data :
similar to that of a network terminal. The nodes that would contain data would be g
{ data storage and backup servers connected to the system bus. The IED nodes may
also not have explicit access similar to that of a network terminal, such access would

be included only in the HMI and servers of the system bus.
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3.3.4 Threat Identification

Stallings [27] lists four types of attacks on information security which are:

1. Interruption (attack on availability) where legitimate users are denied the avail-

ability of the information or services.

2. Interception (attack on confidentiality) where an unauthorized user gains access

to the information content.

3. Fabrication (attack on authenticity) where fabricated information generated by
the attacker is used to mislead other legitimate users.

4. Modification (attack on integrity) where an attacker modifies the information

content with the intent of misleading.

In the context of a substation, two main attacker goals can be identified using the

attacker perspective approach [2]. These are:
1. Disruption of the utility service (an attack on availability).

2. Gaining access to confidential information for malicious purposes such as unfair

competition, blackmail etc (a breach on confidentiality).

When compared to the types of attacks listed by Stalling [27], only two of the four
are listed. This is because unlike in for example a financial institution such as a
bank where modification and fabrication would be likely goals of the attacker, in a
substation both modification and fabrication would be used as techniques to fulfill
the two main goals. For example, an attacker may send false information or modify
existing information to confuse a substation into shutting down, hence achieving the
goal of disrupting the service. It is also possible for an attacker to gain confidential
information by fabrication or modification attacks.

These two goals can then be analyzed in detail to identify the methods an

attacker can use to achieve them. These can be identified using the approach of Ohta
and Chikaraishi [25].
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| Layer | Attack | Security Mechanisms
Access to node to gain | Access control
Node SR :
confidential informa- | Encryption
tion Authentication
Integrity checking
Intrusion detection
False command Authentication
Integrity Checking
LAN Access to the LAN or | Access control (both physical and logical)
WLAN infrastructure | Encryption
to intercept confiden- | Authentication
tial information Integrity checking
Intrusion detection
False command Authentication
Integrity Checking
WAN Interception of confi- | Encryption
dential information en | Authentication
route on the WAN Integrity checking
False command Authentication
Integrity Checking

Table 3.1: Attacks on Confidentiality

3.3.4.1 Types of Attacks

An attack on confidentiality can be inflicted at the node, LAN or WAN levels. Table
3.1 shows the attack scenarios and security mechanisms to counter such attacks.
These include, accessing the confidential information at a node, intercepting it while in
transit or the use of a false command (masquerade) to trick the system into divulging
the information. Disruption of services can take place at all levels (Table 3.2) and
can consist of DoS or false command attacks. Since the WAN is out of the control
of the parties that use it, the security mechanisms available for attacks on the WAN

are limited.

3.3.4.2 Collateral Damage

There is also the possibility that the substation may have to face collateral damage.
In such a case, the substation is not the intended target or a specific target of the

attack. Examples include, a malware infection where there is no clear target or a
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| Layer | Attack

] Security Mechanisms

Data | Data destruction Backup procedure
Using a node for a DoS | Access control
Node | attack Authentication
Integrity checking
Intrusion detection
DoS attack on a criti- | Access control
cal node Authentication
Integrity checking
Intrusion detection
Redundancy
False command Authentication
Integrity Checking
LAN DoS attack on LAN or | Access control (both physical and logical)
WLAN infrastructure | Authentication
Integrity checking
Intrusion detection
Redundancy
False command Authentication
Integrity Checking
WAN DOS attack on WAN | Redundancy
infrastructure
False command Authentication
Integrity Checking

general attack on a WAN used by substations for communication, where all traffic on

Table 3.2: Disruption of Service

the WAN will be affected.

3.3.4.3 Social Engineering Threats

Another major aspect of security that cannot be taken for granted is the social en-

gineering (back door entry) risk. The attack scenarios of Tables 3.1 and 3.2 all deal
with attacks directly on the network infrastructure. In a social engineering attack, the
human operator is either tempted or deceived into compromising security. Attacks
from bad security practice also fall into this category. In such an attack, the intruder

takes advantage of bad practice to obtain information on compromising the system.

Hence, this aspect also warrants serious consideration and scrutiny.
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3.4 IEC61850 Security Mechanisms

Supervisory Control and Data Acquisition (SCADA) networks tend to have low lev-
els of security. The first reason is the bandwidth and computational constraints of
industrial networks [28] which are geared towards reliability. The second is due to
the false sense of security that occurred because in the recent past, most industrial
networks were isolated from the enterprize networks of the same organization [29],
(30], [31]. This is however rapidly changing with increased interconnection of indus-
trial and enterprize networks, paving way for an attacker to compromise the insecure
industrial network.

IEC61850 was a protocol designed with security in mind. The existing security
mechanisms of IEC61850 are mentioned in IEC62351-4 and IEC62351-6 [32]. These

include:

1. IEC62351-4 specifies the ciphers used by IEC61850 for encryption. In addi-
tion, IEC62351-6 specifies the use of Transport Layer Security (TLS) using
TLS_DH_RSA_WITH_AES_128 SHA.

2. Security for IEC61850 profiles using VLAN’s. Partitioning of the network into
VLAN’s prevent unauthorized access of IED’s outside the designated VLAN.

3. Security for Simple Network Time Protocol (SNTP) via the mandatory use of
the authentication algorithms of RFC2030. This prevents tampering via false

time stamp packets.

4. Explicit countering of man-in-the-middle attacks and tampering using the Mes-
sage Authentication Code (MAC) of IEC62351-6.

5. Explicit countering of replay attacks via the specialized processing state ma-
chines mentioned in TEC62351-4.

These mechanisms would counter a significant amount of threats mentioned in Ta-
bles 3.1 and 3.2. In addition, the North American Electrical Reliability Corporation
(NERC) Critical Infrastructure Protection (CIP) standard for the protection of crit-
ical cyber assets [33], requires the incorporation of firewalls and anti-malware for
compliance. This would counter a significant proportion of the remaining threats.

However, over time a determined attacker is bound to innovate new methods to com-

promise these existing security mechanisms. This is especially true in the case of DoS




Chapter 3: Security Threats to IEC61850 19

attacks since the mechanisms offer only limited protection which does not rank to
the degree of a powerful security mechanism such as an Intrusion Detection System
(IDS).
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Chapter 4 Security Metric Analysis

4.1 Introduction

This chapter focusses on the analysis of existing metric schemes developed for assess-
ing the security of computer networks. It also describes the development of a novel

metric scheme for assessing the security of IED’s.

4.1.1 Motivation

The main motivation behind research into obtaining metrics for network security is to
provide people involved with secure netorks with a tangible means of measuring the
security of a network [34]. This would have different implications on different types
of jobs and people. For example, to a system designer it would provide a reasonable
method to analyze the costs and benefits of a security mechanism. For a security
auditor it would provide a means to assess and convey the security of a network to a

client.

4.1.2 Existing Metric Schemes

Numerous authors have proposed different types of metrics to assess the security of
a system focussing on the attacker. These include Pamula et al. [35] who express
the security of a metric in terms of the weakest adversary that can compromise it.
Another proposed metric is the Mean Time to Compromise (MTTC), proposed by
Leversage and Byres [36] and McQueen et al. [37]. The Common Vulnerability
Scoring System (CVSS) [38] is a widely used scheme in the field. It is used as the
basis for security metric systems such as VEA-bility [39] and was cited as an emerging
standard in IEEE Security and Privacy [40]. Out of these metric schemes, the MTTC
and the VEA-bility metric are chosen for testing on IEC61850.
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4.2 Metric Calculation

4.2.1 Mean Time to Compromise Metric

The MTTC metric is obtained by breaking up the actions of the attacker into three
statistical processes. The time to compromise is the total time taken for the three

processes which is given by:
T = 1P +1p(1 —Pl)(l —u)+t3u(1—P1) (4.1)

Where the periods t1, to and tg are taken in days. The value of T can be calculated
either by the McQueen method [37] or the Leversage and Byres method [36]. The
value 1 is taken as 1 day based upon the stipulation of McQueen et al. [37]. The
value P; is obtained from Equation 4.2. Similarly t9 is calculated from Equation
4.3. The values of u and t3 are obtained from Equations 4.6 and 4.7 respectively for
the Leversage and Byres method or from Equations 4.8 and 4.9 respectively for the

McQueen method.

4.2.1.1 Process 1

Process 1 is the process where the attacker has identified one or more known vulner-
abilities and has one or more exploits on hand. The probability of the attacker being
in this process is given by:

amV

P =1-¢ Fk (4.2)

where V' is the number of vulnerabilities, « is the visibility factor, m is the number of
readily available exploits to the attacker depending on the skill of the attacker. The
value k is the total number of non-duplicate known vulnerabilities. The values of a,
m and k are given in Table 4.1.

When considering the skill of an attacker, a beginner is an attacker only capable
of utilizing existing code, tools and attack methods. An intermediate is an attacker

capable of modifying existing code, tools and attack methods while an expert is

capable of creating new code, tools and attack methods.
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| Variable | Definition | Value | Source ]
k Total number of non-duplicate | 9447 ICAT
known vulnerabilities Database
[37]
o Visibility reduction factor of vul- | 1 (no reviews) Leversage
nerabilities due to boundary de- | 0.3 (semi annual) and Byres
vices such as firewalls (depends | 0.12 (quarterly) (36]

on the number of security reviews | 0.05 (monthly)
i conducted during a year)

s Variable to quantify the skill level | 0.5 (beginner) Leversage
of an attacker 0.9 (intermediate) | and Byres
1 (expert) (36]
m Number of readily available ex- | 150 (beginner) McQueen
ploits (McQueen method) 250 (intermediate) | et al. [37]
450 (expert)
m Number of readily available | 450s Leversage
exploits (Leversage and Byres and Byres
method) [36]
%ﬂ Ratio of the average number of | 0.3 (beginner) McQueen
vulnerabilities which the attacker | 0.55 (intermediate) | et al. [37]
can exploit at the given skill level | 1 (expert)
to the total number of available "
r vulnerabilities. <
L]
Table 4.1: Variables and Constants for MTTC Calculation .
"
4.2.1.2 Process 2 }'5
This process is when the attacker has identified one or more known vulnerabilities »
but does not have an exploit on hand. The time spend for this is given by: !2

ty = 58N (4.3)

where N is the expected number of tries. The expected number of tries is given by:

V-V4+1 n .
(V4 Vi —1+2
N = (V> 1+ T; ["g<—V~i+1) (4.4)

where V4 is the average number of vulnerabilities the attacker can exploit for the
given skill level. Vs is the number of vulnerabilities that the attacker cannot exploit.
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It is related to V and V4 by the equation:
V = Vu+Vy (4.5)

The value of V4 is given in terms of the ratio —1% (Table 4.1). The derivation of
Equation 4.4 is given in detail in McQueen et al. [37].

4.2.1.3 Process 3

Process 3 occurs when there are no known exploits or vulnerabilities available. This
depends on the success of Process 2. According to the Leversage and Byres method,

the probability of Process 2 being unsuccessful is given by:
u = (1-s)* (4.6)

where s is a variable that indicates the skill level of the attacker. The possible values

of s are given in Table 4.1. The time spent on Process 3 is given by:

t3 = 3042 [G) - 1J 458 (47) v

When the McQueen method is used, the values of u and ¢3 are obtained in terms of ;E
—1@. Therefore the respective equations become: .
= 1-1 = .
= () @
V
tg = 30.42 [(——) - 1} +5.8 (4.9)
Va

4.2.1.4 Final Equations

By substituting Equations 4.2, 4.3, 4.8 and 4.9 to Equation 4.1 the final equation for

7" according to the McQueen method becomes:
%4 _amV 14 aV
T = (1—6”%%—) +5.8Ne” k- [ - [1— (VA'”
aV amV’
[3042 K > ] +58} [1— (AH e % (4.10)
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The final equation for T according to the Leversage and Byres method is obtained
by substituting Equations 4.2, 4.3, 4.8 and 4.9to Equation 4.1. This yields:

V amV
T = (1 - e‘g‘"ﬁ‘> +5.8Ne Sk [1 —(1- s)“"]

+ [30.42 K%) - 1} + 5.8J (1- s)ave‘a“rﬁz (4.11)

4.2.1.5 Feasibility

When T for a given number of vulnerabilities obtained from both methods are plot-
ted using Equations 4.10 and 4.11, it becomes apparent that the results from the
McQueen method (Figure 4.1) are highly realistic. The oscillations in the graph are
due to the rounding up of fractional values of -‘(7‘1 The results from the Leversage
and Byres method (Figure 4.2) appear to be inconsistent, especially for the case of an
intermediate user (Figure 4.2b) where the MTTC increases for less than 20 vulner-
abilities, when it should decrease. Therefore, for future calculations, the McQueen

method is used since it is more realistic.

4.2.2 VEA-bility Metric

The VEA-bility metric is based upon the CVSS system [38] proposed by Tupper and
Zincir-Heywood [39]. This system begins by evaluating the known vulnerabilities of
each individual node of the network. For each vulnerability, the impact score (Ig(v)),
temporal score (Tg(v)) and exploitability score (Eg(v)) are obtained. From this, the

severity of the vulnerability is obtained from:

Ig(v) + Ts(v) (4.12)

S(v) = 5

This is then used to find the metrics for the host due to the total number of vulner-

abilities. The metrics include the host vulnerability,

V(h) = min (10, In [Z eS(“)D (4.13)
and the host exploitability,
E(h) = 2h min (10, In [Z eES(”)D (4.14)

uN
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Figure 41 MTTC Estimate vs. Numbefof Vulnerabilities (McQueen Method)
An estimate of the time a (a) beginner (b? intermediate (c) expert will take to
compromise a host depending on the number of vulnerabilities.

where up and u™ are the number of services on the host and network respectively.
The attackability of the host is given by:

Ay Lea (4.15)

PN
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Figure 4.2: MTTC Estimate vs. Number of Vulnerabilities (Leversage-Byre Method)
An estimate of the time a (a) beginner (bz intermediate (c% expert will take to
compromise a host depending on the number of vulnerabilities.

where pa i the number of attack paths and is the number of network paths. Upon
calculating the scores for each host, the corresponding values for the entire network
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are obtained from:

V(n) = min (10,ln [ZeE(h)D (4.16)
E(n) = Y E(h) (4.17)
An) = > A(h) (4.18)

From this the final VEA-bility score of the network (R(n)) is calculated from:

V(n) + E(n) + A(n)) (4.19)

R(n) = 10-( ;

4.3 Preliminary Analysis

4.3.1 Sample Data

In order to test the two metric systems on real data, both metrics are tested on the
hosts of the IRIS network (Figure 4.3) of the Computer Vision and Mobile Robotics
Laboratory of the University of Western Ontario. The network consists of 9 hosts
of which all run different types of services. The details of each host are given in
Table 4.2.  All of the hosts are scanned using the security tool Nessus 3.2.1 [41]

| Host ID I Host Name [ Operating System ]
Host 1 Amila Gentoo Linux (Kernel 2.6)
Host 2 Nilwala Windows XP SP2
Host 3 | Mahaweli | Gentoo Linux (Kernel 2.6)
Host 4 Deduru Windows XP SP2

Host 5 Asela Gentoo Linux (Kernel 2.6)
Host 6 Kala Gentoo Linux (Kernel 2.6)

Host 7 Kalu Windows XP SP2
Host 8 Mee Windows XP Professional
Host 9 Kelani Windows XP SP2

Table 4.2: IRIS Host Details

for vulnerabilities. Table 4.3 contains the number of open ports and vulnerabilities
of each host as detected by Nessus 3.2.1. Table 4.4 contains the CVSS scores of the
important vulnerabilities of each host as detected by Nessus 3.2.1. Hosts 5, 6 and 8

contain no vulnerabilities with CVSS scores. The data from the scan is then entered
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P
< WAN TS
Gateway
172.29.34.49
Router
129.100.228.1 IRIS Lab Host List
TTITTTTTT AT T TIONT T 7770 | Host 2 - Nilwala
' | Host1- Amila e ! | Host 3 - Mahaweli
E I | \ERIiL’ay ' | Host4 - Deduru
: IRIS Network ~ : Host 5 - Asela
Tt Host 6 - Kala
Host 7 - Kalu
Host 8 - Mee

Host 9 - Kelani

Figure 4.3: IRIS Network

into a Microsoft Access database and the calculation of the metrics are done using -
MATLAB. k4
-
Vulnerabilities )
Host | Open Ports |- mrg T Medium Risk | High Risk .
Host 1 2 13 2 0 3
Host 2 7 24 3 1 "
Host 3 7 27 2 2 >
Host 4 13 35 3 1 9
Host 5 2 12 1 0 <
Host 6 5 18 5 0
Host 7 3 21 2 0
Host 8 3 9 1 0
Host 9 4 22 3 1

Table 4.3: IRIS Host Vulnerabilities
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Score
Host CVE Base | Impact | Exploit
CVE-1999-0505 | 7.2 10 3.9
Host 2 | CVE-2002-1117 5 2.9 10
CVE-2005-1794 | 6.4 4.9 10
CVE-2002-1117 ) 2.9 10
Host 3 | CVE-2007-2446 | 10 10 10
CVE-1999-0505 | 7.2 10 3.9
| Host 4 | CVE-2002-1117 | 5 2.9 10
f CVE-2005-1794 | 6.4 4.9 10
é CVE-1999-0505 | 7.2 10 3.9
Host 7 | CVE-2002-1117 ) 2.9 10
CVE-1999-0505 | 7.2 10 3.9
Host 9 | CVE-2002-1117 ) 29 10
CVE-2005-1794 | 6.4 49 10

Table 4.4: TRIS Host Vulnerability CVSS Scores

4.3.2 Sample Calculation

For the sample calculation of the MTTC, the total vulnerabilities for a host is obtained

by the formula: -
:

V = 01Vyp+0.5Vyr+ Vg (4.20) ;

where Vi g, Vayrp and Vi are respectively the number of low, medium and high risk f:
vulnerabilities. After the MTTC is calculated for all hosts, the mean is taken as the ‘P
MTTC score of the entire network. The McQueen method is used. In order to obtain 2
the VEA-bility metric, the host attackability is taken as zero since the entire network ‘E

is protected from external threats by a firewall [39]. The assumption that the host
attackability becomes zero in the presence of a firewall is based upon the fact that a

firewall can counter a majority of the attack paths an attacker may follow.

4.3.3 Results

The scan results are then used to calculate the MTTC. Table 4.5 shows the MTTC

for the network for the worst case (expert attacker) for no firewall updates (a = 1)

and monthly updates (o = 0.05). In either case, the value is calculated for the initial

|}
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network condition (before) and after the vulnerabilities are mitigated by patching
i the high risk vulnerabilities (after). The VEA-bility score of the network is also
calculated (Table 4.6). The initial VEA-bility score of the network is 4.2029. After

the vulnerabilities are mitigated, it increases to 10.

MTTC (days)
Host a=1 a=0.05
Before | After | Before | After
Host 1 54 5.4 5.8 5.8
Host 2 4.8 5.0 5.7 5.8
Host 3 4.6 5.0 5.7 5.8
Host 4 4.6 4.8 5.7 5.7
Host 5 5.4 5.4 5.8 5.8
Host 6 5.0 5.0 5.8 5.8
Host 7 5.2 5.2 5.8 5.8
Host 8 5.6 5.6 5.8 5.8
Host 9 4.8 5.0 5.7 5.8

| MTTC (days) | 50 | 51 [ 58 | 58 |

Table 4.5: IRIS MTTC Results

]
]
| Host | V(h) | E(h) | -
Host 1 0 0 N
Host 2| 10 | 1.5217 )
Host 3 10 1.5217 -
Host 4 10 2.8261 §
Host 5 0 0 3
Host 6 0 0 P
Host 7| 10 | 0.6522 E
Host 8 0 0 ~
Host 9 10 0.8696

| VEA-bility Score | 4.2029 |

Table 4.6: IRIS VEA-bility Results

4.3.4 Interpretation of Results

After mitigating the vulnerabilities, the VEA-bility score of the network increases
from 4.2029 to 10. However, the MTTC does not change significantly. On the other

—
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hand, since the network attackability, exploitability and vulnerability scores do not
exceed 10, it would not be able to indicate the risk of a highly insecure network with
many vulnerabilities. However, the results of the the MTTC (Figure 4.1) would be
able to indicate this, especially if the number of vulnerabilities of the network were

greater than 10 and the firewalls of the network were not updated.

4.3.5 Alternative MTTC Formula

The low resolution of the MTTC when the total number of vulnerabilities per host is
calculated using Equation 4.20, appears to be impractically low. Hence an alternative
form is tried out. In it, the total number of vulnerabilities of the entire network of N
hosts is calculated. This is then used to calculate the MTTC of the entire network
directly. For this, Equation 4.20 would become:

Ny

vV = Z[O.IVLRﬁO-SVMRﬁVHRJ (4.21)
1=0

When the alternative MTTC is calculated, the results (Table 4.7) show more varia-
tion especially when « is unity. Therefore, it is reasonable to consider o to be unity
throughout the calculations. If its value is less than this, the MTTC calculation
would become meaningless as a security metric. This is because the difference be-

tween an insecure network (before vulnerabilities are fixed) and secure network (after

vulnerabilities are fixed) would be insignificantly small.

MTTC (days)
Network Before Mitigation | After Mitigation
No Updates (o = 1) 1.9 2.2
Monthly Updates (a = 0.05) 5.4 5.5

Table 4.7: Alternative MTTC for the Entire IRIS Network

Even this MTTC calculation is unrealistic when considering the fact that in
real life attackers usually take an attack path. For example, in order to compromise
a particular machine, the attacker may have to look for a particular stepping stone

vulnerability within another machine of the network. Hence, using Equation 4.21 can

also be considered unrealistic.
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This leads to the attack path MTTC approach taken by Leversage and Byres
[36]. In this case the MTTC is calculated for each path and the total MTTC is
obtained by summing up the products of the MTTC of probable path and the likeli-
hood of taking that path based on its relative difficulty. The likelihood and difficulty
can be obtained from statistical data of real attacks. However, the ability to utilize
statistical data obtained from a real or simulated attack is highly doubtful. This is
because the scenarios and paths for the attack are highly case specific. Hence, using
data from one attack to model another may be unreasonable in most cases. This
could be the reason behind McQueen [37] explicitly stating that this metric can be

interpreted as a measure of relative risk.

4.4 Security Metric for IED’s

Due to the difference in functionality of an IED from a standard computer, it may
be necessary to come up with an entirely new metric scheme for IED’s. The main
difference between a computer and an IED is that IED’s are usually dedicated devices

which measure, monitor and react.

4.4.1 Basic Properties

When looking at an IED from an attackers perspective, different categories of IED’s
will have different levels of importance depending on the goal of the attacker. For
example, an attacker hoping to sabotage the grid may focus on tripping a relay
while someone seeking confidential information may target a data logging unit. Also,
depending on their importance different units will have different levels of security.

Therefore, a security metric for IED’s should have the following properties:
e The ability to quantify the threat to the IED based upon the goal of the attacker.

o It should quantify the vulnerability of an IED based upon its security features.

e It should be capable of contrasting between a secure and insecure network sim-
ilar to the VEA-bility metric.
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4.4.2 Threat Identification

The first step is to identify the threats to different categories of IED’s. This is done
by taking categories of IED’s according to their designated function category and
identifying the possible attack scenarios both physical and logical. When taken into

broad categories, the possible scenarios include:

1. Unauthorized Access (UA) - the IED is accessed in order to give a false com-

mand, change the settings or access sensitive data

2. Denial of Service (DoS) - knocking out the IED from the network by disabling

it or overwhelming it

3. Spoof (SP) - the IED is spoofed either physically or logically to mislead other

devices
4. Data Interception (DI) - sensitive data is intercepted and manipulated

5. Stepping Stone (SS) - the IED can be logically used as a stepping stone to

launch an attack on another target

4.4.3 Countermeasure Identification

Once the threats to an IED have been identified, it is now possible to check if the
device has the appropriate security countermeasures. If a particular threat has the

appropriate countermeasure it can be nulled (i.e. eliminated) from the threat list.

4.4.4 Susceptibility

Each threat can also be adjusted according to its relative susceptibility. For example,
in order to spoof a particular IED it may be required to physically manipulate the
device, hence such an attack can be considered unlikely. On the other hand, the same
device may be susceptible to remote false commands or false inputs which are far
more likely. This parameter defines likeliness of the attack based upon the location

of the attacker.
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4.4.5 Metric Formula and Calculation

From this, it is possible to come up with a formula to quantify the security of an IED
and the IEC61850 network. The procedure for calculation involves:

1. Identification of the threats to each individual IED (m threats).

2. Identification of the available countermeasures for each threat. If a particular
threat has one or more countermeasures, its countermeasure factor (c;) is made

one. The value of ¢; is made zero if no countermeasures exist.
3. Identification of the susceptibility (s;) of each threat where:

(a) If the attack can be executed on the IED remotely from a WAN connected
to the IEC61850 network, s; =1

(b) If it has to be executed from within the IEC61850 (LAN) network, s; = 0.2

(¢) If physical manipulation is needed for launching the attack, s; = 0.1

The values are selected such that the relative risk between a node, LAN or
WAN based attack are contrasted

4. Based on this a score can be calculated for each threat
5. From this, the score for each IED can be calculated
6. Finally, the score for the entire network can be obtained

The formula for calculating the score for a particular threat (¢;) is based upon its

susceptibility (s;) and countermeasure factor (c;).
ti = s(l—c¢;) (4.22)

The score for a particular IED j with m; threats would hence be:

3

E; = S ¢ (4.23)
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Finally the overall score of the network with n IED’s can be calculated from:

n
R = 10-min(10,) E;) (4.24)
j=1

Using this formula, the score for a highly secure network would tend towards 10 while

an insecure network with too many vulnerabilities would tend towards Q.

4.4.6 Generic Countermeasures

The countermeasures for threats can be categorized as generic countermeasures which
are generally common to all IED’s, servers and network infrastructure. In addition,
each node of the network will have unique specific countermeasures. Depending on
the location of the attacker the available countermeasures would differ. The possible
attacker locations are the same for the case of susceptibility. Table 4.8 gives the

generic countermeasures for a network.

Attacker Location

Attack Node T LAN [ WAN
UA Access Control MAC Address Control | Firewall
Physical Protection IDS
DoS | Access Control MAC Address Control | Firewall
Physical Protection IDS

Anti-Malware
SP Physical Protection | MAC Address Control | Firewall

IDS
Anti-Malware
DI Access Control Switches Firewall
Physical Protection | MAC Address Control | IDS
Anti-ARP IDS

SS Access Control MAC Address Control | Firewall
Physical Protection | Software Patches 1DS
Software Patches Software Patches

Host-based IDS

Table 4.8: Generic Countermeasures
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4.4.7 Countermeasure Overheads

Security countermeasures for IEC61850 networks and IED’s will inevitably result
in additional overheads. The effect would depend on the nature of the device and

countermeasure. These can be summarized as:

e Possible increase in traffic and traflic delay at a network level due to the ad-
ditional analysis carried out by countermeasures such as network based IDS,

firewalls and anti-malware.

e Increased burden on the CPU of resource constrained IED’s due to host based
security mechanisms such as host based IDS and encryption. The overhead due
to an anomaly detection IDS would be greater than a rule based IDS in terms
of both computational power and cycles. In the case of encryption additional
hardware and computational cycles will be needed. There will also be a need

for additional mechanisms for key management if public key encryption is used.

o Reduced user friendliness due to increased use of access control.
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Chapter 5 Security Auditing

5.1 Introduction

Security auditing is the process of assessing the security of a computer system and
making recommendations to the client. This chapter develops an auditing procedure
for the IEC61850 protocol.

5.2 Auditing Procedure Design

5.2.1 Existing Auditing Procedures

Numerous procedures exist for information security auditing. There is no industry

standard auditing procedure. This is in one way advantageous because having a

standard auditing procedure can also result in an opponent formulating a procedure to :
compromise a system which can be undetected by such a standard auditing procedure. 5
Davis et al. [42] outline the stages of an audit as: )
- . - . N . . . N E

1. Planning - planning the audit by conducting a preliminary survey, reviewing 2
critical assets of the organization and customer requests. g

]

2. Fieldwork and documentation - acquiring the necessary data on the infrastruc- b
ture and on security practice. €

3. Issue discovery and validation - reviewing the data to discover the security issues

of the organization and validating such issues.

i 4. Solution development

5. Report drafting and issuance

6. Issue tracking - tracking the issues to see if the recommended solutions are

implemented and effective.

L\
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5.2.2 Priority Based Auditing

When assessing the information security of a large organization, it may be neces-
sary to prioritize certain parts. According to Johansson and Johnson {43], improper

prioritization can lead to problems such as:

1. Different parties defining the same area differently such as inclusion of physical
security within the scope of information security by some and its exclusion by

others.

2. Conflicts due to different opinions of different parties. Some may emphasize
more on preventing social engineering while others may emphasize better tech-

nical countermeasures such as intrusion detection.

3. Conflicts due to the context of the organization. This is because some orga-
nizations such as financial institutions may become targets due to theft while
others such as utilities may become targets due to sabotage. There may be
other organizations which draw attackers due to factors such as prestige based

upon the mere challenge of intrusion.

In addition, prioritization can lead to the overlooking of certain critical vulner- .
abilities in low priority areas. For example, an organization would deploy extensive -
intrusion detection and access control mechanisms but neglect the possibility of all of ‘;
it being bypassed through social engineering. :
5.3 Proposed Auditing Scheme for IEC61850 J

;
The proposed audit scheme for IEC61850 consists of the following stages: E

1. Preliminary survey of the network and organization

2. Security assessment of the network and organization

3. Disclosing the results and recommendations to the client

4. Verification of implementation of recommendations

Out of these stages, the main focus of this research is on the security assessment.
The main components of this stage along with their objectives and results are given
in Table 5.1.
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| Component | Objective | Result |
Security ~ Tool | Uncover vulnerabilities of the network | VEA-bility
Assessment that may be visible to an attacker Score
IED Assessment | Uncover the vulnerabilities of each IED | IED Score
Infrastructure Uncover both physical and logical vul- | Report
Audit nerabilities of the network infrastruc-
ture
Comprehensive | A comprehensive assessment of the | Report
Assessment software used in the network which

should include,

: 1. The operating systems of IED’s,
t servers, gateways and engineering sta-
tions.

: 2. The software used to control and
change settings of IED’s, especially the
communication protocols used.

Table 5.1: Components of the Security Assessment Scheme

5.4 Security Tool Traffic

Since the delivery time for certain packets of IEC61850 is critical, it is necessary to -
assess the impact of the traflic generated by the security tool used on the network. .
This requires data collection, simulation and testing of available network security ;

tools and weigh them against their benefits.

5.4.1 Data Collection ¥

Data is collected using FEthereal, an open source network analyzer running on both 9
Windows and Linux (as Tcpdump) platforms. While Ethereal is running, the security
tool under test is used to scan a target machine. The resulting traffic is then captured
and used for analysis. A total of 10 target machines are tested of which 5 have
Windows based operating systems and the rest have Linux based operating systems.
The network tools tested were Nessus 3.2.1 [41] and NMap 4.68 [44]. Both tools are
tested while running on Windows and Linux platforms.
NMap 4.68 is a tool capable of identifying the operating system and listing a
limited number of vulnerabilities. Nessus 3.2.1 is the most advanced tool capable

of giving a comprehensive list of vulnerabilities which can be used to calculate the

_
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VEA-bility metric. The main disadvantages of Nessus 8.2.1 are that unlike NMap
which is open source, the security tests performed to uncover security vulnerabilities
by the tool are not listed and its comprehensive assessment generates a large amount
of traffic. Nessus was originally an open source tool. However, due to the possibility
of attackers misusing the code, it is no longer open source. Hence, hence it is not

possible to determine the tests performed by this tool.

5.4.2 Data Analysis

The collected data is then analyzed using MATLAB. The instantaneous traffic rate
in packets per second for each scan is first calculated. Based on this, the time during
which the generated traffic is high is obtained. If the instantaneous traffic rate is
greater than 100 packets/s, it is considered high. From this the average time during
which the security tool generates high traffic can be obtained.

Table 5.2: Security Tool Traflic Statistics - Windows

Mean Traffic Rates (packets/s) | Mean Scan Time (s
Tool (Platform) Mean | Maximum |(II)-Iigh (‘%)) Total | High =
Nessus 3.2.1 (Windows) | 377.0 | 11360.0 5.67 861.2 48.9
Nessus 3.2.1 (Linux) 145.4 | 3079.2 13.74 225.8 31.0
NMap 4.68 (Windows) | 58.6 1073.2 11.96 90.0 10.8 -
NMap 4.68 (Linux) 172.2 919.2 29.18 42.4 124 ;;

Mean Traffic Rates (packets/s) | Mean Scan Time (s 3
Tool (Platform) Mean | Maximum |(I;Iigh (‘7/0)) Total | High = iﬂ
Nessus 3.2.1 (Windows) | 208.2 2750.2 17.13 188.2 32.2 :L:
Nessus 3.2.1 (Linux) 677.7 8760.4 39.45 75.2 29.7 H
NMap 4.68 (Windows) | 125.7 | 2634.0 7.75 32.0 2.4
NMap 4.68 (Linux) 157.8 1957.2 9.58 33.2 3.2

Table 5.3: Security Tool Traflic Statistics - Linux

Figures 5.1 and 5.2 show profiles of typical traffic generated by the security
tools. The graphs clearly show that at times the tools generate a large amount of
traffic. According to the results of Tables 5.2 and 5.3, Nessus which does a more
comprehensive set of tests takes longer to assess a Windows machine than a Linux

machine. The same can be said of Nmap. When comparing the platform on which
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Typical Traffic Generated by Nessus 3.2.1 (Windows)
1000

Q. 500 Target Host Linux

Target Host Windows
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Figure 5.1: Typical Traffic Generated by Nessus 3.2.1 (Windows)

Typical Traffic Generated by NMap 4 68 (Windows)

3000
if) Target Host Linux

g 2000 I Target Host Windows

1000
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Figure 5.2: Typical Traffic Generated by NMap 4.68 (Windows)

the security tool is run, in general running the tool on a Linux platform results in a
significantly less scanning time than on Windows.

The important factor to be considered is the amount of time during which the
tool generates high traffic. Table 5.4 shows the summary of high loading for different
tools and target machines. These results are approximated to the nearest multiple of
5 for convenience. Further study is needed to investigate if this loading will seriously
compromise the safety of the 1IEC61850 network.

Loading Time (s
Tool Windov%s Linf»%

Nessus 3.2.1 (Windows) 50 30
Nessus 3.2.1 (Linux) 30 30
NMap 4.682 indows) 15 5
NMap 4.68 (Linux) 15 5

Table 5.4: Security Tool High Traffic Loading Time (Approximate)
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Nessus 3.2.1 (Linux} Traffic for a Parallel Host Scan
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Figure 5.3: Traflic Generated by Nessus 3.2.1 (Linux) for a Parallel Host Scan

5.4.3 Parallel Scans

Nessus 3.2.1 allows multiple hosts to be scanned in parallel. The next step was to
investigate the loading effect of the tool when multiple hosts are scanned in parallel.
Figure 5.3 shows the traffic generated when 5 hosts are scanned in parallel. The scan
time is approximately 140s but the average traffic is around 3000 packets/s, which
is nearly 5 times greater than the maximum value for the mean traffic rate for a
single host in Tables 5.2 and 5.3. For nearly 80% of the scan time (110s) the traffic
is significantly greater than 100 packets/s.

5.4.4 Simulation

Simulation of the effect of the security tool is done using the open source simulator
Network Simulator 2.33 (NS 2.88 commonly known as NS-2) [45]. NS-2 is written in
C++ and provides its interface in OTcl (Object Oriented Tool Command Language).

Using the simulation, the delay of packets are analyzed and compared to the standards
of IEC61850-5 (Table 5.5).

5.4.4.1 IED Model

NS-2 logically abstracts a network node (Figure 5.4) into a node which contains the
data link and physical layers of the OSI model. The network and transport layers are
handled by an entity known as an agent while the application layer is handled by an

application. Connection elements are used to connect nodes together.
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| Type | Category | Maximum Delay (ms) |
1A | Fast Messages - Trip 10 (Performance Class P1)
3 (Performance Class P2/3)
IB | Fast Messages - Other 100 (Performance Class P1)
20 (Performance Class P2/3)
2 Medium Speed 100
3 Low Speed 500
) File Transfer 1000
7 Commands with Access Control | 500

Table 5.5: Message Delay Standards According to IEC61850-5

Application
| Application I MMS

& »

I Agent ISV/GOOSEJ l Tran;port 1

f 3 Node ¥ 3
AR SRS N I S y
\ | IEEE 802 3 (Ethernet) | ! | IEEE 8023 (Ethernet) |

Connection Physical Medium .
L]
a) Logical NS-2 model b) IEC61850 Protocols ;',
1
. : )

Figure 5.4: NS-2 Logical Model
]
Source Destination 3
. . - . g
| Application | | Apphcanord 3
i )
s
Y

lSource Agcntl I Sink Agen’LI

A 4
| Node | |  Node |
Connection

Figure 5.5: NS-2 Communication Model
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In order for two nodes to communicate (Figure 5.5), the sending node should
have the relevant source agent to transmit the data according to the required protocol
and application. The receiving node must have a sink agent to receives the trans-
mitted data, process it and record it for subsequent processing. For bidirectional
communication both nodes must have source and sink agents. The sink agent can
have an application attached to it, used for data collection or both.

When modeling an IED using NS-2, it is possible to model a packet that by-
passes the TCP/IP stack as a UDP agent with constant bit rate (CBR) traffic. Other
packets which use the TCP/IP protocol stack can be modeled using different TCP

agents.

5.4.4.2 Substation Network

For simulation the IED’s corresponding to a transformer bay and feeder bay have
to be constructed. A feeder bay would consist of a Merging Unit (MU) taking raw
data samples, two Protection and Control Relays (PC) to monitor the raw data and
a Circuit Breaker (CB) to act according to the fault. The transformer bay would
consist of a MU, two PC’s and two CB’s.

All of the IED’s of a particular bay will be connected to a single switch. Figure
5.6 shows the physical and logical connection of a bay network. Each bay switch will
in turn be connected to the central station switch. The server collecting data from the
substation and the HMI would also be connected to this switch. The entire topology
of the station network is shown in Figure 5.7.

| Merging UnitIED |  [Merging UnitIED | [ Protection& | [Breaker IED |
1 o

] Control IED
: g -
Protection & R prd
Control IED [ Bay Switch J
Breaker IED
a) Logical Connection b) Physical Connection

Figure 5.6: Physical and Logical Connection of a Bay Network

For the simulation, a substation consisting of two transformer bays and two to

six transformer bays are used. Each MU is assumed to take 1920 raw data samples
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Cf: Bay Networkj)

" Bay Network > < Bay Network >
&\__ﬂi =
| Station Switch |
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/ \
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Figure 5.7: Topology of Entire Substation Network

per second to achieve class P3 protection [4] needed for a transmission bay with top
performance synchronizing feature and breaker differential. A fault is simulated every
0.5s. During such a fault, the PC IED’s send GOOSE packets to the CB while the
CB returns a reply to confirm reception. Four packets are exchanged either way. In

addition, each PC IED uploads a 2kb status report to the server every 2s.

5.4.4.3 Security Tool Model

The next stage of the simulation involves developing a model for the security tool. It
is assumed that during a security audit, it will be connected to the station switch via
a laptop.

The security tool is modeled as a burst of high traffic, lasting the duration of

- @ G

the load time (Table 5.4). Due to constraints of simulation time and in order to
generalize the situation, the burst duration is restricted to 30s during which a traffic '

of 1000 packets per second are generated. A UDP agent with Pareto traffic is used

to produce the traffic of the security tool.

FE R e

5.4.4.4 Results

Tables 5.6 and 5.7 show the results of the simulation for 10Mbps and 100Mbps Eth-
ernet respectively in terms of packet delay and drop rate. The simulation is done for

the following scenarios:
1. Nothing (only sample values)
2. System with FTP transfers

3. System with security tool running

—



o SR i i e ey e e

Chapter 5: Security Auditing

46

4.

5.

6.

Both FTP transfers and security tool running

System with fault

Fault with FTP transfers

7. Fault with security tool running

8. Fault with both FTP transfers and security tool running

Out of these scenarios 3, 4, 7 and 8 have high traffic due to the running of the security

tool.
Scenario 2 Feeder Bays 4 Feeder Bays 6 Feeder Bays

Delay (ms) [ Drop (%) [ Delay (ms) [ Drop (%) | Delay (ms) [ Drop (%)
1 9.81 3.79 10.10 3.97 9.49 3.78
2 11.15 4.75 10.33 4.08 10.45 4.60
3 5.76 34.46 7.04 26.55 9.04 36.07
4 7.35 41.43 8.10 23.97 8.20 25.05
5 12.24 10.80 9.73 6.50 10.52 6.05
6 10.57 8.58 11.54 6.85 9.94 6.60
7 7.45 43.05 7.78 28.23 8.70 25.72
8 7.73 32.36 8.68 15.11 9.39 33.64

Table 5.6: Simulation Results - 10Mbps Ethernet
Scenario 2 Feeder Bays 4 Feeder Bays 6 Feeder Bays

Delay (ms) | Drop (%) | Delay (ms) | Drop (%) | Delay (ms) | Drop (%)
1 1.17 1.35 1.21 1.52 1.17 1.40
2 1.15 1.72 1.20 1.61 1.15 1.70
3 1.23 14.02 1.21 7.57 1.15 6.76
4 1.23 10.53 1.25 9.41 1.19 8.06
5 1.19 1.94 1.16 1.50 1.17 1.50
6 1.16 1.91 1.25 1.82 1.16 1.95
7 1.20 10.45 1.24 8.44 1.21 5.77
8 1.22 7.85 1.21 11.51 1.19 6.60

Table 5.7: Simulation Results - 100Mbps Ethernet

The results of the simulation (Tables 5.6 and 5.7) show that there is no correla-

tion between the packet delay and scenario traffic. However all scenarios with heavy

= MuE 2
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traflic have significantly high packet drop rates. The delay of dropped packets cannot
be defined. Therefore, this could explain the reason behind not having a correlation
between packet delay and scenario traffic.

Nevertheless, the high drop rates indicate that the security tool will have a
significant effect on the safety of the network. This is because the dropping of a critical
packet such as a GOOSE packet is unacceptable. The drop rate results are consistent
for the number of feeder bays as well as both 10Mbps and 100Mbps simulations. The
delay for 10Mbps networks is however, clearly above the recommended safe limits for

IEC61850.
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Chapter 6 Sample Audit

6.1 Introduction

This chapter documents sample audits using the proposed auditing scheme conducted
on sample networks. This is done to test the feasibility of the scheme and compare
it against the MTTC and VEA-bility metric schemes.

6.2 Kinectrics IEC61850 Network

The IEC61850 network owned by Kinectrics, Inc. is a model network used mainly
for testing, certification, research and teaching purposes. Currently it is an island
network (not connected to the Internet) which consists of 7 models of IED’s, an SMP
gateway and an engineering station running with a remote data logger (Figure 6.1).
Table 6.1 lists the models IED’s and other devices of it. The nodes of the network
use non-routable [P addresses.

Model and manufacturer details of all IED’s are withheld for confidentiality
reasons. The groups [EDI-IED4 (GROUP2), IEDS-IED6 (GROUP1) and IED7
(GROUP3) come from three different manufacturers and tend to have common char-
acteristics. The network switches come in two models, SWITCH1 and SWITCH2

from the same manufacturer.

6.3 Security Tool Assessment

6.3.1 Security Tool Scan Results

The security tools reveal the open ports and services of each IED during the scan.
When looking at the results (Table 6.2) it becomes apparent that Nessus 3.2.1 has
a better capability of identifying open ports and services such as Modbus, NTP and
TFTP. NMap 4.68 on the other hand can identify most key ports and services but

fails to identify the critical protocol Modbus as well as UDP based services.
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SCADA Network >
DNP 3.0
| SMP Gateway ORI Engineering Station ]
- EC61850
K Network
W

Figure 6.1: Kinectrics IEC61850 Network

| Device [ QtyTDescription ]

IED1 1 | Controller system
; 1ED2 2 | Breaker protection system
i IED3 6 | Feeder protection relay
1ED4 2 | Transformer protection relay
IED5 1 i Protection and control system
IED6 3 | Protection and control system
IED7 2 | Differential protection relay
Firewall 1 | Gateway to DNP3 and TCP/IP WAN H
Database | 1 | Database server :
Switch 6 | Ethernet LAN network switches '
)

Table 6.1: Kinectrics IEC61850 Network Devices

Despite identifying more vulnerabilities, Nessus takes a long time to scan a

single device when compared to NMap. It was also observed that Nessus would take

o e e mee

an excessive amount of time when scanning TCP ports 102 and 502. However, when
compared to a computer (Tables 5.2 and 5.3), the time during which the security tool
loads the network with more than 100 packets is much less for either security tool.
On average, for Nessus (Table 6.3) it is just around 0.5s and for NMap (Table 6.4) it

is around 0.15s.

6.3.2 MTTC Calculation

Table 6.5 shows the MTTC for the hosts of the network based upon individual vul-
nerabilities. The MTTC for the entire network is 1.8806 days according to Equation
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| Device | Nessus 3.2.1 | NMap 4.68
TED1-4 |69 (IFTP - UDP) 80 (HTTD)
80 (HTTP)
102 (iso-tsap)
502 (Modbus)
TED5-6 | 21 (FTP) 21 (FIP)
23 (Telnet) 23 (Telnet)
102 (iso-tsap) 1024 (kdm)
1024 (kdm)
TED7 91 (F'IP) o1 (FIP)
80 (HTTP) 80 (HTTP)
102 (iso-tsap)
161 (SNMP/UDP)
Firewall | 123 (NIP - UDD) 123 (NTP - UDP)
443 (HTTPS) 443 (HTTPS)
20000 (DNP) 20000 (DNP)
Database | 123 (NTP - UDP) 135 (msrpc)
135 (epmap) 139 (netbios-ssn)
137 (netbios-ns - UDP) 445 (microsoft-ds)
139 (netbios-ssn) 1106
445 (microsoft-ds) 1723 (pptp)
1106 (isoipsigport-1) 2701 (landesk-rc)
2701 (sms-xfer) 2702
2702 (sms-rcinfo) 3389 (ms-term-serv)
3389 (ms-wbt-server)
Switch 22 (SSH) 22 (SSH)
23 (Telnet) 23 (Telnet)
69 (TFTP - UDP) 80 (HTTP)
80 (HTTP) 443 (HTTPS)
123 (NTP - UDP) 514
443 (HTTPS)
502 (Modbus)
514 (RSH)

Table 6.2: Security Tool Scan Results - Open Ports

.t o

PR

4.21 which yields a total of 35.6 vulnerabilities. However, none of the vulnerabilities
can be mitigated unless the services such as Telnet are completely disabled. This is
not feasible. Hence, the MTTC of the network will not change.
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Tool Traffic Rates (packets/s) Scan Time (s)

Mean | Maximum | High (%) | Total | High
IED1 50.498 641 0.090 949.442 | 0.850
IED2 51.411 851 0.080 924.721 | 0.738
IED3 66.259 641 0.107 237.768 | 0.255
IED4 57.279 641 0.100 297.428 | 0.296
IEDS 69.077 644 0.119 182.083 | 0.216
IED6 51.251 641 0.117 250.019 | 0.292
IEDT7 64.995 642 0.107 214.307 | 0.229
Firewall 23.616 324 0.277 734.436 | 2.031
Database | 76.687 642 0.131 178.546 | 0.234
Switchl 132.311 648 0.143 237.046 | 0.339
Switch?2 135.608 648 0.143 230.916 | 0.330

[ Average | 70.818 [ 633.0 | 0.128 [403.338 | 0.528 |

Table 6.3: Security Tool Traffic Statistics - Nessus 3.2.1

Tool Traffic Rates (packets/s) Scan Time (s)

Mean | Maximum | High (%) | Total | High
IED1 9.415 2003 0.039 269.418 | 0.106
IED2 11.876 2003 0.040 209.203 | 0.084
IED3 11.820 2003 0.040 | 209.519 | 0.084 !
IED4 11.825 2003 0.040 209.652 | 0.084 ¥
IED5 30.645 1368 0.129 75.024 | 0.097 :
IED6 30.494 1687 0.085 76.324 | 0.065 ]
IED7 29.181 1622 0.083 82.020 | 0.068 .
Firewall | 178.500 685 0.187 11.219 | 0.021 ‘
Database | 24.431 1935 0.067 [121.216 | 0.081 A
Switchl 9.408 1130 0.133 318.001 | 0.424 )
Switch?2 9.219 987 0.102 317.560 | 0.324 !

[Average | 32437 | 15842 | 0.086 |172.651 | 0.131

Table 6.4: Security Tool Traffic Statistics - NMap 4.68

6.3.3 VEA-bility Calculation

The VEA-bility score of the network is obtained from the vulnerabilities of the net-
work with CVE’s. Table 6.6 gives the CVE’s of devices in the network uncovered
by Nessus. The individual scores of attackability, exploitability and vulnerability are

then obtained for each device. Since the device has a firewall, the attackability score

e
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Host Open Ports Low\]u%\l/}zzﬁiﬂu[eiﬁgh MTTC (days)
IED1 4 9 0 0 5.598569
IED2 4 9 0 0 5.598569
IED3 4 5 0 0 5.687029
IED4 4 5 0 0 5.687029
IEDS 4 5 1 0 5.576716
IED6 4 5 1 0 5.576716
IED7 4 6 2 1 5.240864
Switchl 8 13 3 0 5.200654
Switch2 8 12 3 0 5.220711
Firewall 3 9 0 0 5.598569
Database 9 16 1 0 5.343082

| Network MTTC | 1.8806 |

Table 6.5: Sample Network Host Vulnerabilities

. Score
Device CVE Base | Impact | Exploit
Switch CVE-1999-0651 | 7.5 6.4 10
CVE-2003-0001 5] 29 10
Database Server | CVE-2005-1794 | 6.4 4.9 10

Table 6.6: Sample Network Host Vulnerability CVSS Scores

[ Device | Qty | Open Ports | Attackability ] Exploitability ] Vulnerability]

Database 1 9 0.000 1.607 5.650
Switchl ) 8 0.000 1.429 10.000
Switch2 1 8 0.000 1.429 10.000

| Network VEA-bility | 3.3333 |

Table 6.7: Sample Network VEA-bility Score

is zero for all devices [39]. The individual score is then multiplied by the number of
devices to get the VEA-bility score of the entire network (Table 6.7). The final score

of 3.333 indicates a highly insecure network.
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6.4 IED Assessment

6.4.1 IED Assessment - GROUP1 Devices

The devices of GROUP1 are used for line protection and control. The settings of
either device can be set via the front panel, via RS232 or TCP/IP. The software
provided by the manufacturer can be used as a GUI based HMI for it.

6.4.1.1 Relay Password Crack

Both devices have six access levels. Each access level requires a separate password.
No minimum length for a password is specified, however the maximum length is 6
characters. Valid characters include numbers, upper case letters, lower case letters and
two special characters. These are the hyphen (-) and the period (.). This gives a total
of 64 characters (26+26+10+2), hence a total of 6.87192101% (64%) combinations.

If a brute force password cracker were to attempt to crack one password, it would
need nearly 8 days if it made 100000 attempts per second. Therefore, if properly
monitored, a brute force attack is highly unlikely to go undetected. However, if a
dictionary attack were to be launched, its chance of success would be higher if the
employees fail to use strong passwords. A highly dangerous situation occurs if the
factory default password is not changed and an attacker happens to find it out by

consulting the manual of the device.

6.4.1.2 Packet Sniffing

This device uses both FTP and Telnet protocols. Both of these protocols have serious
security vulnerabilities. In both protocols passwords and data are unencrypted, hence
vulnerable to an eavesdropping attack. In this attack scenario, the attacker would be
able to obtain the passwords for the FTP or Telnet protocol and launch an attack
using this.

With the use of switches that match different Ethernet speeds and reduced use
of network hubs, the risk of a direct packet sniffing attack is reduced. This is because
multi speed switches do not simply send the packet to all ports unless it is a broadcast
packet. This makes an eavesdropping attack difficult but not impossible. According
to Spangler [46], the three possible methods of attack are:

1. ARP cache poisoning

B L
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2. CAM table flooding
3. Switch port stealing

Nevertheless, it should be remembered that in order to launch a packet sniffing
attack, the attacker would have to either compromise a machine within the IEC61850

network or have physical access to the network infrastructure.

6.4.1.3 Protocol Password Crack

The FTP and Telnet protocols used by the relay can also be subjected to a password
crack attack. Similar to the relay passwords, a brute force attempt may take too long
and a dictionary attack may be more likely.

When Telnet is used, access to a GROUP1 device is trivial and the passwords

L S

for level 1 and level 2 access are prompted. Since Telnet transmits character by
character, an automated brute force attack would be a non-trivial job for an attacker.

Transmitting a single character at a time would also generate an abnormal amount

| of Telnet packets with a single character payload which can be detected by an IDS.
i In the case of the FTP server, a brute force attack can be launched from a

password cracker. For such an attack, the only thing the attacker needs to know is \
§ the user names for the FTP server. This can be found by referring to the manual of !

the IED.

6.4.1.4 Denial of Service Attacks

There are two possible scenarios of an attacker launching a DoS attack on GROUP1
devices. The first scenario is an attacker explicitly targeting one of the services of
the device either FTP (port 21) or Telnet (port 23) by opening idle connections. In
the second scenario, the attacker launches a generic DoS by overwhelming the device

and network by generating unwanted traffic.

6.4.1.5 Countermeasures

Table 6.8 shows the countermeasures for the possible attacks on the GROUP1 device.
When calculating the metric for this device, it is necessary to find out if at least one

of the required countermeasures is implemented within the network.

—
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[ Attack ] Location | Countermeasures ]
Relay Password Crack Node Physical protection
Direct Packet Sniffing LAN Hub replacement
Physical protection
ARP Packet Sniffing LAN MAC address restriction

Static ARP tables

ARP traffic analysis via IDS
Physical protection

DoS (ICMP, FTP, Telnet) LAN | MAC address restriction

Protocol Password Crack Physical protection
DoS (ICMP, FTP, Telnet) WAN | Blocking via Firewall
Protocol Password Crack Detection and reaction via IDS

Table 6.8: Countermeasures for GROUP1 Devices

6.4.2 IED Assessment - GROUP2 Devices

The devices of this group are mainly protection relays. They can be accessed via
the front panel, RS232 or TCP/IP. The manufacturer provides a software suite to
manipulate the settings via a GUI based HMI.

6.4.2.1 Packet Sniffing

The software communicates with the relay via HTTP and Modbus protocols. The
Modbus protocol is widely used in SCADA systems via TCP or RS232 and has no
security mechanisms [47], [48]. Similarly, HTTP also has no security mechanisms and
is used when information of the relay is viewed via a web browser. Thus, both of
these protocols are vulnerable to a packet sniffing attack since all of the data they

transfer are unencrypted. The attack scenarios are similar to those of Section 6.4.1.2.

6.4.2.2 Relay and Protocol Password Crack

Relays of this group use a 10 digit number as the password. Hence, a brute force
password crack would require 1019 combinations. Such a crack would therefore take a

significant amount of time, hence detectable. The main advantage of using only digits

is that a dictionary attack is infeasible. Hence, it can be considered to be more secure
than devices of GROUPL. In order to crack the password, the Modbus protocol has
to be used.
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| Attack | Location | Countermeasures |
Relay Password Crack Node | Physical protection
Direct Packet Sniffing LAN Hub replacement
Physical protection
ARP Packet Sniffing LAN MAC address restriction

Static ARP tables
ARP traffic analysis via IDS
Physical protection

ICMP DoS LAN MAC address restriction
Physical protection

Protocol Password Crack LAN MAC address restriction
Physical protection

Unauthorized Access LAN Dual operator confirmation

ICMP DoS WAN | Blocking via Firewall
Detection and reaction via IDS

Protocol Password Crack WAN | Blocking via Firewall
Detection and reaction via IDS

Unauthorized Access WAN | Dual operator confirmation

Table 6.9: Countermeasures for GROUP2 Devices

6.4.2.3 Denial of Service Attacks ;

Both Modbus and HTTP are protocols designed for handling multiple clients or slaves.
Hence, launching a DoS attack is non-trivial, especially for HTTP since it is a stateless ’
protocol. However, a DoS attack by overwhelming the client via fake traffic is highly '

realistic.

6.4.2.4 Generic Unauthorized Access

In order to counter the possibility of unauthorized access, these devices have a security
feature known where a command or change of setting requires confirmation from both
the user and the SCADA operator.

6.4.2.5 Countermeasures

Table 6.9 gives the countermeasures for the possible threats for all GROUP2 devices.
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[ Attack

| Location | Countermeasures

Relay Password Crack Node | Physical protection

Direct Packet Sniffing LAN Hub replacement
Physical protection

ARP Packet Sniffing LAN MAC address restriction
Static ARP tables
ARP traffic analysis via IDS
Physical protection

ICMP DoS LAN MAC address restriction
Physical protection

Protocol Password Crack LAN MAC address restriction
Physical protection

ICMP DoS WAN | Blocking via Firewall
Detection and reaction via IDS

Protocol Password Crack WAN | Blocking via Firewall
Detection and reaction via IDS

Table 6.10: Countermeasures for the GROUP3 Device

6.4.3 IED Assessment - GROUP3 Devices

The IED7 is a differential protection relay which can be accessed by its front panel,

RS323 or TCP/IP using the software suite provided by the manufacturer. The pos-

sible attacks on this device include:

e The software uses the HTTP and FTP protocols for communication, both are

insecure and unencrypted. Therefore, this device is vulnerable to the same

packet sniffing attack scenario as the former two.

e Both HTTP and FTP protocols are vulnerable to protocol password crack at-

tacks. During an attack on HTTP, the attacker will have to send repeated
POST requests. Such an attack would therefore be detectable by using an IDS
to analyze payload of HTTP packets for the POST request.

e It is also vulnerable to a ICMP DoS attack.

Table 6.10 lists the countermeasures for possible attacks on the device.
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6.4.4 Firewall

The gateway/firewall runs Windows XP and connects the IEC61850 network to ex-
ternal TCP/IP or DNP3 networks. This device runs the anti-malware software hence
protects the network from such threats. It has both secure HTTPS and NERC CIP
compliant VPN support for security. This device can be the target of a stepping stone
attack where an outside attacker can execute arbitrary code on the machine in order
to compromise the security of the network. However, during the security tool scan of

the device no such vulnerabilities were uncovered.

6.4.5 Database Server

The database server runs Microsoft SQL Server on Windows XP. It has no explicit
secure protocols such as SSH or HTTPS because of the security implemented by the
MS SQL server itself. These services should however be properly enabled for optimum
security. Similar to the Firewall, this device can also be used as a stepping stone by
executing arbitrary code on it. Again, such vulnerabilities were not revealed during

the security tool scan.

6.4.6 Switches

The network switches have a high number of security features implemented within
them. These security features are implemented via secure protocols running on oper-
ating system within the switch. The security features can be categorized for switch
management and network security.

The protocols Telnet, RSH, SSH, HTTP and HTTPS are used for switch man-
agement. Out of these, SSH and HTTPS are highly secure provided that a trusted
third party handles the keys. In order to guarantee proper security, the remaining
insecure protocols (Telnet, HT'TP and RSH) have to be disabled.

This device allows MAC address based filtering, including associating single or
multiple addresses to a single port. Such a security feature is vital in countering a
number of possible threats such as general unauthorized access and ARP based packet

sniffing.
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| Threat | Category | Sq ] ci | t; |
Relay Password Crack UA 0.1{11]0
Direct Packet Sniffing DI 02{11]0
ARP Packet Sniffing DI 02110
ICMP DoS (LAN) KO 021110
FTP DoS (LAN) KO 02110
Telnet DoS (LAN) KO 021110
Protocol Password Crack (LAN) UA 02110
ICMP DoS (WAN) KO 11071
FTP DoS (WAN) KO 1 (0|1
Telnet DoS (WAN) KO 101
Protocol Password Crack (WAN) UA 1 101

Table 6.11: Metric Calculation for GROUP1 Devices

| Threat | Category | s; | c; [t ]
Relay Password Crack UA 011110
Direct Packet Sniffing DI 021110
ARP Packet Sniffing DI 021110
ICMP DoS KO 021110
Protocol Password Crack (LAN) UA 021110
Unauthorized Access (LAN) UA 021110
ICMP DoS (WAN) KO 1|01
Protocol Password Crack (WAN) UA 1101
Unauthorized Access (WAN) UA 1 |1]0

Table 6.12: Metric Calculation for GROUP2 Devices

| Threat ] Category ] 8; | ¢ I t; ]
Relay Password Crack UA 01{11]0
Direct Packet Sniffing DI 021110
ARP Packet Sniffing DI 021110
ICMP DoS (LAN) KO 021110
Protocol Password Crack (LAN) UA 02(1]0
ICMP DoS (WAN) KO 1 70]1
Protocol Password Crack (WAN) UA 1 10}1

Table 6.13: Metric Calculation for the GROUP3 Device
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| Device ] Qty ! E; (LAN) ] E; (WAN) ]
IED1 2
IED2
IED3
1ED4
IEDS
IED6
1IED7
Firewall
Database
Switch
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Table 6.14: Network Metric Calculation

6.4.7 IED Metric Calculation

In order to calculate the IED metric for the entire network, the score for each threat is
evaluated. Tables 6.11, 6.12 and 6.13 give the susceptibility (s;), countermeasure fac-
tor (¢;) and threat score (t;) for each threat. Since most threats have the appropriate
countermeasures, their respective threat scores are zero.

The only threats which have nonzero scores are the DoS attacks which can be
launched from a remote location across a WAN. This is because, despite having a
firewall which can block unwanted hosts, there is the possibility of an attacker using
a legitimate host allowed by the firewall to launch the attack. Only an IDS would be
able to detect such an attack.

Based on this, the metric for the entire network can be obtained (Table 6.14).
It is calculated assuming that the network is only limited to a single LAN or inter-
connected to a WAN.

6.5 Conclusions

Table 6.15 compares the score of the network in terms of the three metric schemes
used. All three metric schemes are consistent in terms of indicating the weak security

of the network when it is connected to a WAN.

_
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| Metric | Network Score | Secure Score |
MTTC 1.8806 (days) | 5.8 (days)
VEA-bility 3.333 10
IED Metric (LAN) 10 10
IED Metric (WAN) 0 10

Table 6.15: Network Metric Scores

Should the network be limited to a single LAN, then the existing security mea-
sures would be sufficient to protect it from all foreseeable threats that can be launched
from within the LAN. However, if the network is connected to a WAN it is highly
insecure. This is because an attacker can trivially launch ICMP or protocol DoS
attacks at almost all IED’s and protocol passwords of most IED’s can be easily be
subjected to password crack attack. These attacks can only be effectively countered
via an IDS which is not present on the network.

Another notable fact is that the VEA-bility metric indicates that the network
is insecure based on the CVE’s of the database server and network switches. Despite
using highly insecure protocols, there are no host CVE’s for the IED’s themselves.
However, the IED metric, indicates the poor security of the network based on vulner-
abilities of the IED’s themselves.

6.6 Recommendations

The following general recommendations are made for future IED development:

1. Phasing out insecure protocols such as FTP, Telnet, RSH and HTTP and re-
placing them with secure SSH and HTTPS. These secure protocols have been
implemented at the embedded level such as dropbear (SSH).

2. The use of IEEE 802.1ae MACsec to guarantee security at the MAC level as
a countermeasure against eavesdropping for both wired and future wireless ex-
tensions of IEC61850.

3. The development of suitable rule based and anomaly detecting intrusion de-
tection for IEC61850 networks especially since wider interconnection over both

wired and wireless insecure networks is likely to come.
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Chapter 7 Simulated Attacks

7.1 Introduction

This chapter details the experiments done to investigate the vulnerabilities of the
IEC61850 IED’s via simulated attacks. The experiments were conducted at the Power
System Protection Laboratory of the University of Western Ontario. It was also used

to test the feasibility of some proposed countermeasures.

7.2 Methodology

Figure 7.1 shows the experimental setup for launching simulated attacks. The IED
under test is connected to a switch along with a Windows host and Linux host. The
Windows host is mainly used for changing the settings of the IED via the network or
RS232 since most IED software is developed for the Windows platform. The Linux
host is used for packet sniffing and intrusion detection. The connection to the IED is
mirrored to the Linux host to allow packets to be monitored. Together, these units
form the IED network. Henceforth it shall be referred to as the Network Monitor.

The IED is then accessed using two remote hosts connected to the main UWO
network. Both Linux and Windows are used so that the Windows host is used for
accessing the IED using its software to explore its vulnerabilities. The Linux host is
mainly used for launching attacks. Both of these machines will be referred to as the
Remote Windows and Remote Linux host respectively.

The experiments done consist of the following stages:
1. Simulated DoS attacks on the IED. The DoS attacks launched are,

(a) ICMP DoS attack (Ping attack)
(b) Service DoS attack (attack on the Telnet, FTP or HTTP server)

2. Password crack attack




Chapter 7: Simulated Attacks 63
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Figure 7.1: Experimental Setup for Simulated Attacks on IED’s

7.3 Simulated Attack on an IED

7.3.1 DoS Attacks

The DoS attack is launched from the Remote Linux host. The basic method of testing
is to run a DoS process and try to connect to the IED using its software from the
Remote Windows host. The number of parallel connections is increased until the IED
is overwhelmed. The Network Monitor is used to capture all traffic so that it can be

analyzed and applied for intrusion detection.

7.3.1.1 Ping Attack

The ping attack is launched using the Linux ping command. While the remote host
runs the Linux command, the Remote Windows host is used to connect to the device
using the software. The interpacket delay (interval) and packet size are varied until
the software can no longer connect to the relay. Table 7.1 shows the results of the

experiment. The results indicate that a data rate of around 10Mbps is sufficient to

achieve the goal of DoS with 5Mbps severely degrading performance.
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| Size (kB) | Interval (s) | Data Rate (Mbps) | Packet Loss | Comments ]

64 0.1 5.00 5% Slow connection
64 0.01 50.00 99% No connection
32 0.01 25.00 98% No connection
24 0.01 18.75 97% No connection
20 0.01 15.62 95% No connection
18 0.01 14.06 94% No connection
12 0.01 9.37 0% Slow connection

Table 7.1: Ping Command Settings

7.3.1.2 Telnet Attack

The Telnet attack was trivially launched by using multiple shells to start parallel
Telnet sessions. The IED was found out to be capable of handling only 3 parallel

Telnet sessions.

7.3.1.3 FTP Attack

The same method for a Telnet DoS was used for FTP as well. The FTP server of
the IED was found to be capable of handling only three parallel sessions. Hence, an

attacker can trivially launch a DoS attack even when unauthenticated.

7.3.2 Password Crack Attack

The crack attempt is done using the open source tool Hydra v5.4. Hydra is an network
security tool designed to check for weak passwords by attempting to login to a given
protocol using a dictionary of passwords [49]. Unfortunately it can also be misused
by an attacker to crack a password. Hydra is used with a standard dictionary of both
uppercase and lowercase words.

7.3.2.1 FTP Crack

FTP transmits the entire password in a single packet. Hence, a high rate of login
attempts can be maintained. Using a standard dictionary of both capital and simple
letters, a weak password can be cracked within 10 minutes. Figure 7.2 is a typical
report for such an attack. Details capable of identifying the IED have been withheld

for security reasons.
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[DATA] 1 tasks, 1 servers,
126525 login tries (1:3/p:42175),
7126525 tries per task
[DATA] attacking service ftp on port 21
[STATUS] 9360.00 tries/min,
9360 tries in 00:01h,
117165 todo in 00:13h
[STATUS] 9400.33 tries/min,
28201 tries in 00:03h,
98324 todo in 00:11h
[21] [ftp] host: 172.18.227.36
login: XXX password: VVVVV
[STATUS] 9382.00 tries/min,
65674 tries in 00:07h,
60851 todo in 00:07h
[21)[{ftp] host: 172.18.227.36
login: YYY password: WWWW

Figure 7.2: Output of a Hydra v5.4 FTP Password Crack

Hydra requires the username of the device to be known. Since the limited
resources of IED’s usually only permit hardcoded usernames, an attacker with access

to a manual can easily find the usernames and subsequently crack the passwords.

7.3.2.2 Telnet Crack Result

Hydra was incapable of cracking the Telnet protocol because unlike in FTP, the user
is prompted for the password during the session. Analysis of the data of the traffic
during the attempt reveals that Hydra cannot handle the messages during a password
prompt. However, if the attacker succeeds in cracking the password for the usernames

for FTP, it can be used straight away to gain access to the relay via Telnet.

7.4 Conclusions

The simulated attacks reveal that it is possible for a relatively less skilled attacker to
compromise the information security of the test IED. In most cases, the attacks can be
launched trivially using existing Linux commands with the appropriate modifications.

The amount of code that needs to be written by the attacker is also relatively small

. -
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and simple, within the capability of a majority of potential attackers with modest
programming skills. It is also possible to misuse open source security tools for this
purpose such as OS fingerprinting and weak password detection.

The main reason for the high risk of compromise is the use of insecure protocols.
In a way manufacturers are compelled to use such protocols to avoid heavy overheads
[28]. Hence, it is necessary to implement better security mechanisms in future IED’s
to ensure that the IED will not be easily compromised. The possibility of using an

IDS as an effective countermeasure for these attacks are discussed in Chapter 9.
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Chapter 8 Temporal Risk Analysis

8.1 Introduction

This chapter looks into the temporal risk of IEC61850 automated substations. The
risk and vulnerability of an IEC61850 network can also be analyzed on a temporal
basis. This can be analyzed using statistical data obtained from known attacks and
activity of IEC61850 networks. From this, the temporal risk of the network can be

obtained.

8.2 Threat of Attack

8.2.1 Relationship with Human Alertness

Intuitively an attacker is most likely to attack a secure target during the ebb of
human alertness. This is because during the ebb of human alertness, the defenders
will be least alert to the impending attack. Anecdotal evidence such as pre-dawn
military attacks can be found from history. However, there are no detailed analysis
or statistics to back up such claims.

According to Van Dongen and Dinges [50], the human alertness is primarily
governed by the circadian sleep rhythm. This in turn covaries with the circadian
rhythm of core body temperature. Conroy et al. [51] developed a simplified model of
the circadian rhythm of core body temperature using a cosine function (Figure 8.1).

8.2.2 Experimental Attack Statistics

Statistics of cyber attacks on actual systems are obtained from data collected by the
Honeynet Project [22]. In a Honeynet, a network is deployed with monitoring and

intrusion detection software with the intent of capturing attacker behavior. Nothing

is done to explicitly attract attackers to the honeynet. Once an attacker intrudes
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Tim* ofDay

Figure 8.1: Mean Core Body Temperature Cosine Curve
Taken from Conroy et al. [5l]

the network, all actions of the attacker are monitored and recorded. This allows the
actions of real attackers to be studied.

The data was obtained from the reports generated by the open source intrusion
detection program Snort [52]. When ever something suspicious takes place, the date
and time of the activity is recorded. The duration of the collected data is from April
2000 to February 2001. Figure 8.2 shows the number of intrusion reports plot against
the time during which the report was generated for the given period.

Figure 8.2: Number of Intrusion Reports vs. Time of Day
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8.2.3 Analysis

The data (Figure 8.2) clearly indicates that a majority of intrusions (nearly 25%)
take place at night more specifically at around 22:00 hours. A second peak occurs at
00:00 hours. Both of these correspond to a times of low alertness (Figure 8.1) but not
the time of least alertness at around 06:00. Apart from these two peaks, the number
of attacks reported remains uniform throughout the day. From this data it is possible
to define a threat index (T) for the system. Using a conceptual approach similar to
that of Hu et al. [53], the threat index is taken as the normalized curve of Figure 8.2

T(1) (9 @1

[n(t)Imax

8.3 Power System Vulnerability

Power demand varies throughout the day due to changes in human activity. During a
typical day, the power demand is high during midday with a noticeable peak during
the night. After this it declines until it ebbs at around 04:00. Figure 8.3 shows the
daily and average power demand curve for New South Wales, Australia during the
month of March, 2008 [54]

Daily Power Demand Curves for March 2008 (NSW, Australia)

------ SSRGS PRI SN B

/

Power Demand (Mvty

Time (hours)

Figure 8.3: Daily and Average Power Demand Curve for New South Wales,
~Australia, March 2008 _
Taken from National Electricity Market, Australia Website [54]
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A disruption in power would result in a loss to all consumers. Hence, the
vulnerability of the power system can be considered proportional to the amount of
power delivered. In order to inflict maximum damage to consumers, an attacker is
most likely to target the system at a time of high power demand. Hence, the loss
index (V) of the system can be taken as the normalized average power demand curve,

Pavg(t
o [Pavg{lg))](n)1 ax (62

8.4 Power System Temporal Risk Index

In order to obtain the temporal risk an approach similar to that proposed by Hu et
al. [53 is used. The formula for the temporal risk index RI can be expressed as:

RIC) = T(OV(D) 83)

Figure 8.4 shows the resulting risk index which is very much similar to that of the
attack statistics (Figure s .2). The implications of the temporal risk index include:

* The times during which more intensive security measures have to be activated.

* The times during which human monitors and cyber attack response teams
should be most alert.

Figure 84: Temporal Risk Index for a Power System
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Chapter 9 Intrusion Detection

9.1 Introduction

Intrusion Detection (ID) is the process of detecting a malicious intruder while at-
tempting to or after entering a secure system. The basic framework for intrusion
detection was given by Denning [55]. This chapter focusses on the issues related to
intrusion detection encountered during the course of the research.

9.1.1 Motivation

During the study it was found out that numerous vulnerabilities of IED’s can he
effectively countered by intrusion detection. This was the main motivation to look
into intrusion detection. In addition, it was decided to look into the need for intrusion
detection in an IEC61850 network since it is not a mandatory security requirement
like anti-malware or firewalls according to the NERC CIP requirements.

9.1.2 Basic Framework

The model proposed by Denning [50] focuses on intrusion detection by analysis of
audit records of user activity and anomaly detection. Since this, numerous detection
methods have been developed upon this framework from robailistic methods [56],
learning agents [57] to the use of artificial immune systems ﬁ%8] [59]. A comprehensive
analysis on different methods and technologies related to intrusion detection is given

by McHugh [60)]

9.1.3 Intrusion Detection Countermeasure

Experimentally, an Intrusion Detection System (IDS) was found to be the best coun-
termeasure for the following attacks on an IEC61850 network:

1 ARP cache poisoning
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2. CAM table flooding of switches using manipulated ARP packets
3. Switch port stealing using manipulated ARP packets

4. DoS attacks

b. Password crack attacks

The open source intrusion detection system Snort [52] was used for implementing the
IEC61850 IDS,

9.2 ARP Traffic Monitor

The first experiment done related to intrusion detection was to determine a suit-
able countermeasure for ARP, cache poisoning, CAM table flooding and switch port
stealing. For this purpose, it is necessary to monitor ARP traffic.

9.2.1 Data Collection

|t was necessary to determine suitable bounds for normal ARP traffic in an aver-
age network. For this purpose, the ARP traffic of two subnets (129.100.227.xxx and
129.100.228.xxx) of the UWO network were captured for a period of 24 hours. Sub-
sequently, the ARP traffic of one of the above networks with a host running an ARP
sniffer was captured. The captured data is then analyzed and the results compared.

9.2.2 Normal ARP Traffic

Capturing of normal ARP traffic in a network is required to calibrate the IDS to
detect abnormal amounts of ARP traffic generated during a CAM table flooding
attack. Figure 9.1 shows the ARP traffic for each network for a 24 hour period. The
histogram of the traffic (Figure 9.2) shows that usually less than 10 ARP packets
are generated every second. This tallies with the data from an IEC61850 network
(Figure 9.3) captured for a lesser duration (2000s) due to operational constraints. The
statistics (Table 9.1) show that one average less than one ARP packet is generated
per second for a computer network and around 1 for an IEC61850 network. Hence,
if more than 100 ARP packets are generated on a regular basis, the situation can be
deemed suspicious.
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ARP Traffic of Network 129.100.227. xxx

50

150

&

w

C(%; 100

o

O 50

Z L

S-a 1 [
gl
10 15 20 Time ()
ARP Traffic of Network 129.100.228. xxx
Figure 9.1 Normal ARP Traffic
ARP Traffic Histogram (5-50 Packets/s)
5.0 e |
12»9.100.227. XXX

400 9 100 228.xxx -
£ 200 \

100 ,

0 ) m— L
10 15 20 25 30 35 40 45
Packets/s

Figure 9.2: Normal ARP Traffic Histogram

Traffic Tackets/s
Network Mean Maximun)1

129.100.227 xx 0.1793 174
129.100.228.xx 0.6289 127
IEC61850 (20008 ONly)  1.0191 6

Table 9.1: Normal ARP Traffic

13
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Time (3)

Figure 9.3: Normal ARP Traffic of an IEC61850 Network

9.2.3 ARP Sniffer Traffic

In the case of the ARP sniffer, the open source ARP sniffer Seringe was used [61]
This program does so by intercepting ARP requests and sending a forged reply with
the MAC address of the host running the sniffer program. It was run on one of the
hosts of the network with a packet sniffer running on another host. Seringe was run
for nearly 1 hour on two hosts and compared with the histogram of the average ARP
traffic generated during one hour by all hosts of the network under normal conditions.
The results (Figure 9.4) indicate that the traffic generated by the host running the
sniffer shows up abnormally with in excess of 1000 packets being generated compared
to a normal value of less than 100,

Another indicator of the presence of a ARP sniffer can be found in the payload
of the packet. A sniffer will produce ARP packets where the IP address of the Sencer
IP and Sender MAC address fields differ. This can be detected by analyzing the
payload.

9.3 DoS Attacks

9.3.1 Data Collection

The data obtained during the simulated attacks on IED’s (Section 7.3.1) is used for
analysis. Based upon this, the necessary metrics are obtained for writing the IDS
[Ules.

mmm sBBBasasansne&i
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Host ARP Transmissions - Normal Conditions
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Figure 94: ARP Sniffer Traffic

9.3.2 Ping Attack

Overwhelming a host by a ping attack is a highly realistic possibility mainly because
the ping command is commonly used as a network administration tool. Hence, it is
necessary to differentiate between a genuine command and a malicious attack. For
this, prominent features in the traffic have to be obtained for the IED.

Since the processing capabilities for the IED differ from a conventional host
like a workstation or server, conventional IDS rules cannot be used. For analytic
purposes, the incoming traffic from the remote host (i.e. the ping request sender)
during a genuine command (Figure 9.5) and a dos attack (Figure 9.6) are used.

Table 9.2 shows the results of the analysis. The ping command with 12k of data
Is selected because it marks the threshold where performance of the device becomes
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Ping Command (Windows) Incoming Traffic

Figure 95: Ping Command Traffic

severely degraded (Table 7.1). The results show that all three features (packet size,
arrival rate and interpacket delay) can be used as features to distinguish a genuine
command from an attack.

Seenario _ ICMP Packet Average Values _

Size (Bytes) Arrival Rate (Packets/s) Separation (5)
Command (Windows) 14,0 0.8000 1.2433
Command (Linux) 93,0 1,0000 1,0000
DoS (12k 1366.8 834.2 0.00120
DoS (18k 1418.0 1140.2 0.00086
DoS (64k 1489.5 37613 0.00025

Table 9.2: Ping Attack Results

In addition, when the size of the data of the ping exceeds the packet size, it
is transmitted as a fragmented IP packet. This can also be detected via payload
analysis.
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Ping DoS Incoming Traffic Histogram (12k)
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Figure 9.6: Ping DoS Traffic

9.3.3 Telnet and FTP Attack

Since only three parallel Telnet or FTP sessions are required to launch a trivial DoS

attack, the 1DS should be designed to recognize and react to the same host opening
more than one connection in parallel. It is a reasonable assumption because in almost
all cases, an authorized user using either the HMI software or command line interface

of an IED would only require a single connection at a time.
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9.4 Password Crack Attacks

9.4.1 FTP Password Crack

The FTP password crack attack using a dictionary produces an obvious, large amount
of traffic. However, such a large amount of traffic can also be generated by a genuine
user downloading a large file. Hence, the IDS will have to go deeper and perform

pavload analysis to find the repeating pattern of a login attempt.

9.4.2 Telnet Password Crack

Since Telnet prompts the user for the password, an attacker will have to develop
code to handle the messages going back and forth during the login process. However,
through payload analysis the IDS can detect the repeated request for a password
along with the echoing of the asterisk.

9.5 System Development

The next stage is to develop the system. The open source network based intrusion
detection system Snort was used for implementing the IEC61850 IDS.

9.5.1 Rule Development

From the data obtained through simulated attacks and experiments on ARP based

packet sniffing, the following rules are derived.

1. More than n Telnet or FTP sessions started within a short period of time could
indicate a DoS attack on the protocol

2. ARP packets with different IP’s for the Sender IP and MAC address entries

would indicate a packet sniffer attack
3. ARP traffic in excess of 100 packets per second is suspicious

4. ARP traffic in excess of 1000 packets per second is an indicator of an ARP

sniffer

5. ICMP packets larger than 100 bytes indicate a Ping DoS
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6. ICMP traflic in excess of 100 packets per second is an indicator of a Ping DoS

7. High frequency of the username being passed or "*’ character being echoed via
Telnet is a sign of a password crack attack

8. High number of attempts (> 5) of logins via FTP is an indicator of a FTP
password crack attack

9. Fragmented ICMP packets will indicate a Ping DoS

10. HTTP packets with POST - HTTP password crack

The derived rules are then converted into rules of Snort syntax. ARP packet sniffing
is handled by the ARP preprocessor of Snort.

The approach of enumerating badness allows the IDS to counter the known
attacks cffectively. However, in the event where an attacker develops a new type of
attack, the IDS would be ineffective until the signature of the new attack is known.
On the other hand a different approach known as enumerated goodness can also be
employed. In this technique, genuine user activity is used to formulate the IDS
rules and only activity that is deemed genuine is allowed. The shortcoming of this
method is that exceptions in genuine user activity can always occur. It is impossible
to anticipate all possible exceptions. Furthermore, the IDS would become highly

inefficient with rules meant for exceptions that would very rarely occur.

9.5.2 IEC61850 IDS Connection

In the current situation of IEC61850 networks, there are two possible methods of
including an IDS. The simplest and most effective method would be to include the IDS
within the gateway (Figure 9.7). If this configuration is not feasible, it is possible to
connect an IDS to a port mirroring the IEC61850 network connection to the gateway
(Figure 9.8). This would effectively allow monitoring of all incoming traffic. This IDS
is then tested on a network of IEC61850 IED’s. The port mirrored IDS configuration
is used as shown in Figure 9.9. Two remote hosts are used to test the system by
launching simulated attacks and to generate genuine user traffic. Since the IDS is
rule based and does not use any statistical or pattern recognition algorithm, a single
test is sufficient to check if the attack can be detected. However, if the attacker
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changes the attack pattern sufficiently, the rule based detection scheme may fail. It
also has the limitation of only being able to detect known attacks.
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Figure 9.9: Experimental IDS Setup
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9.5.3 Test Results

The IDS is tested for genuine scenarios (FTP session, Telnet session, HT'TP browsing,
ICMP pings and genuine ARP traffic) and malicious attacks (password crack attacks,
DoS attacks and ARP packet sniffer attack). In the event of a malicious attack,
Snort would issue an alert. The results (Table 9.3) show that the system is capable

of detecting the malicious attacks and not respond to genuine user activity.

Detection
Scenario Linux Host } Windows Host
FTP session No No
Telnet session No No
HTTP browse No No
ICMP ping No No
Normal ARP traffic No No
FTP DoS Yes Yes
Telnet DoS Yes Yes
ICMP flood Yes Not Applicable
FTP password crack Yes Not Applicable
Telnet password crack Yes Not Applicable
HTTP password crack Yes Not Applicable
ARP packet sniffer Yes Not Applicable

Table 9.3: IDS Scenario Detection
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Chapter 10 Conclusions

10.1 TEC61850 Security

IEC61850 is a protocol developed with an emphasis on security. Its inherent security
mechanisms are effective in guarding it against attacks on integrity, authenticity and
confidentiality. In order to protect it from attacks on availability, additional security
mechanisms such as firewalls and anti-malware are used. Currently, intrusion detec-
tion is not a mandatory component of an IEC61850 network. However, as the results
show, it is an effective countermeasure since it can be actively adapted to counter

newly innovated attacks by a determined attacker.

10.2 Security Auditing of IEC61850

This thesis also proposes a new scheme to audit the security of IEC61850 networks
based on a novel metric to evaluate the security of IED’s. This metric assesses the
security based upon the possible threats to each individual TED.

When tested during a sample audit, it revealed that the network was secure as
long as it is limited to a single LAN. In such a case the existing security measures
would be sufficient to protect it from all foreseeable threats that can be launched from
within the LAN. However, should it be interconnected via a WAN, it would become
highly insccure. This fact is confirmed by simulated attacks where often trivial DoS
attacks and password cracks can be launched on the IED’s of the network.

This metric was also compared with two other metric schemes, namely the
MTTC and the VEA-bility metric. Both metrics confirm the insecurity of the IEC61850
when connected to a WAN. However, it should be noted that the VEA-bility metric
indicates that the network is insecure based on the CVE’s of the database server and

network switches. Despite using highly insecure protocols, there are no host CVE’s for
the IED’s themselves. Analysis done on the MTTC reveal that it can be unrealistic.

The IED metric on the other hand, indicates the poor security of the network when
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interconnected based on vulnerabilities of the IED’s themselves. Hence, it serves its

purpose of providing a reliable audit of the security of the network.

10.3 Security Recommendations

10.3.1 Imsecure Protocols

In general most IED’s still use highly insecure protocols such as FTP, Telnet, Mod-
bus and HTTP. Most of these insecure protocols have secure upgrades such as SSH
(Telnet), SEFTP (FTP) and HTTPS (HTTP). Countering threats to such insecure
protocols would require specialized countermeasures. Such specialized countermea-
sures may turn out to be costly in the long run. Therefore, it would be necessary for
IED manufacturers to collectively phase out such insecure protocols and keep in pace

with the state of the art of network security.

10.3.2 IEEE 802.1ae MACsec

IEEE 802.1ae or MACsec is a scheme to provide encryption at the Medium Access
Control (MAC) level. Currently traffic of IEEE 802.3 (Ethernet) or IEEE 802.11
(WiFi) has to be encrypted at a higher level to make it immune to eavesdropping.
However, IEEE 802.1ae provides seamless encryption across different MAC protocols.
Hence, inclusion of it to IED’s would provide additional security for both wired and

future wireless interfaces.

10.4 Future Work

Current IED’s rely on simple but insecure protocols due to constraints in processing
power and bandwidth. Therefore, future work should focus on a framework for IED
design with a better emphasis on security. These next generation IED’s could contain
better access control techniques such as the use of private keys for authentication, to
reduce the risk of password crack attacks, intelligent host based intrusion detection
and intelligent anomaly detection.
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