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Another existing method is facial blurring, where voxels that
are identified as containing facial features are blurred, rather
than removed. This method preserves the most information
and by using morphological features rather than registering a
mask to remove the subject’s face, this method also reduces
the risk of removing or altering brain tissue (18, 19). While
this might sufficiently distort features so that visual recognition
is not possible from straight 3D renders of the blurred scans
(18), with the right models it is possible to reverse this blurring
and recreate the original scan (20), rendering such methods
useless in preserving patient privacy. As such, all de-identification
algorithms that relied on this method, were excluded from
this study.

The final method, defacing, is similar to facial blurring,
except that voxels containing facial features are removed,
rather than blurred, eliminating the possibility of reversing
the deidentification (20). There have been numerous, publicly
available software algorithms that have been developed using
this method (13, 21-23) (descriptions in Table 2), and while
there have been a few reports on the success of individual
defacers (13, 24), there has not been a systematic review of the
available choices and how they perform across scans in different
populations. In this study, we sought to fill that gap, by examining
the performance of different defacing algorithms across a wide
range of structural scans. These results will be useful to inform
consortia, such as Ontario Brain Institute (OBI)’s Brain Centre
for Ontario Data Exploration [i.e., Brain-CODE (25-27)], on
the best approaches for maintaining participant privacy within
publicly shared datasets.

MATERIALS AND METHODS

Measuring Defacer Success

One hundred T1-weighted structural MRI scans were randomly
selected from each of three of OBI’s multisite datasets (25), for a
total of three hundred scans, chosen to span different age groups
and patient cohorts—the Ontario Neurodegenerative Disease
Research Initiative (ONDRI) (25, 28), the Canadian Biomarker
Integration Network in Depression (CAN-BIND) (29, 30) and
the Province of Ontario Neurodevelopmental Disorders Network
(POND) (31, 32) [scan parameters previously described in (28,
32, 33), demographic details in Table 3]. Incomplete scans, as
well as those with severe motion or imaging artifacts, were
excluded prior to selection, as those scans would inevitably
be excluded from future analyses and could potentially skew
success rates for datasets (e.g., incomplete scans marked as
having brain removed, which the algorithm would normally
have left intact, or scans marked as defaced because motion or
imaging artifacts obscured remaining facial features). Each scan
was then run through six different publicly available defacing
programs [@afni_refacer_run v2.2 (6), deepdefacer v2.1.2 (22),
pydeface v2.0.0 (23), mri_deface v1.22 (13), mridefacer v0.2
(https://github.com/mih/mridefacer), quickshear v1.1.0 (21),
descriptions in Table 2] and one skull stripper, FreeSurfer v6.0
(9), for comparison. Defaced scans were then manually reviewed
in Mango (34) by three independent raters, to ensure that
the algorithm had not removed any brain tissue. Viewer3D

TABLE 2 | Summary of the method used for each algorithm to deface scans, with
an example sagittal slice after defacing has been applied.

Defacer Method for defacing Example slice

Pre-defined mask
aligned using AFNI
3dAllineate and MNI
template (6)

afni_refacer

Pre-defined model of
facial probabilities used
to calculate
probabilities of facial
features within a region.
This is used to create a
binary mask to remove
facial features (22)

deepdefacer

mri_deface Assigns probability of
voxel being “face” or
“brain” and removes
voxels that have
non-zero probability of
being “face” but zero
probability of being
“brain” (13)

mridefacer Skull strips input scan,
and aligns result with
pre-defined mask using
FSL FLIRT and a
template T1 brain, then
applies mask to original
scan to remove “face”
and “ear” voxels
(https://github.com/
mih/mridefacer)

pydeface Aligns pre-defined
mask, using FSL FLIRT
and a template T1
structural scan, to the
input scan and
removes “face” voxels

(23)

(Continued)
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TABLE 2 | Continued

Defacer Method for defacing Example slice

quickshear Uses previously
created brain mask to
draw a plane between
“face” and “brain” and
removes all voxels on
the “face” side. A
“buffer” parameter is
used to set the number
of voxels between the
plane and the edge of
the brain mask,
(default:10) (21). All
scans in this study
were defaced using this
default.

TABLE 3 | Participant demographics of scans used in testing defacer accuracy.

Dataset Age range, mean Diagnosis groups # of
scanners
POND 3-20, 12.1 £3.7 71 Autism Spectrum Disorder, 2 Siemens
years 11 Attention Deficit
Hyperactivity Disorder, 5
Obsessive Compulsive Disorder,
13 Healthy Control
CANBIND 18-60, 34.9 + 44 Major Depressive Disorder, 4 GE, 1
12.8 years 56 Healthy Control Siemens, 1
Philips
ONDRI 44-85,69.6 + 8.4 33 Alzheimer’s Dementia or Mild 3 GE, 6
years Cognitive Impairment, 11 Siemens, 1
Amyotrophic Lateral Sclerosis, Philips

13 Frontotemporal Dementia,
17 Parkinson’s Disease, 26
Stroke

One of the Siemens scanners was used in data collection for all three datasets, while two of
the GE scanners were the same for CANBIND and ONDRI. All scanners were 3T models.

in MATLAB R2016b (35) was used to generate 3D rendered
images (5 per scan—straight on, and at 30° and 45°, left and
right) to determine whether or not a recognizable face remained.
Defacing was considered to be successful if (1) the 3D render
did not contain more than one partial facial feature (eyes, nose,
or mouth) and (2) no brain tissue had been removed during
defacing. Success rates were then compared between defacing
software and each of the datasets. Inter-rater reliability was
measured using percent agreement and free-marginal kappa
(36, 37).

The initial defacing threshold was set at no facial features
remaining within the 3D render, but was later relaxed to
no more than a single partial feature, due to lack of
recognizability within render and poor rater agreement over what
qualified as “fully defaced” vs. “single facial feature remaining.”
Original results can be found in Supplementary Figure 1 and
Supplementary Table 1.

Because we did not have any photographs of these participants
to test automated facial recognition with (1, 2), we instead used

facial detection within the generated 3D renders, as an estimate
of whether or not a scan still contained features a computer
could use to identify the participant after defacing. The deep
neural networks (DNN) module for the OpenCV v4.1.2
package, with the default pre-trained face detection model,
res10_300x300_ssd_iter_140000.caffemodel (38), in Python
v3.6.4 (39) was used to generate a confidence level that there was
a face within the 3D render. These were then compared between
the defacers, as well as with the levels generated for the renders
of the original, pre-defaced scans.

Testing Facial Recognition

To examine true facial recognition, nine human raters were
asked to complete an online (Google Forms) 3D render MRI
recognition task. Since we were unable to collect photographs
for the participants in the previous 300 scans, another, more
recently-collected dataset was leveraged. Structural MRI scans
using the ONDRI 3DT1 protocol (40) [scan parameters same
as (28)] were obtained from six participants (ages: 46-64, mean
56.5 years old) who participated in the OBI’s Traveling Human
Subject Study (THSS) and who gave consent to have their
photographs and MRI renders to be used for this purpose. Three
of these participants were personally familiar to the nine raters
(mean familiarity 3.9 & 5.7 years), while the remaining three
participants were not familiar to the raters. Each participant
had undergone scans from the same 12 OBI-affiliated 3T MRI
scanners, for a total of 68 3DT1 scans (note, two subjects only
completed scans at 11 sites and two additional scans were omitted
from the final quiz).

These 68 scans underwent defacing using each of the six
defacing algorithms outlined in section Measuring Defacer
Success. Following the defacing procedure, each image
underwent an additional de-earring step using ear masks
generated with fsl_deface (16). For each of the defacing sets,
three of the twelve scans from each participant were randomly
chosen for the recognition task, for a total test set of 108 defaced
images. Two participants were used as “unknowns,” while
photographs of the remaining four participants (including the
three participants already personally familiar to the raters) were
provided to human raters who then attempted to identify the 108
randomly presented defaced images. To help with recognition,
each image contained three perspectives of the same 3D render
(45° left, straight on, and 45° right of where the face would be;
see Figure 1). For each image, raters were instructed to select one
of six responses indicating whether they recognized the image as
belonging to the person pictured in photograph 1, photograph 2,
photograph 3, photograph 4, none of the four photographs, or
whether there was not enough information available to make a
confident recognition judgment (i.e., “Can’t identify”).

Once raters had completed the defaced scan recognition
questions, they were then allowed a break before they began
the recognition task of the original pre-defaced scans. Defaced
image identification always occurred prior to original image
identification so as to avoid the possibility of any learned
associations being gleaned from non-defaced images (e.g.,
skull features or markings unique to an individual). Following
the recognition ratings, raters provided answers to debriefing
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participant to include their non-defaced MRI render in the publication.

Original

FIGURE 1 | True facial recognition task images. Top row: Sample original (pre-defaced) 3D rendered T1 image. Three perspectives of the head were generated,
including 45° left, straight on, and 45° right. Bottom: The same image after undergoing defacing (in this case, pydeface) and de-earring. Consent was given by the

questions asking how difficult they found the task, what cues and
strategies they had employed during recognition, as well as how
personally familiar each of the four persons in the photographs
were to them.

Automated facial recognition was attempted using Microsoft
Azure  (https://azure.microsoft.com/en-us/services/cognitive-
services/face/), similar to the procedure of a previous study (1),
however, either due to scan quality or distortion of participants’
heads within the coil, this software was unable to locate faces
within our renders, even for those which had not yet been
defaced, making it impossible to compare them to actual
photographs. In future, other methods of automated facial
recognition may be explored, but for this study, only the manual
ratings were used.

Testing Effects on Preprocessing Pipelines
One concern with defacing images, beyond direct errors made
by the algorithms itself, is that the use of defaced MRI in
preprocessing pipelines and analyses may alter the results (19).

Depending on how the data are processed, the missing facial
features could introduce variations to the output that might
skew subsequent analyses, especially when trying to compare or
pool two datasets where one had been previously defaced and
one had not. To address this, several preprocessing pipelines
were explored using a subset of the THSS sessions. Defaced
T1s were processed through each pipeline following the same
steps and parameters as for the original scans, and the results
compared to see if there were any significant variations. To
provide a baseline for this comparison, the raw DICOM files of
the pre-defaced image and the NIfT1 file created using a different
converter—dcm2niix (41) vs. Python’s dicom2nifti (42)—were
also run through the same pipelines and similarly compared to
the original input.

FreeSurfer

Effects on T1 tissue segmentation and signal normalization
were examined using FreeSurfer’s recon-all (9). Total brain,
intracranial, cortical and subcortical gray matter, and white
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matter volumes were extracted for each case, as well as average
left and right hemisphere cortical thickness, and cortical gray-to-
white matter contrast-to-noise ratio (CNR), defined as:

2
(WMag — GMayg)
(WMVar + GMVar)

CNR =

where GM and WM are the cortical gray and white matter signal
intensities, as demarcated by FreeSurfer’s aseg file. Additionally,
the percent overlap between the brain masks for each of the
defaced and alternate file formats, and the original scan, were
calculated for segmented cortical and subcortical gray matter and

TABLE 4 | MRI scan parameters for fMRI scans.

FOV, slices  Resolution « (°)

(mm)

# of scans Scanner TR (ms) TE (ms)

19 TrioTrim 2,400 30 448x448,2560 3.5x3.5x3.56 70

TR, repetition time; TE, echo time; FOV, field of view; a, flip angle.

white matter tissue, as defined by the following equation.

(Tp N To)

% Overlap = ——————
o Overlap (T U To)

Where To is the segmented tissue for the original brain mask
and Tp is the segmented tissue for the brain mask of the scan
being compared.

fMRI Preprocessing

Functional MRI (fMRI) (scan parameters in Table4) and T1
scans for 19 sessions were processed through the Optimization
of Preprocessing Pipelines for NeuroImaging (OPPNI) (43, 44),
which uses the structural scans to register functional scans to a
common space. Resultant statistical parametric mapping (SPM)
files were then compared using FSL Randomize with family-wise
error correction (45) to see if using defaced T1s for registration
made any significant difference to results.

Image Registration
The final preprocessing aspect examined was the direct
registration of images to a common space. To do this, the brain
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FIGURE 2 | Percentage of scans passed by each rater, split by dataset and defacing algorithm. Markers indicate the average percentage for each algorithm. Pooled
ratings indicate the percentage of scans that passed based on rater consensus for each scan. *Disclaimer: afni_refacer_run ratings had to be redone due to a major
software update after initial data collection. Due to the unavailability of the original Rater 2, these ratings were completed by a different person.
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