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Abstract

Due to the open nature of radio propagation, information security in wireless communi-
cations has been facing more challenges compared to its counterpart in wired networks. Au-
thentication, defined as an important aspect of information security, is the process of verifying
the identity of transmitters to prevent against spoofing attacks. Traditionally, secure wireless
communications is achieved by relying solely upon higher layer cryptographic mechanisms.
However, cryptographic approaches based on complex mathematical calculations are ineffi-
cient and vulnerable to various types of attacks. Recently, researchers have shown that the
unique properties of wireless channels can be exploited for authentication enhancement by pro-
viding additional security protection against spoofing attacks. Motivated by the vulnerability of
existing higher-layer security techniques and the security advantages provided by exploring the
physical link properties, this study proposes five novel physical layer authentication techniques
to enhance the security performance of wireless systems.

In order to effectively and efficiently detect spoofing attacks in multipath fading environ-
ments, both spatial and temporal information of the signal propagation environment can be
exploited to provide a comprehensive analysis for improving authentication performance. A ro-
bust channel-based authentication scheme is proposed by using the unique properties of chan-
nel impulse response (CIR) and monitoring the difference between two adjacent CIRs under a
binary hypothesis testing. In fast fading environments, the reliability of CIR-based authenti-
cation is challenged by the fast channel variation. In order to solve the problem of unreliable
spoofing detection, we exploit a long-range channel predictor to predict future CIRs in order to
enhance the authentication performance. Multiple observations of CIR difference are used to
form the final decision in the authentication process. In practice, the performance of channel-
based physical layer authentication mechanisms is substantially degraded due to the large chan-
nel variation induced by the environmental changes and terminal mobility. In order to address
this issue, we integrate additional multipath delay characteristics into the channel-based au-
thentication framework, and propose an enhanced physical layer authentication scheme based
on a two dimensional quantization method.

Furthermore, since the feasibility of traditional channel-based physical layer security schemes

is hampered by the severe channel conditions, a novel physical layer authentication scheme is

il



proposed by exploiting the advantages of amplify-and-forward (AF) cooperative relaying. The
essence of the proposed scheme is to select the best relay among multiple AF relays, such that
the legitimate transmitter would experience better channel conditions than a spoofer. Towards
this goal, two best relay selection schemes are developed based on the notion of maximizing
the SNR ratios of the legitimate link to the spoofing link at the destination and relays, respec-
tively. To evaluate the performance, we define our performance metrics based on the outage of
effective SNR ratios and the probability of spoofing detection.

To prevent eavesdropping attacks in conventional orthogonal frequency division multiplex-
ing (OFDM) systems, a continuous physical layer authentication system is developed based
on an adaptive OFDM system with time-varying transmitter-receiver interaction enabled by
the precoded cyclic prefix (PCP) and outlined in the final part of the dissertation. Instead of
traditional CP in an OFDM system, PCP sequences are employed as guard intervals and sig-
naling links as well, which are generated with the same temporal and spectral characteristics

of data-carrying OFDM signals in order to conceal system parameters to adversaries.

Keywords: Wireless communications, physical layer authentication, CIR, channel

predictor, 2-D quantization, AF cooperative relaying, best relay selection, PCP-OFDM.
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Chapter 1

Introduction

1.1 Research Motivations and Objectives

Information security is critical for any communication systems. Compared to wired net-
works, wireless communication networks face more security challenges primarily due to the
nature of openness [1]. Moreover, high-level security mechanisms in wired communications
cannot be directly applied in wireless communication systems. Therefore, it is certainly worth
investigating techniques to secure wireless communications. Traditionally, wireless security
techniques are achieved by relying solely on the upper layers of the open systems intercon-
nection (OSI) network model. However, existing higher-layer security mechanisms are de-
signed based on the computational hardness of mathematical functions, which are not feasible
for practical wireless communication systems with limited resources. Additionally, traditional
cryptographic techniques are susceptible to various types of attacks and do not directly leverage
the unique properties of the wireless medium to address security threats. To this end, physical
layer security has drawn a lot of attention in recent years; this security is achieved based on
the lowest layer of the OSI model by exploiting physical link properties to provide additional
security protection [2].

In wireless communications, spoofing is a severe security threat due to the broadcast na-
ture of radio signal propagation, in which adversaries attempt to impersonate the legitimate
user within a network in order to gain illegitimate advantages [1]. In order to defend systems

against spoofing attacks, the receiving end should be equipped with authentication mecha-



2 CHAPTER 1. INTRODUCTION

nisms, which provide systems with the ability of validating the identities of involved users.
By exploiting the advantages of securing wireless transmissions at the physical layer, a variety
of physical layer authentication schemes have been proposed by using the inherent properties
of wireless channels [3—12] or the imperfections of hardware devices [13—17]. The funda-
mental principle behind channel-based physical layer authentication is that the spatial, spectral
and temporal properties of the wireless fading channel have natural randomness and they are
rapidly decorrelated between different geographic locations. As a consequence, the properties
of the channel link between legitimate terminals are only available to the intended receiver
but cannot be duplicated by adversaries. Additionally, radio-frequency distinct native attribute
(RF-DNA) fingerprint-based physical layer authentication exploits device impairments, such as
I/Q modulator imbalance and carrier frequency offset (CFO), for device discrimination. These
device imperfections, which are unclonable and unforgeable to intruders, are caused by manu-
facturing variability. Therefore, the intrinsic characteristics of the physical layer attributes can
be adopted as a way to improve the authentication performance of wireless communication

systems via the physical layer.

Based on a comprehensive study of channel-based physical layer authentication, exploit-
ing the physical layer properties of the wireless channels brings the potential to enhance au-
thentication performance in spoofing detection. Mathematically, channel-based physical layer
authentication is formulated as a binary hypothesis testing problem. As the channel state in-
formation (CSI) measurements over different links can be dramatically distinguished at the
receiving end, two hypotheses are defined based on the difference of adjacent CSI measure-
ments in time. In the presence of spoofers, the final decision is made by comparing the channel
difference with a threshold in order to determine if a spoofing attack has occurred. In [6,8,9],
the characteristics of channel frequency response (CFR) were well studied for authentication
enhancement; however, the CFR analysis in the received signal fails to exploit the spatial in-
formation related to the signal propagation environment. Thus, effective, efficient and robust

channel-based authentication approaches are needed to defend against spoofing attacks.

In rich scattering environments, it is noteworthy that the properties of channel impulse
response (CIR) represent the spatially geographical locations of wireless terminals. More-

over, the multipath components are independent of each other, but they are highly correlated
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over time. Therefore, the characteristics of CIR of a multipath fading channel represent the
spatial and temporal information related to the signal propagation environment, which can
be exploited to develop robust physical layer authentication schemes. However, in fast fad-
ing environments, the processing delay and outdated CIR measurements may result in large
channel variation. Moreover, the variation between two successive CIRs can also be caused
by the movement of mobile terminals or environmental changes. As a result, the reliabil-
ity of channel-based physical layer authentication schemes is challenged by the fast channel
variation. Also, the robustness of decision-making for authentication is degraded as the final
decision is just based on a single observation of the channel variation. Therefore, we argue
that reliable channel-based authentication approaches are needed to improve the authentication

performance under a fast fading environment.

In practical wireless communication systems, it has been noticed that user mobility may
affect and complicate the functioning of applications and protocols. In high mobility envi-
ronments, the performance of CIR-based physical layer authentication schemes is significantly
degraded due to the large channel variation induced by the environmental changes and terminal
mobility. It is therefore important to enhance the performance of CIR-based authentication in

high mobility environments.

Physical layer authentication techniques for wireless communications can prevent ma-
licious attacks without upper layer data encryption. However, the reliability of traditional
channel-based physical layer authentication schemes is hampered by severe channel condi-
tions. In order to overcome this limitation, the application of multiple antennas has been ex-
plored to combat channel fading and improve the performance of secure wireless communica-
tions. However, as a result of cost and size limitations of multiple antennas, these scenarios are
rarely implemented in practice. For the practical implementation of channel-based authenti-
cation systems, efficiently exploiting the advantages of multiple antenna arrays to enhance the

performance of spoofing detection has yet to be investigated.

Orthogonal frequency division multiplexing (OFDM) is a multiplexing method in which
data are transmitted over the equally spaced, overlapped carrier frequencies. The advantages
of OFDM include: 1) It can achieve high data rates with great bandwidth efficiency and flex-

ible underlying modulations; 2) It can easily eliminate intersymbol interference (ISI) with the
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help of cyclic prefix (CP); 3) Channel equalization becomes much simpler compared to single
carrier systems. Due to these advantageous features, OFDM has been included in the physi-
cal layer specifications of a large variety of wireless standards, from the well-established and
widespread wireless local area network (WLAN) transmissions of the family Institute of Elec-
trical and Electronics Engineers (IEEE) 802.11 to the more recent worldwide interoperability
for microwave access (WiMax) and long-term evolution(LTE) protocols. However, conven-
tional OFDM systems do not have inherent security features due to the distinct time and fre-
quency characteristics of OFDM signals. In order to secure OFDM-based wireless systems,
conventional higher-layer cryptographic techniques provide secrecy without considering the
lower layer. The virtual physical layer transparency brings security vulnerability to the infor-
mation protected by higher-layer cryptographic techniques, as the information can often be
deciphered by using exhaustive trial. Consequently, an additional physical layer based security
approach is necessary to enhance the security of OFDM systems.

Considering the aforementioned wireless security issues, our contributions to authentica-

tion enhancement in wireless communications are discussed in the next section.

1.2 Dissertation Contributions
The main contributions of this dissertation are summarized as follows:

e A comprehensive survey of existing wireless security techniques is illustrated and the
weaknesses of the existing state-of-the-art security approaches are explained in detail.
Security vulnerabilities of OFDM-based wireless networks are discussed as well. These
wireless security issues were the motivation for five of the contributions of the disserta-

tion.

e A robust physical layer authentication scheme is proposed to detect anomalous behaviors
through the statistical analysis of the inherent properties of CIR difference in a time-
varying multipath environment. The variation between two consecutive CIR estimates
from a transmitter of interest is monitored at the receiver in order to distinguish the

identities of different transmitters for authentication purposes. To minimize the impact
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of noise and interference from wireless environments, we develop a new test statistic

based on the difference between noise-mitigated CIRs.

e In fast fading environments, the reliability of CIR-based physical layer authentication
is challenged by the fast channel variation. To address this issue, a long-range channel
predictor is utilized to predict future CIRs in order to compensate for the effects of fast
channel variation in the authentication performance. Moreover, by exploiting the long-
range channel predictor, multiple CIR differences are calculated by the receiver in an
observation window, and a final decision is formed based on the multiple observations of
CIR differences in order to increase the robustness of decision-making for authentication.
To find an optimal threshold in decision-making, the ratio of the threshold to the window
size is optimized by minimizing the total error rate subject to false alarm constraints

under different channel conditions.

e In a high mobility environment, the performance of spoofing detection for CIR-based
physical layer authentication is degraded significantly due to the large variation in the
channel amplitude over time. In contrast with the temporal variation of channel am-
plitude, another characterization of wireless channels, viz., the multipath delay spread,
is relatively stationary over long time intervals [18]. More importantly, multipath de-
lay spread profiles are distinct from one location to another if the locations are spatially
separated. Therefore, we propose an enhanced CIR-based physical layer authentica-
tion scheme by integrating additional multipath delay characteristics into the CIR-based
authentication framework. A two-dimensional quantization method is developed to pre-
process the temporal channel variations in the dimensions of channel amplitude and path
delay. Based on the quantization method, the decision rule in the authentication process

is simplified.

e Motivated by the security advantages of cooperative transmissions, a novel physical layer
authentication scheme is developed by exploiting the advantages of amplify-and-forward
(AF) cooperative relaying. Considering multiple trusted AF relays in the scenario, only
one relay is selected to provide the best end-to-end path between legitimate end nodes

in the presence of a spoofer. To achieve this goal, two best relay selection schemes are
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developed based on the notion of maximizing the signal-to-noise ratio (SNR) ratios of
the legitimate link to the spoofing link at the destination and relays, respectively. In
order to evaluate the performance of the proposed scheme, we define our performance
metrics in terms of the outage probability of the effective SNR ratios and the probability

of spoofing detection.

e In order to enhance the security of OFDM systems, a new continuous physical layer
authentication system is proposed based on an adaptive OFDM platform by exploiting
precoded cyclic prefix (PCP) instead of conventional CP to convey time-varying trans-
mission parameters and secure the legitimate transmissions as well. The PCP sequences
are generated with the same time and frequency domain characteristics as data-carrying
OFDM signals in order to be concealed from eavesdroppers. By using the PCP, the trans-
mitter can adjust its operating parameters continuously and only share the link adaptation
information with legitimate receivers. Additionally, cross-layer design is utilized to con-

tinuously generate optimal PCPs according to dynamic communication conditions.

1.3 Dissertation Outline

The following details the organization of remaining chapters of this dissertation.

Chapter 2 includes a comprehensive discussion on wireless communication security, in-
cluding wireless security issues and countermeasures, as well as major security requirements
and security design principles. Additionally, the security vulnerabilities of wireless OFDM
systems are discussed after a general introduction of OFDM technology.

In Chapter 3, a robust physical layer authentication scheme is proposed by studying the
statistical analysis of the inherent properties of CIR in a time-varying multipath environment.
Specifically, a new test statistic is developed based on the variation between two consecutive
noise-mitigated CIRs in order to distinguish between different transmitters for authentication
purpose. Based on the defined authentication test, false alarm rate (FAR) and probability of
detection (PD) are theoretically derived for evaluating the performance of the proposed scheme.

To address the problem of unreliable spoofing detection caused by fast channel variation,

we exploit a long-range channel predictor to predict future CIRs in order to compensate for the
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negative impacts of fast channel variation in Chapter 4. By exploiting the long-range channel
predictor, multiple CIR differences are achieved by the receiver in an observation window to
form a final decision under a simple hypothesis testing. In order to optimize the threshold of
decision-making, an optimization problem is defined based on minimizing the total error rate

under false alarm constraints.

In Chapter 5, we develop an enhanced physical layer authentication scheme by integrat-
ing additional multipath delay characteristics into the CIR-based authentication framework. A
two-dimensional quantization method is developed to preprocess the temporal channel varia-
tions in the dimensions of channel amplitude and path delay. More specifically, two one-bit
quantizers are used in the two dimensions, respectively, to quantize the difference between ad-
jacent channel realizations (i.e., channel amplitudes and time intervals). The quantizer output
becomes identical if the difference is larger than a threshold, otherwise it is zero. By exploiting
the quantization method, the decision rule for authentication test is simplified. In order to ver-
ify the performance of the proposed authentication scheme, FAR and PD are defined and their

closed-form expressions are derived as well.

In Chapter 6, a novel physical layer authentication scheme is proposed based on an AF
cooperative relaying system, where one best relay is selected to provide the best end-to-end
path between the source and destination in the presence of a spoofer. To achieve this goal,
two best relay selection schemes are developed. Specifically, the first scheme is based on the
notion of maximizing the end-to-end SNR ratio of the legitimate link to the spoofing link, while
the second scheme is based only on the first-hop SNR ratio in order to reduce computational
complexity and resource consumption. For performance analysis, the outage of the effective

SNR ratios and the probability of spoofing detection are derived.

A new continuous physical layer authentication technique with time-varying transmission
parameters is investigated in Chapter 7 to enhance the security of conventional OFDM sys-
tems. A PCP sequence, which introduces an additional signaling link to carry the time-varying
transmission parameters, is employed in each OFDM symbol for physical layer authentication.
The new PCP sequences are generated with the same time and frequency domain character-
istics as data-carrying OFDM signals to be concealed from unauthorized receivers. With the

proper recovery of system parameters and interference cancellation, only legitimate users can
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successfully decode the PCP sequence and obtain necessary parameters to decode OFDM data.
In addition, a cross-layer design approach is introduced to continuously generate optimal PCPs
according to dynamic communication conditions.

Finally, conclusions and future research directions are illustrated in Chapter 8.



Chapter 2

Security Challenges and Solutions in

Wireless Communications

Advances in communications and networking technologies are rapidly making ubiquitous
network connectivity a reality. Wireless networking technologies bring convenience into our
lives, whereas the open nature of the wireless medium and limited options of transmission
techniques have introduced many security challenges that do not exist in the wired networks.
In this chapter, security issues in wireless communications are illustrated and addressed, based
on a comprehensive literature survey of existing wireless security techniques. Additionally, the
system modeling of OFDM is given, and the vulnerabilities of conventional OFDM systems

for secure data transmission are discussed as well.

2.1 An Overview of Wireless Security Issues

2.1.1 Security Challenges of Wireless Communications

Security is an implicit part of any communication system that is relied upon for the trans-
mission of private information. Consequently, the reliability to share secret information in the
presence of malicious attackers is critically important. From a general perspective, security is
concerned with unauthorized users trying to access, forge or modify messages intended for le-

gitimate receivers. In wired networks, signals travel through the wires, which makes the wired
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communications secure as long as only authorized users have access to the data. Unlike wired
data communications, wireless communications is based on electromagnetic waves using radio
frequencies (RF) propagating through open space, which provides the freedom of user mobility
and the flexibility of data transmission, but also brings significantly more security challenges
than traditional wired communications. Therefore, secure wireless communications becomes
critical for wireless data transmission.

There are many factors contributing to the increasing security challenges in wireless com-
munications. Primarily, the broadcast nature of the wireless medium makes transmitted signals
available to any receiver within the transmission range, which leads to easy access to adver-
saries. Moreover, the mechanisms of high-level security in a wired network cannot be directly
applied in wireless scenarios. Additionally, limited processing power is incurred by the limited
space, cost and power constraints of wireless devices. Considering these essential limitations
of wireless communications, security mechanisms for wireless systems should be developed to

address increasing threats.

2.1.2 Major Security Requirements

Security aims at defending information from various malicious attacks, such as eavesdrop-
ping [2], communications jamming [20], injection and modification of data [20], traffic anal-
ysis [21], and spoofing [22]. Generally, the requirements of security can be mainly divided
into six categories, i.e., confidentiality, authenticity, integrity, availability, non-repudiation and

privacy. Their functions are explained as follows:

e Confidentiality: This is also known as secrecy, which means that only authorized users
can access information. This level of confidentiality should be maintained while data is

transmitted from source to destination within the network.

e Authenticity: This means an ability of a system to validate the identities of involved

users and establish trust in provided information.

e Integrity: This means that only authorized users can modify data in authorized ways. A
system should ensure completeness as well as accuracy in all its components and prevent

from unauthorized modification.
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e Availability: This means that authorized users can access data and resources of a system
in a timely manner, which ensures the reliability of all components in a system. Failing

to meet this feature can cause a denial of service.

e Non-repudiation: This means an ability of a system to prove a certain message sent by a
sender or received by a receiver, an action cannot be falsely denied by either the sender

or receiver.

e Privacy: This is usually addressed separately from confidentiality, which means an abil-
ity of a system to protect the identities of users and enable feasible control of one’s

personal information by users.

In the implementation of every security mechanism, one or several of these principles are
required to assure the secrecy of communications systems. In order to address the afore-
mentioned security issues in wireless communications, effective, efficient and robust security
approaches are required. In the next section, a comprehensive literature review on existing
wireless security techniques is presented from two perspectives, i.e., traditional security and

physical layer security.

2.2 Traditional Wireless Security Techniques

2.2.1 Seven Layers of the OSI Model and Their Security Vulnerabilities

The OSI model was introduced by the International Standards Organization in 1978, as a
first step toward the requirement of internationally standardized protocols for data communi-
cations. It defines a hierarchical architecture that logically separates networking functions re-
quired to support system-to-system communications. Consequently, each layer can be viewed
as an independent module. Due to this layered architecture, network problems can be more eas-
ily solved through a divide-and-conquer methodology, and a protocol can also be theoretically
substituted by another at the same layer, as can network services.

From a high-level application perspective, data is sent down the stack layer-by-layer in one

station, proceeding to the bottom layer. Then it is transmitted over the physical medium to the
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next station and back up the hierarchy. In what follows, the seven layers of the OSI model
are illustrated (starting from the top layer) in terms of their general functionality and security

vulnerabilities.

e Application layer:

The application layer is the top layer of the OSI model and refers to the user interface
supporting the end user functions. It provides a variety of high-level functions such as
file transfer, access and management, virtual terminal, electronic mail and messaging
handling, and common management information protocol. It also provides application

access security checking and information validation.

From the security perspective, the open-ended nature of the application layer brings var-
ious threats to the end of the stack. One of the primary threats at the application layer is
that the weak security design of applications allows unauthorized users to freely use the
application resources. Applications may establish identity or set privilege over untrust-
worthy channels. However, this “all or nothing” approach of security controls, which
forces administrators to give either unlimited access or none at all, results in either ex-

cessive or insufficient access.

e Presentation layer:

The presentation layer is responsible for converting incoming and outgoing data from
one presentation format to another, where the syntax and semantics of the transmitted
information are managed, making it possible for different computers to communicate
with each other. More specifically, this layer provides various communications services

related to information representation, such as data compression and encryption.

Vulnerabilities at the presentation layer are mainly caused by weaknesses or shortcom-
ings in the implementation of the presentation layer functions. In particular, format string
vulnerability takes advantage of the poor handling of unexpected incoming data, which
can crash applications, surrender the controls of data format and transmission, or ex-
ecute arbitrary instructions. Additionally, the flaws of cryptography protocols may be

exploited to circumvent the protections of privacy and authentication.
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e Session layer:

The session layer is responsible for session handling between applications by establish-
ing, maintaining, synchronizing, controlling and terminating connections. It also pro-
vides security services, such as login passwords and exchange of user IDs, to control

access to session information.

Since the session layer is concerned with the control of access to applications, it falls prey
to the weaknesses of handling passwords and authentication. In particular, password-
based access is prone to attackers, who are allowed to use unlimited and undetected
attempts to guess the passwords. Additionally, most of protocols at this layer lack strong

authentication, as they allow lower layers to intercept their credentials.

e Transport layer:

The transport layer is concerned with the transmission by breaking up data streams from
the upper layer into packets passing to the lower layer, and reassembling the incoming
data packets from the lower layer back into a coherent stream for the upper layer, without
modification, loss or duplication during the transmission. This layer provides the end-to-
end communications control, and the aforementioned transmission needs are achieved
based on transport protocols such as transmission control protocol (TCP) and user data-
gram protocol (UDP). Data flow control and error checking are provided as well at this

layer.

Most transmission protocols usually do not implement strong controls to identify the
source of a transmission, which leads to interruption or redirection of the flow of the
transmission. For instance, UDP protocol can be trivially spoofed due to a complete lack
of sequencing or state at the transport layer. In addition, the use and re-use of ports for

multiple functions is another security vulnerability of the transport layer.

e Network layer:

The network layer deals with the global network topology to handle the operation of
taking packets from source to destination over multiple possible paths, where basic func-

tions of routing and congestion control are provided. This layer typically relies on In-
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ternet protocol (IP) addresses and routing tables to identify nodes and construct paths
over the Internet. Address resolution protocol (ARP) is implemented to convert the IP
addresses to the link layer addresses, routing information protocol (RIP) is utilized to
distribute routing information within the network, and IP protocol is used to identify the
transmission protocol (such as TCP or UDP) from the higher layer in order to direct the
higher layer how to handle the incoming data. Additionally, if all the networks send
packets at the same time, such congestion is managed by the network layer. More gen-
erally, the network layer provides the quality of service (QoS) such as transmitting time,

jitter and delay.

To achieve the aforementioned goals at the network layer, protocols at this layer lack
necessary protection against malicious attacks. In particular, most routing protocols have
only a basic level of security, which can be exploited by spoofers propagating false net-
work topology. Additionally, most network layer protocols lack authenticating source
addresses, thereby unsecured third parties located therein can use false addresses to im-

personate the source.

Data link layer:

The data link layer is concerned with frame transmission between two directly connected
local devices, which has two sublayers, i.e., logical link control (LLC) and media access
control (MAC). The main tasks of this layer are (1) to split the input bits from the physi-
cal layer into data frames so that no apparent errors can be seen by the network layer, and
(2) to encapsulate the network layer data packets into frames structured based on MAC
addresses whose headers contain the source and destination addresses. This layer pro-
vides error control, frame synchronization and flow control for the physical level based

on the attached link-layer headers.

Due to the insecure addressing structure and weak encryption algorithms, the data link
layer is prone to several types of attacks [23]. For instance, ARP spoofing can be
achieved by an attacker because the ARP protocol, as a stateless protocol, does not
provide a method to a host to authenticate the peer from which the packet originated.

Moreover, MAC addresses are used to uniquely identify devices in this layer; however,
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they can be easily modified. Additionally, link-layer encryption has been used to pro-
tect information in transit between two points. However, a lack of authentication in the
transmission link can cause vulnerability at the link when messages must be transmitted

between unauthorized hosts.

e Physical layer:

The physical layer is the lowest layer of the OSI model and responsible for transmit-
ting raw bits across a communication medium. This layer is concerned with the actual
data encoding, modulation, synchronization and transmission through the network at the

electrical and physical level.

Reviewing the flow of information through the OSI model, we can see that all of the
above layers depend upon the physical layer for data delivery. Therefore, the physical
layer is critical to data communications. However, it is the most vulnerable and change-
able among the seven layers, as all information security assets are based on the physical
security. For instance, from a networking perspective, communications can be easily
stopped if one can disconnect a device from the network or physically switch it with
another. Additionally, errors at the physical layer can be kept and passed through all the
above layers [24].

Figure 2.1 illustrates the OSI model referred to as a layered protocol architecture, where a
specific set of network functions is allocated to each layer that provides services to the upper
layer and receives services from the lower layer. From the security point of view, security pro-
vision of each layer of the OSI model can be achieved independently, and secure data transmis-
sion is accomplished generally based on the use of strong authentication and data encryption
at higher layers. However, these higher-layer based security solutions are vulnerable to various
types of attacks. It is also noteworthy to mention that higher layers cannot be secured without
secured lower layers. Therefore, secure data transmission at the lowest layer can fundamentally

address the security issues in wireless communications.
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Figure 2.1: The OSI model with examples of applications and security vulnerabilities.
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2.2.2 Security Limitations of Traditional Approaches

Traditionally, wireless security is achieved by relying on the upper layers of the OSI ref-
erence model. Traditional wireless security techniques can be discussed in two parts, i.e.,
authentication and encryption. Authentication is a policy of verifying the identity of commu-
nication partners, whereas encryption is responsible for encrypting transmitted data using an
encryption key so that the data can only be decrypted by legitimate users in the presence of
adversaries.

Typically, authentication relies on the MAC addresses of hardware at the link layer or IP
addresses at the network layer to identify users. However, this mechanism is vulnerable for
three reasons. First of all, devices can be stolen by adversaries, thereby unauthorized user can
get access to the network. Moreover, MAC addresses can be changed in some hardware. A
malicious device can duplicate the MAC address to spoof the legitimate user and use it to gain

access to the network. This type of attacks in wireless networks is called identity-based attacks,
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which is one serious threat that can be launched easily [25]. Additionally, intruders can use
an IP address of a trusted user with modified packet headers to get unauthorized access to the
network.

Furthermore, encryption is generally implemented at all the upper four layers, in which
case the transmitted messages are encrypted based on a secret key. Encryption approaches can
be classified into asymmetric-key and symmetric-key schemes [26]. Specifically, asymmetric-
key encryption schemes use a public and private key-pair to perform the opposite functions by
encrypting data with the public key and decrypting data with the private key. Therefore,they
do not require a secure initial exchange of the secret keys between the legitimate users. On the
other hand, symmetric-key encryption supposes that a secret key is privately shared between
the legitimate users, and that key is used to secure the transmission against potential intrud-
ers. However, key-based encryption techniques may cause key distribution and management
problems especially in large number node networks [27,28].

Additionally, traditional higher-layer security techniques mainly rely on complex mathe-
matical calculations that consume considerable resources. Consequently, these traditional se-
curity solutions are not feasible for wireless networks such as wireless sensor networks (WSNs)
and ad hoc networks, which exploit resource-constrained nodes within the network. Moreover,
traditional encryption techniques are inefficient in certain existing scenarios, as they do not di-
rectly leverage the unique properties of the wireless medium to defend against security threats

[19,26,29].

2.3 Physical Layer Security Techniques

Physical layer security, which exploits physical link properties, is a promising paradigm
to provide energy-efficient security solutions and enhance the security performance of wire-
less communications systems [30]. Security from the information-theoretic perspective was
pioneered by Shannon [31], who introduced the definition of perfect secrecy and theoretically
characterized that the fundamental ability of the physical layer can provide secure communi-
cations. In this section, a comprehensive literature survey on existing wireless security tech-

niques at the physical layer is undertaken, and physical layer security techniques are classified
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into three major categories based on the wireless channel, RF-DNA and diversity technique,

respectively.

2.3.1 Wireless Channel-Based Physical Layer Security

In wireless communications, due to the presence of scatterers and reflectors in the envi-
ronment, a transmitted signal undergoes multiple paths that combine constructively or destruc-
tively at the receiver. Consequently, the received signal is the superposition of multiple copies
of the transmitted signal via different paths from the transmitter to the receiver, where each
copy experiences differences in attenuation, phase shift and propagation delay. In a multipath
propagation environment, the wireless channel can be mathematically modeled by using the
method of the impulse response in the time domain,

L-1

h(t,7) = )" e s(r - 1), 2.1)
=0

where L is the number of multipath components. «,(?), 6,(t) and 7; are amplitude, phase and
propagation delay of the /th path, respectively.
From the expression of the multipath channel in equation (2.1), the wireless channel char-

acterized by CIR has the following major properties:

e Reciprocity: As during the coherence time, the observed channel impulse responses at

two geographically separated communicating terminals are the same.

e Correlated temporal variation: Wireless channels vary with time but the variation is usu-

ally highly correlated in time.

e Spatial decorrelation: According to the propagation theory [32], the radio channel re-
sponse decorrelates rapidly in space from one transmitter-receiver pair to another if these

two pairs are at least half a wavelength away.

Based on the above properties, the wireless channel has unique location-specific character-
istics that are only determined by the two specific ends of the channel. Therefore, the char-

acteristics of the wireless channels can be exploited to provide a complementary guarantee
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of secure wireless communications. Additionally, exploitation of the physical link properties
by the channel-based physical layer security tends to convert the open nature of the wireless
medium from a security disadvantage into a security advantage.

To illustrate the general idea of channel-based physical layer security, Figure 2.2 shows a
typical adversarial multipath scenario including multiple scattering surfaces, where terminals
A, B and E are located in spatially different locations. It indicates that the legitimate commu-
nications between terminal A and terminal B experiences different paths from the transmission
between the adversary E and terminal B. Therefore, exploiting the unique characteristics of the

wireless propagation environment can discriminate among different transmitters.

Figure 2.2: An adversarial multipath environment including multiple scattering surfaces.

A variety of channel-based physical layer security schemes have been proposed in the liter-
ature. Specifically, by exploiting the channel reciprocity in wireless communications, a multi-
path channel randomness-based secret key generation system was developed in [33]. Two-way
training signals were employed by legitimate communicating terminals to obtain the same
observations of the multipath fading channel coefficients under a static channel over two suc-

cessive time slots. A secret key was generated based on the observations of the legitimate
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channel; however, it is unavailable for an adversary due to the fast spatial decorrelation of mul-
tipath channels. Moreover, the received signal strength (RSS), which is a location-dependent
feature associated with the transmit power and CSI, was utilized to differentiate between trans-
mitters [4,5]. However, such physical layer security schemes are vulnerable to intruders who

can adjust transmitting power to spoof the legitimate user.

Alternatively, using the temporal and spatial properties of radio signal propagation in wire-
less networks, Xiao [6, 8, 34], He [9, 35] and Tugnait [10] proposed physical layer security
approaches, and obtained performance enhancement in detecting spoofing attacks. In particu-
lar, Xiao explored the properties of channel difference between two consecutive CFR measure-
ments in multipath fading environments, and not only analyzed the characteristics of channel
difference from single carrier communication networks to multi-carrier wireless systems, but
also extended her method from the assumption of time-invariant channel to mobile terminals.
In [9], He considered both the amplitude and phase information of CFR to fully achieve au-
thentication based on Xiao’s work, and this work was expanded by using the RAKE receiver
to distinguish users [35]. Following the approaches provided by Xiao, Tugnait [10] used time-
domain training-based CIR to accomplish authentication instead of the CFR-based method,

which considered the time-invariant channel.

2.3.2 RF-DNA Based Physical Layer Security

RF-DNA fingerprinting involves exploiting natural imperfections and unclonable variations
of a unique device induced by the analog components to identify and authenticate devices at
the physical layer, which cannot be changed post-production and mimicked by adversaries in
a manner analogous to biometrics. Various RF characteristics, such as transient amplitude and
phase, I/Q modulator imbalance and CFO, are extracted from the intrinsic physical proper-
ties of devices. These hardware impairments are observed differentially even in two devices
constructed with the same manufacturing and packaging processes, and they are allowed by
manufacturers as wireless transceivers as such minor imperfections are acceptable for practical
implementations in the communication standards [36,37]. Therefore, the distinct features of

the RF-DNA fingerprint can be utilized to provide additional protection against identity-related
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threats via the physical layer.

Many RF-DNA fingerprint-based device identification and authentication schemes have
been proposed in the literature. Specifically, a RF fingerprinting system was designed to
identify WiFi devices in [38] by exploiting the amplitude and phase of transient signals to
enhance wireless security. Moreover, [39] investigated a RF fingerprinting approach by ex-
ploiting transient signal features for hardware-specific identification based on 802.11a OFDM
signals. In [13], a stable and robust identification technique was proposed based on combining
several device-specific characteristics, including the frequency offset, modulated phase offset
and in-phase/quadrature-phase offset. Furthermore, a RF identification system was introduced
in [40] relying on the RF characterization of integrated circuits to defend against counterfeit-
ing. [16] proposed a novel physical layer authentication scheme by exploiting the unique bias
in RF oscillators between a specific transmitter-receiver pair that is characterized by the device-
dependent CFO. In [17], a physical layer authentication approach was developed by exploiting
the time-varying clock offsets. Additionally, [15] investigated a device fingerprint-based esti-
mation method by exploiting device-specific I/Q imbalance to differentiate different wireless

devices.

2.3.3 Diversity Technique-Based Physical Layer Security
2.3.3.1 PHY Layer Security in Multiple-Antenna Systems

Since the capacity of single antenna systems is bounded by the Shannon limit, diversity
techniques have been developed to improve system performance by using multiple replicas of
transmitting signals passed over multiple channels of different characteristics. Multiple antenna
techniques provide physical layer secrecy with new and exciting opportunities, and also provide
extremely high spectral efficiency as well as link reliability through space diversity for wireless
communications [41].

By exploiting multiple antenna array structures, secure transmissions in multiple-antenna
systems were investigated in the literature [42—-50], where the channel from source to legit-
imate destination was modeled as single-input multiple-output (SIMO) [42], multiple-input

single-output (MISO) [43—45], and multiple-input multiple-output (MIMO) [46-50]. Further-
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more, [51] designed a MIMO authentication system by superimposing a stealthy fingerprint
on transmitted data, and also studied the tradeoffs between stealth, security and robustness.
Moreover, a channel-like fingerprint signal was introduced to MIMO transmissions, where the
fingerprinting was generated to mimic distortions like time-varying channel effects [52]. In a
rich multipath environment, by exploiting the location-specific properties of the wireless chan-
nels, CFR-based physical layer authentication in [6] was extended to a MIMO scenario that
analyzed the impact of MIMO techniques on the performance of spoofing detection based on
the ability of security gain [53]. By exploiting the properties of array redundancy and chan-
nel diversity, Li et al. [54] developed a MIMO security scheme to effectively randomize the
reception at the eavesdropper.

Innovative cross-layer designs for security enhancement combining physical layer security
with upper-layer traditional security are desirable for wireless networks. In [55], a cross-layer
security scheme for MIMO systems was proposed by using an extra dimension provided by
MIMO systems to add artificial noise to the transmitted signals; as a result, received signals
by the eavesdropper became a degraded version of legitimate signals. Additionally, [56] com-
bined cryptographic techniques operating in higher layers with security approach exploiting
redundant antennas at the physical layer to provide enhanced security performance for wire-

less networks.

2.3.3.2 Cooperative Relaying and Security Enhancement

MIMO systems use the technique of space diversity to improve communications perfor-
mance where multiple antennas are equipped at the transmitter and receiver. However, the
hardware implementation of MIMO systems is not feasible, particularly in mobile equipments,
due to size, weight and cost limitations [57]. As an alternative, cooperative diversity is achieved
through user cooperation, in which information is allowed to be transmitted between source and
destination via other nodes in a network in order to enjoy the advantages of MIMO systems
with single antenna equipped users. More specifically, cooperative communications provides
the advantages of higher spatial diversity and achievable data rates, lower transmission delay
and power, better frequency reuse and more adaptability to network conditions. Additionally,

cooperative communications techniques exploit user cooperation to combat channel fading and
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enhance the security performance of wireless networks.

A classic cooperative communications network is illustrated in Figure 2.3, which consists
of one source, one destination and N nearby relay nodes. The message transmission over the
direct channel between the source and the destination is called direct transmission, and the
message transmission with the help of relay nodes is called cooperative transmission. Informa-
tion transmission takes place in two phases. In the first phase, the message is broadcast from
the source, and received by the destination and the N relays. In the second phase, a subset or
all the relays process the received message then forward it to the destination based on a specific

cooperation transmission protocol.

By a careful investigation of the relaying strategies, cooperative transmission protocols can
be categorized into three types: the amplify-and-forward (AF) protocol in which relays amplify
the source signals and then retransmit them to the destination, the decode-and-forward (DF)
protocol in which relays first decode source signals and then encode and forward them to the
destination, and finally the compress-and-forward (CF) protocol in which relays first maps
source signals into another signals in a reduced signal space and then encode and forward them
as new codewords to the destination. Depending on the network topology and the quality of
the channel between the source and the relays, one protocol may perform better than the others
in terms of system capacity or diversity. Generally, the AF protocol is usually preferable due

to its low complexity on the relays.

The advantages of the cooperative communications come at the price of a reduced spectral
efficiency. Particularly, during the second phase, the data transmission from each relay to the
destination occurs through orthogonal channels, which in turn leads to the spectral inefficiency.
The concept of best relay selection is an efficient and simple method to resolve this shortcom-
ing of the cooperative communications. Specifically, instead of using all the available relays,
the best relay is selected based on a specific criterion. Similar to the original cooperative com-
munications, the best relay selection also can achieve the full diversity [58, 59]. It is worth
mentioning that the best relay selection scheme can be extended to multiple relay selection
schemes in which multiple relays are selected among the set of the available relays. In the case
of single relay selection, only one node is selected as a cooperative relay, which minimizes

the overhead due to orthogonal channels and reduces the complexity of the selection process.
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Also, single relay selection has higher bandwidth efficiency and lower energy consumption
compared with all-participate relaying scheme. In contrast, multiple relay selection fully ex-
ploits the available degrees of spatial diversity, and better leverages the trade-off between error
performance and spectral efficiency.

In what follows, a comprehensive summary on the existing cooperative communications
techniques is provided followed by introducing security enhancement in cooperation commu-

nications.

Cooperative Transmission

Phase 1 Phase 2

N

Source Destination

Direct Transmission

Figure 2.3: An illustration of direct transmission and cooperative transmission.

e Existing cooperative communications schemes:

In wireless networks, cooperative mechanisms achieve space diversity with the help of
relay nodes. The concept of relay channel was introduced by van der Meulen [60, 61]
and studied later in [62], where a three-node relay channel, consisting of a source, relay
and destination, was investigated for channel capacity analysis. To illustrate the scenario
that relay nodes help a pair of terminals communicate, the model of relay channels was
developed in [63]. Furthermore, wireless relay channels and their modeling, cooper-

ative relay techniques and hardware implementations of cooperative diversity systems
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were explained in [64] for different scenarios in an application perspective. Also, re-
search work in [65] showed a survey of cooperative communication schemes and the
applications of cooperative relaying schemes in LTE-advanced systems, which proved
that cooperative relaying can dramatically improve the spectrum efficiency and overall
system performance. Additionally, [66] introduced a distributed weighted cooperative
routing algorithm where relay selection was achieved by exploiting the weights of the
relays based on the residual energy and CSI of each end-to-end link. In [67], a sur-
vey of distributed relay selection schemes was presented for ad hoc cooperative wireless

networks.

Alternatively, cross-layer design in cooperative wireless communications provides a sig-
nificant solution for achieving energy efficiency and system reliability [68]. In [68], a
new CoopMAC protocol was proposed by collaborating the physical layer with higher
layers of the protocol stack to significantly improve the system robustness, throughput
as well as delay, and reduce the interference with the coverage range extension. A uni-
fied cross layer technique in cooperative networks was proposed in [69] by considering
the physical and network layers for resource allocation among multiple nodes to max-
imize the nodes utility. Additionally, a distributed cross layer technique was proposed
in [70] by exploiting opportunistic relaying mechanisms to achieve QoS in the coopera-
tive communications, where energy savings and low bit error rates can be achieved under

cross-layer cooperation.

e Security enhancement in cooperative relaying:

The feasibility of traditional physical layer security schemes is hampered by the severe
channel impairment caused by multipath channel fading. Compared with the application
of multiple antennas, the cooperative transmission approach is emerging as a more ef-
fective way to combat channel fading and enhance the security performance of wireless

networks [71].

In the context of secure cooperative relaying, three cooperative schemes were proposed
in [72] by exploiting cooperating relays to enhance the security performance in the

presence of multiple eavesdroppers. Moreover, [73] and [74] investigated the secrecy
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through user cooperation for secure wireless communications. Also, a physical layer se-
curity system was designed in [75] by using collaborative relays to form a beamforming
structure to achieve the goal of maximizing the secrecy rate. Furthermore, cooperative
jamming(CJ) is another method by implementing cooperation to enhance physical layer
security with secrecy constraints [76,77], where each relay transmits weighted jamming
signals with the purpose of degrading the eavesdropper’s signal. By exploiting multi-
antenna relays, two cooperative approaches were introduced in [78] for secure wireless
transmissions, and a hybrid scheme was also proposed by exploiting cooperative relaying
and cooperative jamming simultaneously at the relay for achieving secure transmission.
Additionally, a cross-layer scheme for detecting malicious relay nodes in the cooperative
communications was proposed in [79] by using adaptive signal detection at the physical

layer and pseudorandom tracing symbols at the application layer simultaneously.

From the aforementioned discussions related to cooperative communications schemes and
security enhancement, it can be concluded that the unique properties of the cooperative commu-
nications make it possible to develop new physical layer security strategies, which can address

the drawbacks of the traditional security schemes.

2.4 Wireless OFDM System and its Security Vulnerabilities

Modern high-speed wireless communication techniques, such as the well-established and
widespread WLAN transmissions of the family IEEE 802.11 [80, 81], the more recent WiMax
[82] and LTE protocols [83, 84], are all standardized, developed and deployed based on the
OFDM technique, due to its spectral efficiency, high achievable data rates and robust perfor-
mance in multipath fading environments [85]. However, OFDM systems lack built-in security
capabilities. Consequently, investigating the security weaknesses of OFDM is critical to design

security mechanisms for secure existing wireless communications systems.

In what follows, a conventional OFDM system for wireless communications is introduced

followed by a discussion of its security vulnerabilities.
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2.4.1 OFDM Introduction and System Modeling

OFDM is a multiplexing method where data are transmitted over equally spaced and over-
lapped carrier frequencies, thereby providing a simple and efficient solution to deal with fre-
quency selective channels [86]. OFDM, which was first introduced by S. B. Weinstein and P.
M. Ebert in 1971 [87], allows for the multiplexing of various subchannels over the transmission
medium to be obtained through the fast Fourier transform (FFT) algorithm. Mathematically,
OFDM can be seen as a time-limited form of multicarrier modulation. {X (m)}% ;(1) is denoted as
complex symbols to be transmitted by OFDM modulation, thus, a time domain OFDM symbol
consisting of N subcarriers can be expressed as

N-1
x() = ) X(mye™™ ', 0<1<T, (2.2)
m=0
where f,, is the frequency of the mth subcarrier, and f,, = mAf. T and Af are denoted as the
symbol duration and subcarrier space of OFDM, respectively. In order to demodulate OFDM
signals at the receiver, orthogonality condition is satisfied, that is, T,Af = 1.
Substituting f,, = Tﬂ and t = n% into (2.2), the transmitted OFDM symbol in the discrete-

time domain can be written as

N-1
x(n) = ZX(m)eﬂ"m%, n=0,1,--- ,N—1. 2.3)
m=0

Notice that x(n) is expressed by applying inverse discrete Fourier transform (IDFT) to X (m),
in which IDFT can be efficiently implemented by using inverse fast Fourier transform (IFFT)
for fast calculation. Figure 2.4 illustrates an OFDM symbol with five subcarriers shown in the
frequency and time domain.

In order to avoid ISI and maintain subcarrier orthogonality, a CP is prefixed to time-domain
OFDM symbol as a guard interval, which is a repetition of the end of the time-domain OFDM
symbol. Figure 2.5 demonstrates that ISI can be eliminated between consecutive OFDM sym-
bols when the length of multipath channel L is shorter than the guard interval.

Additionally, since CP repeats the end part of the OFDM symbol, the linear convolution

of the OFDM symbol and a frequency-selective multipath channel is modeled as circular con-
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volution. Specifically, the OFDM symbol after IFFT can be written according to the equation

(2.3),
x = [x(0), x(1),...,x(N - D]".

Prefixing the symbol with a CP of length N,,,, the OFDM symbol becomes

X = [X%(=Ng),...,%(=2),%(-1),%0), x(1),..., %N - 1)]"

Assume that the frequency-selective multipath channel is expressed by

h = [1(0), h(1),..., (L - 1] .

[X(N = Np), ..., (N = 2), x(N — 1), x(0), x(1), ..., x(N — 1)]".

(2.4)

(2.5)

(2.6)
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Consequently, the received signal samples in the time domain y(n) can be expressed as

y(n) = h=X+w(n)
L-1

= h(Dx(n = 1) + wn),

~N,, +2L-1<n<N-1,
=0

2.7)

where * denotes linear convolution, and w(n) is zero-mean complex circular Gaussian noise
with variance o

w?o

ie., wn) ~ N.(O, a’fv). Since X(n — ) is equal to x(n — [ mod N), the

convolution of the OFDM symbol and the channel becomes circular convolution. Therefore,

using CP can significantly simplify the receiver design for channel estimation and equalization.

Figure 2.6 shows the block diagram of an OFDM system.

From the aforementioned discussion of OFDM system, the advantages of OFDM can be
summarized as follows:

e High data rate can be achieved with high bandwidth efficiency and flexible underlying
modulations.

e ISI can be eliminated with the help of CP.
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Figure 2.6: The block diagram of an OFDM system.

e Channel equalization and estimation become quite simpler because information is carried

over parallel orthogonal subchannels.

2.4.2 Security Weaknesses of OFDM

OFDM has been employed in various communications systems due to its spectral effi-
ciency, high achievable data rates and robust performance in multipath fading environments.
Despite these advantageous features, OFDM signals are transparent to potential eavesdrop-
pers, as OFDM-based communication systems lack built-in security capabilities. Typically,
since OFDM employs pilot tones or preamble symbols for channel estimation, equalization
and synchronization at the receiver, the implementations of OFDM are highly susceptible to

signal jamming attacks [88—90]. Additionally, due to the distinct time and frequency charac-
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teristics of OFDM signals, physical layer transmission parameters of OFDM signals can be
blindly estimated by any user within the same network, and no prior information of the signals
is required for them [91,92]. Hence, additional encryption algorithms should be implemented
in OFDM systems for data security.

In order to achieve data security in OFDM, traditionally, information encryption approaches
relying on the high layers of communication stack (such as application and network layers) are
used to encrypt the information with a secret key. The key is initially exchanged between
the legitimate users, and the legitimate receiver uses the knowledge of the key to decrypt the
message, while the eavesdropper cannot decrypt the data without the key. However, due to
the improvement of terminal processing capacity, the transmitted information can be possibly
decrypted by adversaries using exhaustive trials, and key distribution and management become
more difficult to achieve in high-layer encryption mechanisms.

Alternatively, a few physical layer encryption techniques for OFDM systems were proposed
in [93-95] based on encrypting the frequency domain symbols. Specifically, [93] proposed a
physical layer security scheme by scrambling OFDM constellation symbols to encrypt the data
transmission in the presence of various denial of service (DoS) attacks. The scrambling matrix
is based on a key derived from a one-dimensional chaotic map. Moreover, in [94], a symmetric
key physical layer encryption was developed by using non-orthogonal FDM signals to mask
the OFDM signals. Additionally, a noise-enhanced encryption approach was proposed in [95]
by using traditional cryptographic ciphers and adding truly random noise at the transmitter to
reduce eavesdroppers’ knowledge of the transmitted information.

Despite the respective contributions to secure the transmission of OFDM signals, the main

limitations of these physical layer encryption systems can be summarized as follows:

e Transmission power is sacrificed to maintain the bandwidth efficiency of OFDM, which

is not suitable for power constrained devices.

e The requirements for modulating symbols in OFDM are restrictive and their violation

can potentially lead to information leakage to adversaries.

e The large length of key sequences for encrypting signals can potentially create problems

by decreasing the speed of data transmission.
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2.5 Summary

In this chapter, security challenges in wireless communications have been discussed by
comparing with the wired networks. To address wireless security issues, traditional wireless
security techniques relying on the higher layers of the OSI model have been studied. Due to the
security weaknesses of the traditional security techniques, physical layer security is emerging
as a promising paradigm by exploiting physical layer properties to complement the traditional
wireless security mechanisms. A comprehensive literature survey of existing physical layer
security techniques has been illustrated and these physical layer security approaches have been
divided into three categories based on wireless channel, RF-DNA and diversity technique. Ad-
ditionally, OFDM technology has been widely employed in modern wireless communication
techniques; however, OFDM is vulnerable to adversaries due to its distinct time and frequency
characteristics at the physical layer. Therefore, secure OFDM-based wireless systems is critical

for secure wireless communications.



Chapter 3

Noise-Mitigated CIR-Based Physical

Layer Authentication

In this Chapter, a robust physical layer authentication scheme for wireless communications
is proposed by exploiting the inherent properties of CIR in a time-varying multipath environ-
ment. The variation between two consecutive CIR measurements from a transmitter of interest
is utilized by the receiver in order to distinguish between different transmitters for authentica-
tion purpose.

Under a binary hypothesis testing, we develop a new test statistic based on the difference
between noise-mitigated CIR estimates in order to minimize the impact of noise and inter-
ference from the wireless environment. To achieve this goal, a SNR-dependent threshold is
utilized to eliminate the excessive noise in the estimated CIRs prior to conducting the authen-
tication process. For performance analysis, FAR and PD are theoretically defined based on
the developed test statistic, and an adaptive threshold for the authentication test is achieved
under a constant FAR. Additionally, the proposed authentication scheme is analyzed based on

an OFDM system and validated by Monte-Carlo method.

3.1 Introduction

Wireless communications face increasing challenges in combating various additional se-

curity threats comparing with traditional wireline networks, primarily due to the broadcast

33
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and open nature of the wireless communication environment. Existing wireless security tech-
niques are mainly focused on processing techniques in the data or protocol domains to prevent
potential security threats. Due to the vulnerability of existing higher-layer wireless security
mechanisms to spoofing attacks [19], new wireless security techniques exploiting the physical

link properties provide additional protection for the communication process.

As a major aspect of wireless security, authentication is a process to verify the identities of
terminals, and has been explored at the physical layer in recent years. Physical layer authenti-
cation methods are generally developed by formulating authentication as a hypothesis testing
problem [6,8-10,34,35,96,97]. Xiao et al. [6,8,34,97] and He et al. [9,35] separately proposed
authentication approaches under a binary hypothesis testing by exploring channel differences
between two consecutive CFRs. Nevertheless, CFR analysis fails to exploit spatial information
related to the signal propagation environment in the received signals for security enhancement
purpose. Following Xiao’s works, time-domain training-based CIR was used in [10] to achieve
an authentication system. However, a simple time-invariant wireless environment was consid-

ered [10].

In this Chapter, we propose a physical layer authentication scheme using a channel-based
hypothesis testing method to detect anomalous behaviors through the statistical analysis of the
inherent properties of CIR difference in a time-varying multipath environment. Specifically, a
new test statistic is developed by exploiting the noise-mitigated CIR difference and tracking the
significant channel taps, where we utilize a SNR-dependent time-domain threshold to eliminate
the excessive noise. To achieve effective authentication, an adaptive threshold is derived at the
receiver based on the statistical properties of CIR variation and used for distinguishing the

legitimate transmitter from intruders.

The rest of this Chapter is organized as follows: In Section 3.2, the system model and chan-
nel model are provided, and then the proposed CIR-based authentication scheme is presented in
Section 3.3. In order to verify the proposed authentication scheme and the corresponding the-
oretical analysis, we illustrate numerical results in Section 3.4, and this Chapter is summarized

in Section 3.5.
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3.2 System Modeling

Our proposed scheme is presented under the ubiquitous “Alice-Bob-Eve” scenario shown
in Figure 3.1. Here, Alice, Bob and Eve are located in spatially different positions. Alice, as
the legitimate transmitter, delivers data to the intended receiver Bob, while Eve serves as an
adversary attempting to impersonate the transmission from Alice. Our objective is to develop
the capability for Bob to verify whether signals are from Alice or not. Since CIR reflects all the
properties of a wireless channel, it indicates the spatial geometry of the wireless environment
between the transmitter and the receiver. Consequently, the variation of CIR at Bob can be
exploited to authenticate the identity of the transmitter (Alice or Eve). Specifically, the current
CIR is compared with historical channel statistics between Alice and Bob under a binary hy-
pothesis testing. The proposed authentication scheme and the related theoretical analysis are

verified based on an OFDM system.

()

CIR

Path Delay

Eve

Figure 3.1: CIR-based Authentication in the “Alice-Bob-Eve” Scenario.

3.2.1 Channel Model

The wireless channel model for multipath fading environment can be expressed as

L-1

h(n) = Z a(n)d(n - 1), 3.1)

=
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where a;(n) is the channel gain of the /th multipath component at discrete time n, [ represents
the index of different path delay normalized to the sampling time interval, and L is the length
of CIR. In a Rayleigh fading channel, at any sampling time, @;(n) can be modeled as a complex

Gaussian random variable with zero mean and variance (le ,1.e., a(n) ~ N0, 012), the paths are
-1

assumed to be statistically independent, and the average power is normalized, 1.e., Z o = 1.
1=0

To improve the authentication performance of the proposed technique, two types of normal-

ization with CIR are considered [98] — time delay normalization and amplitude normalization.
Time delay normalization means the time delay of the line-of-sight (LOS) multipath compo-
nent is set to be zero to avoid a large timing offset between two CIRs on the same path. In
addition, since there is the possibility of dramatic variation in received signal power from po-
tential spoofers, amplitude normalization is needed to mitigate this kind of attack and achieve
a robust system performance. Therefore, the measurement of normalized CIR can be obtained
as h = h/|| h ||, where || - || means the Euclidean norm. In the following sections, we use h as

the normalized ideal CIR for simplification.

3.2.2 Hypothesis Testing

In this subsection, we propose a physical layer authentication approach by using the prop-
erties of the CIR difference. In this new authentication scheme, the current CIR estimated by
Bob in Figure 3.1 is compared with the previous CIR estimate for transmitter identification
(Alice or Eve). Mathematically, a binary hypothesis testing problem can be formulated as

HO . fl, = flAB

o (3.2)
H1 . h, * hAB’

where ﬁA p 18 the noisy version of CIR from Alice to Bob, and ﬁ, is the estimated CIR from an
unknown terminal (Alice or Eve). Additionally, Hy, the null hypothesis, stands for Alice as the

claimant, while the alternative hypothesis, H;, means the terminal is someone else.

Due to the statistical independence between any two paths, the properties of a single path

are analyzed here without loss of generality. Therefore, in (3.2), the noisy version of CIR on
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the /th multipath component can be written as
hi(k) = hy(k) + (k) ,0<I<L-1, (3.3)

where fz,,, = {sz B> izEBJ}. The first term £, stands for the ideal CIR, and n, is zero-mean white
complex Gaussian noise with variance o5,.

Additionally, due to the correlation of adjacent CIRs on the same path (i.e., hap(k — 1)
and h4p,(k)), an autoregressive model of order 1 (AR-1) [8] is utilized to describe the temporal

process of hap (k),

hap(k) = Chagy(k— 1) + ([(1 - 52)0'3\71141(]( -1), 0<I<L-1, (3.4)

where the AR coefficient { represents the correlation of two successive CIRs which can be con-
sidered as a constant, and u; is a zero-mean complex Gaussian random variable with variance
one, which is independent of /145,.

Consequently, according to the AR-1 model in (3.4), we can determine the distribution of

hAB,l as
hAB,l ~ NL‘ (Qa Z]WX/W) B (35)
where
Ro,o RO,l T R0,<M—l)
> = Ry R1,1 te Rl,(M—l) ’ (3.6)
i R(M—l),O R(M—l),l T R(M—l),(M—l) |

and Ry, s, = {"17%lo3 . M is the number of OFDM symbols in an observation window.

3.3 CIR-based Authentication

3.3.1 Noise Impact on CIR Difference Evaluation

In the following analysis, a sparse channel with a few significant multipath components on

integer delays is considered. In addition, comb-type pilots are employed for CIR estimation in
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an OFDM system. Let N, be the number of pilots, which is larger than the length of ideal CIR
(i.e., L) to avoid any loss of channel information. Without the knowledge of the actual CIR at

the receiver, the CIR estimate based on the comb-type pilots can be expressed as

. hy (k) + n,(k), if0<I<N,-1
/’l;,z(k) _ t,l( ) t( ) f )4 (3'7)
0, if Ny<I<N.

From the equation above, we can see that both strong and weak multipaths are corrupted
by noise. Noise components are introduced at the receiver side to the original zero-valued
channel taps, which will affect the determination of the true channel variation related to the
significant channel taps. Thus, it is necessary to study the impact of the noise n, in (3.7) for
CIR difference evaluation due to the channel sparsity. To address this issue, first of all, the
CIR difference between two consecutive estimated CIRs, which are both from the legitimate
transmitter Alice, can be expressed as

Np-1

Ahps = D" [Pasitk) = hapiCk = 1)+ natk) = nate = 1)|
1=0
N,—1

= > |Ahags + Any|. (3.8)

=0

Let us denote Q as the set of time indices for significant channel tap coefficients. The above

CIR difference can be rewritten as

Ahys = > |Ahags+ Ang| + > 1Any]. (3.9)
leQ 120

The second term in (3.9) is induced totally by noise which should be eliminated. To avoid
the impact of the noise on evaluating the CIR difference, we need a noise dependent threshold
to mitigate the noise impact. In particular, we compare the absolute value of each tap with
the threshold d,.. All the insignificant taps with absolute value below the threshold are set to

zeros. The general expression of the threshold-based CIR estimates corresponding to (3.7) can



3.3. CIR-BASED AUTHENTICATION 39

be represented as
hak),  if |hu)| > dee

hya(k) = R
0’ lf |ht,l(k)| < dcea

(3.10)

and the second term of the CIR difference in (3.9) is eliminated after the threshold in (3.10) is
applied.

In order to determine the threshold d,., the mean square error (MSE) of estimation errors
is minimized. In [99], the authors proposed a criterion for obtaining a sub-optimal threshold

value without the knowledge of the channel statistics. Thus, the threshold d,., can be expressed

by

dee * Ao 0 (N, Poga), (3.11)

where P,s, is the overall FAR, which is assumed to be a constant parameter according to
a specific security level. The numerical results in [99] also confirmed that using the sub-
optimal threshold value for channel estimation can achieve same system performance as using
the optimal threshold. Moreover, noise variance is needed to calculate the threshold value in
(3.11). A proposed approach in [100] is utilized here for noise variance estimation, in which

the redundancy introduced by the CP was exploited. Thus, the estimated noise variance can be

written as
1 M—] N('p_l 2
2 = S ~ —
TN Z2M(N,, - u) Z:(; ; YO(N + Nep) +m) = y(N + Ney) + N +m)|,

L<u<N,-1, (3.12)

where M is the number of observed OFDM symbols. Since the actual length of CIR (i.e., L)
is unknown at the receiver side and it was assumed that L < N, L is replaced here by N, for

noise variance estimation.

3.3.2 Adaptive Threshold for Authentication

In this Chapter, the proposed CIR-based authentication method is based on the noise-

mitigated CIR estimates given in (3.10). Under the binary hypothesis testing, a new test statistic
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is developed based on the difference between adjacent noise-mitigated CIR estimates. That is,

| N,—1
T=5 2 Imf
=0

1 A A 2
= D itk = gtk = 1)
P 14100
1
p D i) + (k) = hapy(k = 1) = natke = 1)
leQ1V0>

2
= b

(3.13)

where p? is the variance of the estimated CIR difference for normalization. Q; and Q, denote
two sets of indices as the set O, which are corresponding to the CIR estimates fz,,l(k) and

hia g.i(k — 1) respectively.

Based on the distributions of both h,p; and n,, we can derive the distributions of random

variable T; under the two hypotheses Hy and H;. That is,

Hy: T, ~ Nc((_)’ 0'12,_10,11)

(3.14)

Hy: T;~ Nl oy, D,
where I is the identity matrix, gy = E[hgg;] — E[hasi], 0'310’1 = 2(1 = oy, + 2073, and
04 = gy + 0%, + 207, The subscripts “A” and “E” represent the transmitters Alice and

Eve respectively.

Since only significant multipath components are maintained after applying the noise-mitigated
threshold on CIR estimates, the test statistic T can be further separated into three parts under

the two hypotheses, respectively. Specifically, under Hy, the test statistic T is expressed by

2 A
T = D = ]

1e0r—c Al N
2 A 2
+ Z - 3 |hAB,l(k - 1)|
1€oc Tas T Oy
2 . A 2
+ > = k) = hag ke = 1)
leC ~ Ho,l

= Tin, + Ton, + Tanys (3.15)
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where C is equal to Q; N Q,. Similarly, under H,, the test statistic T is rewritten as

2 A 2
"o Al
+ = |hAB (k=1
l€Q,—-C O-Al
+ Z - iZAB,l(k - 1)|2
leC H1

= Tipg +Ton +Tsn,. (3.16)
With a closer look at the two equations above, one can find that the estimated CIR difference
under two hypotheses is dominated by the first and the second terms combined, which means
unexpected significant paths lead to a large CIR difference. Therefore, an adaptive threshold
d,, 1s necessary for the receiver to make reliable authentication decisions.
Additionally, the distributions of the six separated parts of T given in (3.15) and (3.16) can
be obtained, which follow the chi-square distribution with different degrees of freedom. That

1S,

Ty ~ X5 200,-0) (3.17)
T m, ~X§,2(Q17C)’
Tamty ~ Xo20s-0) (3.18)
Ton, ~X(2),2(Q2—C)’
and
T, X(z),zc (3.19)
Ts ., Xi,zc

Due to the property of chi-square distribution [101] (i.e., if X ~ x2, and ¥ ~ x2,, we have
X+Y ~ )(31 .0)» the test statistic T under the two hypotheses still follow chi-square distribution,
which can be expressed as

Hy: T~y
0 X (2),2(Q1+Q2—C) (3.20)
Hy 2 T~ Xa0040,-0p

2;4]
where A = Zl —0 W

Based on the developed test statistic in (3.13), theoretical FAR Py, and PD P, can be derived
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Pfa = P(T > d,|Hy) =1 - F)( (daw), (3.21)

2
0,2(01+0,-C)

and

P;=P(T >d,|H)=1- F)( (daw), (3.22)

2
12(01+0,-C)

where F)(lzV (+) denotes the cumulative distribution function (CDF) of the chi-square distribution
with the order N. For military communications, P, is normally set below 0.1. Thus, after
calculating the value of Q; + O, — C, the threshold d,, can be obtained under a given value of
Ps,. 1€,

dy = F) (1 =Py, (3.23)

X020, +02-C)

where F~!(+) is the inverse function of F(-).

3.4 Simulation Results

3.4.1 Simulation Scenarios

In this section, simulation results are presented to confirm the effectiveness of the proposed
approach. For all simulation cases, an OFDM system is employed with QPSK modulation.
Comb-type pilots are inserted into each OFDM symbol for CIR estimation. Regarding the
channel model, a random Rayleigh fading channel is utilized with sparse sample-spaced sig-
nificant taps, uniform power delay profile, where paths on different tap positions are statis-
tically independent with normalized average power. The particular parameters related to our

simulations are list in Table 3.1.

3.4.2 Numerical Results and Discussion

In this subsection, we mainly present the simulation results to verify the theoretical analysis

related to the performance of our proposed authentication system.
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Table 3.1: Simulation Parameters

Subcarrier Number 1024
CP Length 256
Pilot Number 64

Significant Path Number (Alice-Bob) 6
Significant Path Number (Eve-Bob) 10

In Figure 3.2, it is shown both the theoretical and the simulated lower bound of the adaptive
threshold for spoofing attack detection. Three pairs of curves of the adaptive threshold are plot-
ted under three different FARs, which meet the requirement of low FAR for military commu-
nications. It is clear that the simulation results and the theory are approximately overlapping,
especially at high SNR. The results indicate that smaller probability of rejecting signals from
Alice (i.e. smaller value of FAR) needs larger threshold values, and the values of the threshold
also decline while SNR rises.

Figure 3.3 shows the PD vs SNRs under three different false alarm rates. With different
FAR requirements, it is observed that theoretical analysis and simulation can simultaneously
achieve great performance in terms of PD. When the value of SNR reaches to 8 dB, a very high
PD of 0.9 is achieved. Although low FAR affects the performance of PD, the impact is limited
and the overall performance of spoofing detection remains robust.

In Figure 3.4, a Receiver Operating Characteristic (ROC) is sketched for simulated and
theoretical cases at SNR of 0 dB, 5 dB and 10 dB, respectively. It is found that the theoretical
analysis and simulation are approximately matching even at low FAR region for various SNR

values. The performance of spoofing detection remains great even at low SNR of 5 dB.

3.5 Summary

In this Chapter, we have proposed a physical layer authentication scheme under a new hy-
pothesis testing based on the statistical analysis of estimated CIR differences in time-varying
multipath fading channels. The impacts of background noise and interference from wireless
environments have been mitigated by removing the excessive noise in sparse CIRs with a SNR-
dependent threshold. The FAR and PD have been theoretically derived to evaluate the perfor-

mance of the proposed authentication scheme. Under a given FAR, an adaptive threshold for
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Figure 3.2: Adaptive threshold values for authentication versus SNRs under different false
alarm rates.

the authentication test was achieved in different channel conditions. An OFDM system has
been utilized to validate the performance of our proposed scheme. The effectiveness of the
proposed CIR-based authentication scheme has been verified by using the theoretical analysis

and Monte-Carlo method.
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Figure 3.4: Receiver operating characteristic for the CIR-based authentication under three dif-
ferent SNRs.



Chapter 4

CIR-Based Authentication Enhancement

Using Channel Predictor

The inherent properties of CIR, which are considered as location-specific characteristics
of the physical link, have been exploited to develop a robust physical layer authentication
scheme in Chapter 3. However, the reliability of CIR-based physical layer authentication is
challenged by the rapid channel variation in fast fading environments. In this Chapter, we
exploit a long-rang channel predictor to predict future CIRs in order to compensate for the
negative effects of fast channel variation. Specifically, the predicted CIR is achieved based on
the historical CIR estimates, and then it is utilized as the previous CIR measurement in the
authentication process. Under a binary hypothesis testing, a test statistic is developed based on
the difference between current CIR and the predicted CIR. In order to increase the robustness
of authentication performance, a final decision is formed based on multiple CIR differences
that are calculated by the receiver based on the long-range channel predictor. Based on the
developed test statistic, theoretical FAR and PD are derived to validate the performance of the
proposed authentication scheme. An optimization problem is defined based on minimizing the
total error rate under false alarm constraints in order to find optimal value of the threshold for
decision-making. Finally, the performance of the proposed scheme is compared with that of a

traditional channel-based authentication method in simulations.
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4.1 Introduction

In wireless communications, there are many emerging challenges in combating various ad-
ditional security threats compared with traditional wired networks, due to the broadcast nature
of the wireless medium. Typically, most existing security mechanisms are based on crypto-
graphical techniques at the higher layers of protocol stack to prevent any potential security
threats. Due to the vulnerability of existing higher-layer wireless security techniques against
spoofing attacks [109], new wireless security techniques utilizing the physical link character-

istics are proposed to provide an additional protection for secure data transmissions.

According to the information-theoretic security introduced by Shannon, the fundamental
ability of the physical layer has been theoretically verified that it can provide secure com-
munications in perfect secrecy. In addition, a reliable transmission in approximately perfect
secrecy has been proven in [110] by introducing the concept of the wiretap channel with noise.
Furthermore, the existence of channel codes can be explored to guarantee a secure commu-
nication on a broadcast channel [111]. Without clear definition of perfect authenticity in the
theory of secrecy, information-theoretically secure message authentication has been initially
proposed by Simmons, and a model of message authentication has been developed under a
noiseless channel [112]. In [96], a generalized and simplified authentication technique has
been proposed based on a binary hypothesis testing. Also, a message authentication scheme
has been designed in [113] with the consideration of channel and authentication coding in a

noisy environment.

More recently, the physical layer authentication is further investigated in [9, 10, 97] by
exploiting the CSI. In particular, Xiao et al. in [97] has explored the properties of channel
differences between two consecutive CFRs in a time-variant channel. Based on this work, a
physical layer authentication scheme has been proposed in [9] by considering both the ampli-
tude and phase information of CFR. Alternatively, time-domain training-based CIR has been
exploited for authentication analysis in [10] under a simple time-invariant wireless channel.
In realistic wireless propagation environment, the characteristics of CIR are varying over time
due to the movement of terminals or the surrounded scatterers under the mobile environment,

however, they are slowly time-variant. Considering a time-varying multipath fading channel, a
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robust CIR-based authentication scheme is proposed in [104] by exploiting the channel varia-

tion between noise-mitigated CIRs.

In practice, the time-varying fading nature of the wireless channel is one of the main funda-
mental limitations in the mobile radio communications, caused by the movement of terminals
or objects in the propagation environment. Therefore, the performance of channel-based au-
thentication scenario is challenged by the environmental changes on the transmission as well
as the dynamic changing topology. Particularly, the main challenges of the channel-based
physical layer authentication schemes are: 1) Fast channel variation leads to outdated CIR
measurements at the receiver that would negatively impact the performance of authentication;
2) Unreliable decision-making for authentication is caused by forming a final decision based

on the single observation of CIR difference.

To address the aforementioned challenges, we propose an enhanced CIR-based authentica-
tion scheme in this Chapter by exploiting a long-range channel predictor to predict future CIRs
based on the historical CIR estimates in order to compensate for the effects of the rapid vari-
ation of the fading channel. Moreover, to form a final decision in the authentication process,
multiple CIR differences are calculated by the receiver in an observation window based on the
long-range channel predictor. Theoretical FAR and PD are defined based on a new test statistic
that is developed by calculating multiple CIR differences between the current CIR and one of
the adjacent CIRs in the window under a binary hypothesis testing. A final decision is made
to reject the null hypothesis if partial CIR differences are larger than a threshold, otherwise the
null hypothesis is accepted. In order to find optimal value of the threshold in decision rule, an
optimization problem is defined based on minimizing the total error rate under false alarm con-
straints. Lastly, the performance of the proposed schemes is evaluated by using Monte-Carlo

method.

The rest of this chapter is organized as follows: In Section 4.2, the model of the proposed
authentication system is illustrated, and an enhanced authentication scheme is proposed by
exploiting a long-range channel predictor in Section 4.3. In order to verify the theoretical
analysis of our proposed authentication schemes, we illustrate the numerical results in Section

4.4, and summarize this chapter in Section 4.5.
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4.2 Authentication Model

Our proposed authentication scheme is illustrated under the “Alice-Bob-Eve” scenario
shown in Figure 3.1. In this section, the CIR is modeled first and the properties of CIR are
indicated as well. Moreover, our authentication problem is formulated by a binary hypothesis

testing.

4.2.1 Channel Model

The continuous-time CIR of a wireless channel can be modeled as a superposition of a

certain number of paths, each characterized by its amplitude and delay, that is,
L-1
c(t, 1) = Z e S(r — 1), 4.1)
1=0

where L is the number of channel paths, «; is the amplitude for the I'" path, 7; is the correspond-
ing delay, and f; is the Doppler frequency shift limited by the maximum Doppler frequency f,.

In a Rayleigh fading channel, the channel coefficient a;e/>”" can be modeled as a complex

2

Gaussian random variable with zero mean and variance o;. The paths are assumed to be

L-1

statistically independent, and the average power is normalized, i.e., Z o7 = 1. Assuming a
1=0

sampling rate of f; = 1/T, the samples of channel coefficient on the /th component can be

expressed as

h(n, 1) = a,e™mTs, 4.2)

Additionally, we assume that one channel coefficient is highly correlated with the succes-
sive one on the same path. Specifically, the AR-1 model in (3.4) is employed to describe
the temporal variation between h(n,[) and h(n — 1,1). Herein, the AR coeflicient { represents
the correlation of two successive CIRs, which is calculated by using the Jakes model [32],
ie., { = JoQ2nrf,T), and Jy(-) is the Bessel function of the first kind and zero-th order.
Therefore, the discrete autocorrelation function of channels A(n — k;,1) and h(n — k,, 1) is
R i, = E{h(n — ki, Dh*(n — ky, )} = (M1 7Rl o2

In real mobile radio environments, channel parameters such as channel coefficients, Doppler
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frequency shifts and path delays, and the AR coeflicient are slowly time-variant. Therefore, the
channel model is reasonably accurate within a finite time interval and can be assumed to be in-

variant in a small time window for the following authentication analysis and channel prediction.

4.2.2 Hypothesis Testing

The proposed authentication scheme is mathematically formulated as a binary hypothesis
testing problem. Specifically, the current CIR estimated by Bob (i.e., hy(n)) is compared with
the previous estimated CIR (i.e., hu(n— 1) to identify the identity of the transmitter (Alice or

Eve). Thus, the binary hypothesis testing problem can be formulated as

Hy : [fix(n) - ha(n = D[* <6

) ) , (4.3)
H, : [hx() - hy(n - D[ > 5,

where ﬁA is the noisy version of CIR from Alice to Bob, and ﬁx is the estimated CIR from
an unknown terminal with X = {A, E}. Herein, the subscripts “A” and “E” represent the
transmitters Alice and Eve, respectively. ¢ is a threshold for the authentication test to determine
if an eavesdropper is present. Additionally, Hy, the null hypothesis, stands for Alice as the
claimant, while the alternative hypothesis, H;, means the terminal is someone else.

Herein the noisy version of CIR achieved by the receiver, which is the actual CIR corrupted

by the noise through a wireless channel, can be expressed as
fix(n) = [h(n, 1), hix(n,2), - (N, = D] (4.4)
where
hy(n, 1) = hy(n,) +d(n,l), 0<I< N, - 1. 4.5)

Herein, N, is the number of estimated CIR paths, which is assumed to be larger than the length
of actual CIR (i.e., L) to avoid any loss of the channel information. d(n, /) is the zero-mean
white complex Gaussian noise with variance o2,

We assume that the knowledge of actual CIR between two wireless terminals is unknown.
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Least-squares (LS) channel estimation is employed for channel estimation. Based on the binary
hypothesis testing in (4.3), the difference between two adjacent CIR estimates is mathemati-

cally formulated by

hx(n, 1) — ha(n = 1,10
= hy(n, 1) + dx(n,1) — ha(n = 1,1) — ds(n - 1,1). (4.6)

Due to the independence of different multipath components and the assumption of uniform
power delay profile of the multipath fading channel, we can just explore the properties of CIR
on one single path without loss of generality. More specifically, based on the AR-1 model
given in (3.4) and the distribution of d in (4.5), the distribution of the CIR difference under the

two hypotheses can be derived by

Hy : ha(n, D) = ha(n = 1,1) ~ N0, 0%,)

R R 4.7)
Hy: hgn, D) = ha(n = 1,1) ~ N(0,03,),

where N.(u, 0?) expresses the complex Gaussian distribution with mean u and variance 0.

L2 2 2 2 _ 2 2 2
Herein Oy = 2(1 =)oy + 207 and Oy, =0p+0, + 207,

4.3 Channel Prediction Based Authentication Enhancement

Indeed, channel prediction in mobile radio systems is the key element for many fading-
compensation techniques, where future samples of the fading channel are estimated and used
to enhance the performance of adaptive transmission systems [114]. To enable a robust au-
thentication to overcome the negative effects of fast channel variation, channel prediction can
be used to predict several symbols ahead and improve the performance of spoofing detection.
In this section, an enhanced CIR-based physical layer authentication scheme is developed by
exploiting a long-range channel predictor to predict future CIRs based on a series of historical
CIR estimates. A statistical test is developed based on the difference between the current and
the predicted CIRs. Lastly, theoretical FAR and PD are defined based on exploring multiple

observations of the CIR differences for performance evaluation.
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4.3.1 Noise-Mitigated CIR Estimates

In this subsection, a noise-mitigated threshold is utilized to preprocess CIR estimates in
order to eliminate negative impacts of the communication noise. In practical situations, trans-
mitted signals would be interfered by noise through a wireless channel, thereby the achieved
channel response at the receiver would be corrupted by noise as well. Recalling the formula
of the noisy version of CIR in (4.5), we can notice that both strong and weak paths are cor-
rupted by noise. Therefore, the noise components, which are superimposed on the original
zero-valued channel taps, can affect the determination of the actual channel difference between
two CIRs on the significant paths. In order to eliminate the impact of noise, the difference
between two consecutive CIR estimates is first formulated by

N,-1

D [hn b = b= 1,0)

=0

DAk + > 1Ay, (4.8)

leQ 1£10)

Ah

where Q denotes the set of time indices for the significant multipath components between two
CIRs. The first term in (4.8) is the actual CIR difference, while the second term represents the
induced noise that should be eliminated. To avoid the impact of noise on evaluating the CIR
difference, a noise-mitigated threshold is utilized. Particularly, the absolute value of each path
is compared with a threshold S, which taps with absolute value below the threshold are set to
be zeros. The threshold S is determined by minimizing the MSE of the estimation error, and

the estimation error can be expressed by

ece(n,l) = h(n, 1) = h(n, ). (4.9)

Therefore, the noise-mitigated threshold can be expressed by [99],

ﬂ ~ \/O-?jln (Np/P()fa)a (410)

where P, 1s the overall false alarm rate with a constant value under a specific security level.

After the threshold is applied on the CIR estimates achieved by LS channel estimation, only
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significant multipath components are obtained.

Additionally, in fast varying channels, channel estimation has the drawback of potentially
yielding outdated channel state information, which can significantly degrade the authentication
performance of CIR-based authentication scheme. Figure 4.1 shows the envelop of CIR for
one path component under a multipath Rayleigh fading channel with two different maximum
Doppler shifts. It illustrates that the envelop of channel coefficient fluctuates significantly at
higher maximum Doppler shift in a long time interval, however, it can approximately seen as a

constant within a finite time duration.

For instance, considering an OFDM system with 1024 subcarriers, the OFDM symbol du-
ration is calculated by multiplying the number of total subcarriers with the sampling period.
Thus, the symbol duration in this case is 1.024 ms. From Figure 4.1, during transmitting one
OFDM symbol, the envelop of CIR is not changed at f; = 10 Hz, while it is slightly decreased
by 1 dB at f; = 100 Hz. However, in the duration of transmitting 10 OFDM symbols, the vari-
ation of CIR envelop is slightly 1 dB at f; = 10 Hz, while it can reach to 11 dB at f; = 100 Hz.
Therefore, under high-speed movement of terminals, the outdated CIR estimate dramatically

effects the authentication analysis based on exploiting the channel variation.

In order to overcome the issue caused by the fast channel variation, a long-range channel

predictor is exploited and introduced in the next subsection.

4.3.2 Channel Predictor based on CIR estimates

A linear channel predictor [115] is employed here by linearly combining the past CIR
estimates to predict the future CIRs. The MSE of the prediction error is minimized to achieve
the predictor coefficient. In particular, the predicted CIR on the /th path and the prediction error

can be written respectively as

G

ha(n, 1) = Z w(i, Dha(n — i, 1), (4.11)

i=1

and

ecp(n, 1) = ha(n, 1) = ha(n, D), (4.12)
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Figure 4.1: The envelope of CIR for one path component in the multipath Rayleigh fading
channel under two different maximum Doppler frequencies. The sampling rate f; = 1M Hz.

where G is the number of past CIR estimates used for channel prediction. The optimal predictor
coefficient of the /th multipath component is denoted as W(I) = [w(l, ), w(2,1),...,w(G, D",
which is obtained by minimizing the prediction MSE. Thus, the MSE of the prediction error

can be minimized and expressed by

N,—1

1 )4

argmin MSE = min | — " E{lecs(n. DI*}|. (4.13)
v Ny

Consequently, the prediction coefficient vector can be derived by solving the Yule-Walker
equations [116], resulting in

W) = R;)™'r) (4.14)

hh’
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where ) _
Riy R, -+ Rig
R R cee R
RO=| 0 T e (4.15)
| RG,] Rc,z RG,G |
and
rﬁf,i =[ri,r,- 16l (4.16)

R;f,)l is the G X G correlation matrix between historical CIR estimates for the /th multipath
component, and rzl;l is the G X 1 cross-correlation vector between the past and future CIR
estimates on the /th path. Since ideal correlation functions are unknown at the receiver and
have slowly time variations in practice, they can be derived from these noise-corrupted channel

observations (i.e., achieved historical CIR estimates). That is,

Riv = Efhatn—i,Diy(n—1.0)
1 M-1

~ Mmzzoim(n—m—i, Div(n—m—1i',1), 4.17)

and

ri = Elh(n—i.Dhyn. D)
1 M-1

~ mZO hatn—m—i,Di(n = m, 1), (4.18)
where i,i’ = 1,2,--- ,G. Consequently, based on the analysis of CIR predictor above, a long-

range CIR prediction can be derived as [117]

A G
han+ A1) = Z w(i, Dia(n + A —i,1) + Z w(i, Dha(n + A — i, D), (4.19)
i=1 i=A+1

where A is the prediction range and A > 0. Equation (4.19) shows an iterative process to
predict CIR estimates in a long range, and the predicted CIR estimates are also used for the

future CIR prediction. Additionally, the vector of predictor coefficient W(/) should be updated
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and derived based on the equation (4.14).
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Figure 4.2: MSE of the total error versus SNR values under three different scenarios.

By using the equations (3.4) and (4.5), the predicted CIR 7, follows a complex Gaussian

distribution. The expected value and the variance of /4 are derived, respectively, by

G
f=E {Z w(i, Dia(n — i, 1)}
i=1
G

- Y i, l)E{hA(n —il+dn—i, 1)}

i=1

=0,

(4.20)
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and

G
&7 = Var {Z w(i, Dha(n — i, 1)}

i=1

_ Var{w(l, Dt = 1,0 + -+ w(G — 2, Diia(n — G + 2,1)
+w(G = 1,Dhs(n = G + 1,1) + w(G, Dhy(n - G, 1)}

_ Var{w(l, D= 1,0 + -+ +w(G 2, l)[g“zhA(n “G.D)+ (1 = )Pu(n - G, 1)

+ A =umn -G+ 1,0 +dn -G + 2,1)]
+w(G — 1,l)[§hA(n -G, D)+ /(1 —(2)0'12414(?1—(;, D+dn-G+ 1,1)]

+w(G, l)[hA(n ~G,)+dn-G, 1)]}

G
= (@ + ) Y WG DE+ D 2wl hw' (W, DE 0 + o). 4.21)
i=1 1<i<i'<G

Due to the presence of channel estimation error in (4.9) and channel prediction error in
(4.12), the total error between the actual CIR and the predicted CIR should be studied on
evaluating the impact of these negative errors on the CIR variation. Thus, the total error can be

written by
eroral(n, 1) = ecp(n, 1) + ecp(n, 1) = h(n, 1) — h(n, ). (4.22)

The MSE of the total error is plotted in Figure 4.2 under three different scenarios. Specif-
ically, the blue line with circle marker (labeled ‘“Prediction based on ideal CIRs”) refers to a
lowerbound of the MSE of the total error. Herein, the total error is only the prediction error,
and the MSE of the total error is -41 dB in a wide range of SNR values. Additionally, the black
curve with triangle marker (labeled “Prediction based on LS CIR estimates (Benchmark)”)
represents a upperbound of the MSE of the total error, which is corresponding to the bench-
mark scheme. Furthermore, the red line with asterisk marker (labeled ‘“Prediction based on
noise-mitigated CIR estimates”) indicates the performance of MSE according to the scheme
proposed in this subsection. When the value of SNR is equal to -5 dB, the performance of the

red curve is approximately 7 dB better than that of the upperbound. Overall, a comparison of
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these three curves illustrates that the CIR variation is not significantly affected by the presence

of estimation error and prediction error at a reasonable SNR value (i.e., larger than 10 dB).

4.3.3 Authentication Analysis Using Channel Predictor

Since the CIR estimated by the receiver would be outdated because of the processing delay
in high mobility environments, we compare the current CIR estimate with the predicted one.

Thus, a new statistical test is developed as

Ny—1
T, =
G 2
- Z hy(n, 1) — Za)(i, Dia(n —i,D)| . (4.23)
leQ i=1

Using the derived results in equations (4.20) and (4.21), the distributions of the statistical

test under the two hypotheses can be derived, respectively, by

Hy: T, ~T(Q,5%,)
Hy: T~ 1—‘(Q’ O-Hl)’

(4.24)

~ ~ . ) 2 ~ ~
where 6%, = (0 + %) + 67 =2 ) Iw(i, DI{'0% + 03) and &%, = (0% + 02) + 57

Based on the distributions of T in (4.24), the theoretical FAR P, and PD P, can be

derived by
o1 . _L]
Pso1 = P.(Ts > 01|Hyp) = —( ) i , (4.25)
' i!
i=0 HO
and
0-1 9]
1 61 52
Py = PuT, > 6,|H,) = —(—) | (4.26)
i=0 i! Hl

where ¢, is the threshold of decision-making for authentication. After determining the value
of Q, 6, can be calculated under a given value of Py, ;. It can be noticed that ¢, is an adaptive

threshold varying with different values of Q.
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4.3.4 Multiple Observations of CIR Difference

Traditionally, the final authentication decision is formed under the binary hypothesis testing
by individually comparing the current CIR with the previous one, which is to determine if an
eavesdropper interrupts the communication link. However, due to the presence of noise and the
movement of terminals, the robustness of spoofing detection is severely degraded by various
channel fading conditions. Therefore, we propose a new binary hypothesis testing based on
multiple observations of CIR difference to form the final decision. Specifically, we assume
that the total number of CIR differences used for the decision-making is Z, if at least K-out-
of-Z CIR differences are larger than a threshold ¢, the receiver determines a spoofing attack is
occurred, otherwise no eavesdropper is present. Thus, the authentication test can be formulated
by

Ho: ) [T, > 6] <K

J
H Y 1|T,;> 6| > K. 4.27)
J
V4

where j = -5

Sor s =2,-1,1,2,- -, % I is a characteristic function, and I[x] is equal to one

if the statement x is true, otherwise equals zero. Herein T, ; is defined as a statistical test

corresponding to the jth CIR difference, which is expressed by

A A N2 g Z
Dy =hatn+ iDL if =12 T
T,;=4 =2 i 7 (4.28)
Dol ~hatn+ o ifj=1.2.0 .5
leQ

where iLA is the historical CIR estimate from Alice, and %, is the predicted CIR that is achieved
based on the proposed long-range channel predictor. Figure 4.3 shows the procedure of achiev-
ing multiple CIR differences, which indicates that the CIR differences Ah are individually cal-
culated between the current CIR and one of its adjacent CIRs (i.e., one of historical CIRs or

predicted CIRs) in a window size Z.

Based on the AR model, we can further derive the distributions of the statistical test T, ;
under the two hypotheses. In particular, when j = -1,-2,-- -, —%, the statistical test is defined

as a sum of the squares of the difference between current estimated CIR and the historical CIR
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Figure 4.3: The procedure of achieving multiple CIR differences.

estimate for the /th path. Therefore, the statistical test T, ; follows Gamma distribution. That

18,

H,: T,; ~T(Q, U,%{O,j)

(4.29)
Hy: T, ~T(Q,0%).

where o7, = 2(1 = {")o} + 207, By using the distributions in (4.29), the probabilities that
the statistical test T ; is larger than a threshold ¢, under the two hypotheses, can be derived,

respectively, as

Tl 6, \ -
Pruz = PA(T,; > 6:|Hp) = Z—,( e T, (430)
1= L O-HO’J
and
e L
Pz = PATy > lH) = ). (=) e . 31
P i! Ty,
Similarly, when j = 1,2,---, 2, we can achieve the distributions of the statistical test T ;

based on the derived results in (4.24). That is,

Hy: Ty ~T(0,5%, )
Hy: Ty ~1(0.6%).

(4.32)
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For simplification, we assume that only one past CIR estimate is used for predicting the future

one. Therefore, the variance 5'%10,1' is 5'12%’]. = 05 ({—lw(1, DI +(1-)oy +o5(1-|w(1, D).

Based on the distributions in (4.32), the probabilities that the statistical test T, ; is larger

than a threshold 65 under the two hypotheses, can be derived, respectively, as

0-1 i 93
1 63 e
Pro3 = P(Ty; > 631Ho) = ) — e foi, (4.33)
’ ’ i'\g2 .
i=0 HO J
and
0-1 93
1 63 5'
P,s; = Pr(Tsj > 63|H1 —|—)e . (434)
> ) l! H
i=0 1

Consequently, under the developed hypothesis testing given in (4.27), theoretical FAR and
PD can be defined, respectively, by

Z ( Z I[T,; > o]+ ZI T, > 0] = kIHo) (4.35)

k=K+1 j__,
and
K 5
Py=1- Z P,( Z [T,;> 61+ Y AT, > 6] = kiH, ) (4.36)
=% J=1

Under the hypothesis H, the closed-form expression for the FAR in equation (4.35) cannot be
easily derived, because the probability P, in (4.30) is not identical when different value of j
is chosen, as is the probability P, 3 in (4.33). Fortunately, the closed-form expression for the

PD in (4.36) can be derived by using the results (4.31) and (4.34). More specifically, when the
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value of K is between 0 and % (le,0<K< %), the PD can be further expressed by

K -1 Z
P,=1- Z {P,( Z I[T,; > 6] =0, Z I[T,, > 6] = kIHO)
k=0 j=—1% J=1

-1 Z

2
N P,( AT, >80 = 1) AT, >8] =k- 1|H0)

j==% =1
1 Z
bt P,( ST, >0l =k Y NT,, > 6] = 0|H0)}
=4 1
K k z z
=1- {Z (2)<Pd,2>V(1 —Py2) " % ( : )(Pd,3>k—”<1 - Pd,3>5‘k”}. (4.37)
k=0 = v=o \V k—v

If the value of K is between £ + 1 and Z (i.e., £ + 1 < K < Z), the PD can be rewritten by

Z -1 7 % ,
Pd: Z {Pr(ZI[TX,1>5]:§,ZI[TSJ>5] :k_§|HO)
k=K+1 j:—% j=1

-1

z < z
+P,( DUT, > 01=5 -1, ) Ty > 6= k-2 + 1|H0)

=4 1
-1 z
z z
T Pr( D NT,; > 6] =k- E,]Z:;I[Ts,j > 6] = E|HO)}

=%

Z

"2 {kZ f

Therefore, the total error rate can be expressed by summing the false alarm rate (or a Type

| NIN

Z VA
v)(Pd,z)k_v(l - Pd,z)%_kw X (i)(de)v(l - Pd,3)2_v}- (4.38)

I error) and the missed detection rate (or a Type II error), that is,

Pr =Ps + (1 =Py). (4.39)

4.3.5 Parameter Optimization

Comparing multiple observations with the single observation of CIR difference, there should

be a tradeoff between the robustness of spoofing detection and the computational complexity
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as well as the latency of decision-making. In order to leverage between these aspects, a param-

eter 17 is defined as the ratio of the threshold K to the observation window size Z, i.e., n = %
The value of 7 is optimized based on minimizing the total error rate subject to false alarm

constraints. Mathematically, the optimization problem can be expressed by

Nops = min (Pr} = min {Py, + (1= Py},
n n

st. 0< Pfa,25Pfa,3 <0.1. (4.40)

Suppose the number of total CIR differences Z is fixed, the optimal value of K can be found

using exhaustive search method in the simulations.

4.4 Simulation Results

4.4.1 Simulation Scenarios

In this section, the effectiveness of the proposed authentication scheme is verified by nu-
merical simulation. Specifically, an OFDM system is employed with QPSK modulation in all
simulation cases, and LS channel estimation is utilized for achieving CIR estimates based on
embedded comb-type pilots with the length of N, in the transmitted OFDM symbols.

As for the channel model, a multipath Rayleigh fading channel is modeled with sparse
sample-spaced significant taps and uniform power delay profile, and different path components
are statistically independent to each other with normalized average power. Additionally, since
Alice, Eve and Bob are located in spatially different locations in the communication networks,
the channel between Eve and Bob is assumed with different number of path components and
path positions from the channel link between Alice and Bob. The particular parameters related

to our simulations are list in Table 3.1.

4.4.2 Numerical Results and Discussion

In this subsection, the performance of the proposed authentication scheme is verified and

compared with that of the benchmark scheme. In the simulations, “scheme 1 and “scheme 2”
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refer to the channel predictor-based authentication based on single CIR difference and multiple

CIR differences, respectively.

In Figure 4.4, it is shown the PD versus different SNR values at P, = 0.1. As it can be
seen from this figure, a spoofing attack can be successfully detected with a probability of one
in the two schemes when the SNR is higher than 5 dB. Moreover, compared with “scheme 17,

“scheme 2” performs better at low SNR.
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Figure 4.4: Probability of detection versus SNRs at P, = 0.1.

In Figure 4.5, the ROC is sketched at low SNR of 5 dB for the two schemes. As expected,
the probability of spoofing detection increases when the value of FAR increases. Moreover, it
can be seen from this figure that the performance of “scheme 2” is better than that of “scheme

1 at low FAR values.
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Figure 4.5: Receiver operating characteristic (ROC) at SNR of 5dB.

4.5 Summary

In this chapter, we have proposed an enhanced CIR-based physical layer authentication
schemes by exploiting a long-range channel predictor. Initially, a noise-mitigated threshold
has been utilized to eliminate the noise components of the CIR estimates, so that, the signifi-
cant multipath components were obtained and further exploited for the authentication analysis.
In addition, a channel prediction method has been employed by predicting future CIRs based
on the historical CIR estimates in order to overcome the effects of fast channel fading. Further-
more, based on the long-range channel predictor, multiple channel differences were observed
simultaneously between the current CIR and one of its adjacent CIRs in an observation win-
dow. After that, the final decision in the authentication process was formed by exploiting the

multiple CIR differences based on a new binary hypothesis testing. An optimization prob-
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lem has been defined in order to find the optimal value of the threshold by minimizing the
total error rate subject to constraints of false alarm. Finally, simulation results have shown the

effectiveness of the proposed authentication enhancement scheme.



Chapter 5

CIR-Based Authentication Enhancement

Using 2-D Quantization

In real mobile radio environments, the performance of spoofing detection for CIR-based
physical layer authentication is degraded significantly due to the large variation in the channel
amplitude over time. In contrast with the temporal variation of channel amplitude, the mul-
tipath delay spread is relatively stationary over long time intervals [18]. More importantly,
multipath delay spread profiles also represent the distinct properties of the wireless channels,
which can be exploited to distinguish between spatially separated users.

In this Chapter, a novel physical layer authentication enhancement scheme is proposed by
integrating additional multipath delay characteristics of wireless channels into the CIR-based
physical layer authentication framework. In order to simplify the decision rule for authentica-
tion, a two-dimensional quantization method is developed to preprocess the channel variations.
More specifically, two one-bit quantizers are used to quantize the temporal channel variations
in the dimensions of channel amplitude and path delay, respectively. Under a simple hypothe-
sis testing, a new test statistic is developed based on the sum of outputs of the two quantizers.
For performance analysis, theoretical FAR and PD are defined based on the developed test
statistic, and their closed-form expressions are derived as well. In order to evaluate the perfor-
mance of the proposed scheme, Monte-Carlo method is utilized and the numerical results are
compared with the closed-form derivations. Additionally, an optimization problem is defined

to find the optimal parameters for the proposed authentication technique by using exhaustive

68
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search method in the simulations.

5.1 Introduction

In wireless communications, the broadcast nature of the wireless channels brings significant
challenges for security provisioning between legitimate transmitters and receivers. Spoofing
is one important aspect of security threats, in which adversaries attempt to impersonate the
legitimate transceiver within a network in order to gain illegitimate advantages [1]. In order
to defend systems against spoofing attacks, the receiving end should be equipped with au-
thentication mechanisms which provide systems with the ability of validating the identities of
involved transmitting users. Traditionally, authentication mechanisms are accomplished by ex-
changing secret keys between authorized users, and the keys are generated based on complex
mathematical calculations. However, the computational complexity causes a practical prob-
lem associated with key distribution and scalability. Additionally, traditional authentication
techniques rely solely on the upper layers of the open systems interconnection (OSI) network
model, thereby the lack of physical layer protection makes them vulnerable against adversaries.
In order to address these shortcomings of the traditional authentication mechanisms, physical
layer authentication is emerging as a new promising technique by exploiting the physical link
properties to provide additional security protection [2].

The fundamental principle behind physical layer authentication is to exploit the channel
characteristics such as channel reciprocity, spatial decorrelation and temporal correlation, in
order to discriminate between transmitters placed at different positions. A variety of physical
layer authentication schemes have been proposed in [3, 8—12, 34, 53, 103, 104] by exploiting
the properties of wireless channels under various system models and different assumptions of
the available knowledge of channel state information (CSI). In order to achieve authentica-
tion schemes which are applicable in practical systems, these approaches have also taken into
account the environmental changes and/or the mobility of terminals in their design. The re-
sults presented in the literature have shown performance effectiveness of spoofing detection for
various cases.

In Chapter 3, we developed a robust physical layer authentication scheme by exploiting
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the inherent properties of CIR under a time-varying multipath fading channel. Nevertheless,
in high mobility environments, the performance of spoofing detection is degraded significantly
due to the fast variations in the channel amplitude over time. In contrast with the temporal
variation of channel amplitude, another characterization of wireless channels, i.e., the mul-
tipath delay spread, is relatively stationary over long time intervals [18]. More importantly,
multipath delay spread profiles are distinct from one location to another if the locations are
spatially separated. In [105], an enhanced physical layer authentication scheme was proposed
by integrating the multipath delay characteristics into the channel-based authentication frame-
work. As in [105], each channel amplitude and path delay was quantized, respectively, into
multiple number of levels in order to reduce the impact of rapid channel variation. However,
the use of multi-level quantization increases the computational complexity. Moreover, the other
shortcoming of the method proposed in [105] is its non-robust performance in the case of large
channel variations. Particularly, this approach exploits the total difference between quantized
channel realizations (i.e., channel amplitude and delay) over two consecutive time intervals.
However, large channel variation induced by the movement of terminals and environmental
changes contributes the major part of the channel difference, which results in a non-robust

decision-making for authentication.

In this Chapter, we propose a novel channel-based physical layer authentication enhance-
ment scheme by exploiting the inherent properties of channel amplitude and multipath time
delay spread. Due to the temporal correlation and spatial decorrelation of multipath channels,
the variations of channel amplitude and time delay are exploited to discriminate between the
legitimate transmitter and the spoofer. In order to simplify the decision rule for authentication,
a two-dimensional quantization algorithm is developed to preprocess the channel variations.
Particularly, two one-bit quantizers are used on the difference of adjacent channel amplitudes
over time and the difference between two successive time intervals of path delays, respectively.
Under a simple hypothesis testing, a new test statistic is developed based on the outputs of the
two one-bit quantizers. For performance analysis, the closed-form expressions for FAR and
PD are derived. The performance of the proposed scheme is validated in the simulations. In
order to find optimal parameters that satisfying our optimization problem, exhaustive search

method is utilized in the simulations.
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The rest of this Chapter is organized as follows: In Section 5.2, we provide the channel
model of the proposed authentication system, and a simple hypothesis testing based on a two-
dimensional quantization is described as well. Based on the developed authentication model,
the performance of the two-dimensional quantization scheme is analyzed under two hypotheses
in Section 5.3. The closed-form expressions for FAR and PD are derived in Section 5.4, and an
optimization problem is defined as well. In order to verify the statistical analysis, a benchmark
method is introduced and then numerical results are illustrated in Section 5.5. Lastly, this paper

is summarized in Section 5.6.

5.2 System Model

In our scenario, we consider the ubiquitous “Alice-Bob-Eve” model, where Eve serves
as a spoofer attempting to impersonate the legitimate transmitter Alice and inject messages
into the legitimate transmission from Alice to the intended receiver Bob. We assume that
two messages are received by Bob at two successive time slots. The first message is sent
from Alice while the second message is sent from an uncertain transmitter Alice or Eve. The
objective of physical layer authentication is exploiting the physical layer information obtained
by Bob to determine if the second message 1is still sent from Alice. Suppose Alice, Bob and
Eve are geographically located at different positions. According to propagation theory [32],
the characteristics of the propagation channel between Alice and Bob is independent of that of
the channel between Eve and Bob due to the rapid spatial decorrelation. Additionally, in real
mobile radio environments, the wireless channel is varying significantly with time. However,
the channel parameters, such as channel coefficient and path delays, vary slowly on a symbol-
by-symbol basis. In other words, the channel coefficient and path delay are highly correlated
to their counterparts at adjacent time instant, respectively. Therefore, this spatial decorrelation
and temporal correlation properties of wireless channels can be used to distinguish Alice from
Eve.

Next, a time-varying multipath channel model is first introduced, and then the temporal
channel variation is modeled on a symbol-by-symbol basis. Additionally, we assume that only

noisy version of CSI is available at Bob and it can be obtained using various channel estimation
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Figure 5.1: Channel model and channel variations in the dimensions of amplitude and time
delay.

techniques [106]. The modeling of channel estimates is described, and a binary hypothesis is

built based on a two dimensional quantization method.

5.2.1 Channel Model and Variations

Figure 5.1 shows our multipath channel model consisting of time-varying amplitude and
propagation delay. It is a discrete-time representation of the CIR model of a time-varying
multipath channel [107]. More specifically, the discrete-time CIR can be modeled as a su-
perposition of a certain number of paths, each characterized by its amplitude and delay, that
a -1
c(n,7) = > h(md(x = Ti(n), (5.1)

1=0
where L is the total number of channel paths; 4, is the complex channel amplitude for the /th
path; 7 is the delay spread index, and 7; is the corresponding propagation delay with 7y < 71 <
-++ < T1r_1. 6(-) 1s the Dirac delta function. In a Rayleigh fading channel, the channel coefficient

h; can be modeled as a complex Gaussian random variable with zero mean and variance O'il.
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The paths are assumed to be statistically independent, and the average power is normalized,
L-1

2 2 2

ie., Z O'il = 1. For simplifying the analysis, we assume that 0'%10 =0, = =0, =0

1=0
Moreover, the propagation delay is described by Poisson process that models the arrival
times of multipath components. Thus, the time interval between each pair of adjacent delays

has an exponential distribution with parameter A, which is defined by
dn)=t(n)-7t_y(n), i=1,2,...,L—1. 5.2)

It is important to note that the random variables {d;, d,, - - - ,d;} are assumed to be statistically
independent to each other.

In real mobile radio environments, the temporal channel variation varies slowly on a symbol-
by-symbol basis, although the motion of scatterers and terminals in the signal propagation en-
vironment results in time-varying multipath channels. In other words, the channel coefficients
and propagation delays have the characteristics of high temporal correlation. Mathematically,
the temporal variation of the channel coefficient 4; can be well described by an autoregressive

model of order 1 (AR-1) [34], which is expressed by

h(n+ 1) = Chy(n) + J(1 = P)ou(n), (5.3)

where the AR coefficient { represents the correlation of two successive CIRs; and u is a zero-
mean complex Gaussian random variable with variance one, which is independent of 4.
Additionally, the temporal variation between adjacent propagation delays has not yet been
statistically studied to the best of our knowledge. In this Chapter, considering the distribution
of the interval between two time delays (which is exponentially distributed), we first model
the ith time interval d; defined in equation (5.2) as a sum of the squares of two independent

normally distributed random variables. That is,
di(n) = (dr () + (d1(n))?, (5.4)

where dg; and d;; are two independent normal random variables with mean zero and equal vari-

ance 02, i.e., dg;, d;; ~ N(0,03). Therefore, d; has an exponential distribution with parameter
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A= 2373, 1.e., d; ~ Exp(ijé).

Based on the developed model of the time interval d; in equation (5.4), the time-variant
propagation delay can be simply described by using the autoregressive models to model the
two independent random variables dg; and d;;. More specifically, the AR-1 model is also

employed here to describe the temporal process of dg; and d;;, respectively. Mathematically,

they are formulated by

dri(n+ 1) = pdri(n) + /(1 = pP)ove(n), (5.5)

and

dri(n+1) = pdp(n) + \/(1 - 102)0'?1\/1(”)- (5.6)

where p is an AR coefficient. v¢ and v; are two independent zero-mean complex Gaussian

random variables with equal variance one, which are independent of dg; and d ;.

5.2.2 Channel Estimates

In our scenario, we assume that only noisy version of CIR is available at Bob. Bob can
obtain estimated CIR from the received messages based on channel estimation techniques.
According to our channel model, a channel vector is obtained at Bob that consists of L in-
dependent channel coefficients {h;,/ = 0,1,...,L — 1} and L — 1 independent time intervals
{di,i=1,2,...,L—1}.

To model the channel coefficient estimates at time instant n, we assume each channel co-
efficient is corrupted by an additive complex Gaussian noise. Thus, the /th channel coefficient

estimate fz, is formulated as a sum of its actual value and a noise component. That is,
h(n) £ hy(n) +w(n), 1=0,1,...,L—1. (5.7)

where w is the complex Gaussian noise with mean zero and variance 0.

Moreover, using the same modeling of the time interval in equation (5.4), the time interval
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estimate at time instant n can be expressed by
di(n) & (dp(m) + (dr(m)?,  i=12,....L- 1 (5.8)

where dg; and d;; are the estimation versions corresponding to dg; and d;;, respectively. Con-

sidering the contributions of estimation errors, ch,,- and cfl,,- are modeled by
dri(n) £ dg(n) + wgi(n), (3.9

and

631,1'(”) 2 di(n) + wii(n), (5.10)

where wg; and wy; are independent estimation errors that are both normally distributed with

mean zero and equal variance é Since dg; and d;; are two independent normal random

variables, it can be concluded that the sum of two independent normal random variables C?R,l-

and cfl,,- are also independent normally distributed with mean zero and variance ofl + oﬁ, /2,

ie., dpidp; ~ N(O, o2 + 02,/2). Therefore, the distribution of the time interval estimate d:
1 . 5

can be derived, which has an exponential distribution with parameter A’ = 3707, Le., d, ~
d w

1

In our scenario, the received message at Bob is either from the legitimate transmitter Alice
or the spoofer Eve. As noted, the channel estimate from the previous received message is
confirmed by Bob, which is achieved from the legitimate link. In order to distinguish Alice

from Eve in the following sections, we define the subscripts “A” and “E” to represent the

different transmitters Alice and Eve throughout this Chapter.

5.2.3 Hypothesis Testing based on 2-D Quantization

In this subsection, our proposed physical layer authentication scheme is formulated as a
simple hypothesis testing problem, where a two-dimensional quantization approach is devel-
oped to simplify the decision rule for authentication. Specifically, two one-bit quantizers are
utilized to quantize the differences between adjacent channel realizations in the dimensions of

channel amplitude and time intervals. Mathematically, two random variables S7 and S are



76 CHAPTER 5. CIR-BASED AUTHENTICATION ENHANCEMENT USING 2-D QUANTIZATION

defined as the sum of outputs of one-bit quantizers Qr and Q, respectively. That is,

L-1
Sr2 > O, (5.11)
=0
and
L-1
S, 2 Z 0z, (5.12)
i=1
where
Ory QT[m(n F1)- izA,,<n)|2]
0, |Tin+1)—ham) < 6r,
1, otherwise,
(5.13)
and
Oz = Q7 |Zi(n+1) - C/Z\A,i(n)l
0, |Zin+1)=ds(n) <6z
1, otherwise.
(5.14)

Herein, Q7[X] and Qz[X] are two one-bit quantizers. For the /th component, Q7[X] produces
Or,; = 1 if input argument X is larger than a threshold 67, otherwise O7; = 0. Similarly, for
the ith time interval, Qz[X] produces Oz; = 1 if X is larger than a threshold 6, otherwise
Oz; = 0. The two thresholds 67 and 6 have positive values. Thus, the values of S and Sz can
be easily determined, respectively, i.e., 0 < S7 < Land 0 < §; < L — 1. Moreover, T)(n + 1)

and Z;(n + 1) are the current estimated channel coefficient and time interval from the legitimate
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or spoofing link, while izA,,(n) and c?A,i(n) are their counterparts achieved previously from the
legitimate link.
Based on the developed two-dimensional quantization scheme, an authentication decision

is made under a simple binary hypothesis testing. That is,

Hy:S éST-l-SzSI(
H :S=Sr+S5;>K,

(5.15)

where S is the sum of the values of St and S, and K is a non-negative integer between 0
and (2L — 1). Hy, the null hypothesis, stands for Alice as the claimant, while the alternative

hypothesis, H;, means the terminal is Eve.

5.3 Statistical Analysis of 2-D Quantization under Two Hy-

potheses

In this section, the proposed two-dimensional quantization scheme is statistically analyzed
under a binary hypothesis testing. In order to achieve the distributions of the outputs of two
binary quantizers under two hypotheses, we first need to find the distributions of the two quan-

tizer inputs.

5.3.1 Under Hypothesis H

Under hypothesis Hy, the current channel measurements at Bob are still achieved from the
legitimate link. Accordingly, the inputs to the two quantizers given in (5.13) and (5.14) are

expressed, respectively, by
Aty % lhagn + 1) = hay(m)P, (5.16)
and

Az 2 dai(n+ 1) = dy(n). (5.17)
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To achieve the distribution of random variable A7z y,, we first derive the distribution of input

argument of the absolute square operator in (5.16). It is defined by

Ahpp 2 hay(n+ 1) = hay(n)

= (¢ = Dhay(m) + \J(1 = 2oy u(n)

+wi(n+ 1) —wi(n). (5.18)

Since random variables /4, w; and u have complex Gaussian distribution with mean zero,
Ah44 has zero-mean complex Gaussian distribution with variance 2(1 — ¢ )O'iA +202. Conse-

quently, the absolute square of Ak, follows exponential distribution, that is

(5.19)

Ari, = Whaal? ~ Exp )
i = ARl B 07 v 202

Similarly, in order to achieve the distribution of Az y,, we first define the input argument of

the absolute value operator in equation (5.17) as Ad4 and derive its distribution. That is,

Adag 2 dyi(n+ 1) = dy(n)
= (dagi(n+ 1)) + (dasi(n + 1)) = (dari())* = (dasi(n))?

= (dygi(n + 1) = dygi(n)) X (dagi(n + 1) + dy g (1))

G G
+ (dasi(n+ 1) = dy () X (dagi(n+ 1) + dy (). (5.20)
G3 Gy

Since d4 g; and d, ;; are two independent normal random variables with mean zero and variance
0'5 + O'EV/Z, random variables G, G,, G3 and G4 have zero-mean normal distribution with
. . 2 2 2 2 . . . .
difference variances TG 06,0 06, and TG, respectively. Based on the expressions given in
equations (5.5), (5.6), (5.9) and (5.10), the variances o, , 0¢, . 0, and o, can be derived,

respectively, by

0o, =06, =205 (1—p)+ 0o, (5.21)
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and

0, = 0g, =205, (1+p)+ 0. (5.22)

As dy g;and dy ;; are normally distributed with zero mean and same variance, we can obtain
that the expectations E{G, - G,} and E{Gj3 - G4} are both zeros. Additionally, it is noticed that
the correlation coefficient between random variables G and G, is equal to that between G5 and
G4. Using E{G - G,} = E{G3 - G4} = 0, it is concluded that G, G,, G3 and G4 are independent

from each other.

Using the variances of G, G,, G; and G4 derived in equations (5.21) and (5.22), the func-

tion Ada4 1n equation (5.20) can be further expressed by

AdAA:G1'G2+G3'G4

= 40! (1= p) + 402 o2 + o

[ Gy G,
X X
\/ZO'LZIA(I -p)+ 02 \/ZO'LZIA(I +p)+ 02
X1 X3

G G

+ 3 x 4 . (5.23)
(2R d=p+as (202 d+p+a?
X3 X3

Note that X;, X, X3 and X, are four independent Gaussian random variables with mean
zero and variance one. Based on the distribution given in [108, eq.(6.5)], the probability density

function (PDF) of random variable X; X, + X3X4 can be derived by

S

1
Sxixxx, (X) = Ee_ = (5.24)

Using the distribution given in equation (5.24), we can conclude that Ad,4 has a Laplace
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distribution, and the absolute of Ads4 follows exponential distribution. That is,

Adyy ~ Laplace(0, \JAch (1 = p) + 407 02 + ), (5.25)

w

and

1
Aty = Adaa] ~ Exp( ) (5.26)
\/4agA(1 —p?) + 402 o2 + ot

To sum up, under hypothesis Hy, random variables Ay g, and Azp, are both exponentially

distritbuted with different parameters. That is,

Ags ~ Exp( (5.27)

2(1 — {)O'iA + 2072, )’

1
Aty ~ Exp( ) (5.28)
\/40'3A(1 ~p?) +4o 0% + 0

Based on the obtained distributions in equations (5.27) and (5.28), under hypothesis Hy,

the probabilities that two quantizers have one output value can be derived, respectively, by

Pra, 2 P(Qr[ITi(n + 1) = ha (m)I*] = 11Hp)

= P(Ar g, > 0r)
o7

T2 a2
e 2=y 205, i (5.29)
and

Pz, £ P(Qz[1Zi(n + 1) = dyi(m)I*] = 1|Ho)

= P(Azn, > 02)
A

—e ‘\/4(T$A(l—p2)+4(rtzlA {raﬁro‘i, ) (530)

Consequently, the probabilities that two quantizers have zero output values can be ex-
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pressed as well, respectively, by

P(QOr[ITy(n + 1)~y (n)*1=0]Hy)

= I—PT7H0
or

= e M (5.31)

and

P(Oz[|Zi(n + 1)~d, i(n)]*]=0]Hp)

:1_PZ,H0

A

— 1 —e ‘\/40'2A(1—p2)+4(r(21A(r‘2¢,+(rﬁ, ) (532)

5.3.2 Under Hypothesis H,

Under hypothesis H;, the current received signal at Bob is from the spoofer Eve. First of
all, we also define two new random variables to express the differences of successive channel

coeflicients and time intervals, respectively. That is,

Aray % Vg + 1) = ha ()P, (5.33)
and

Azm = |62E,i(n +1) - C?A,i(n)L (5.34)

where lAzE,, is denoted as the /th channel coeflicient from Eve, and c?E,,- is the ith time interval

estimate from Eve.

To achieve the distribution of A7 y,, we first derive the distribution of the input argument
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of the absolute square operator in (5.33). It is defined by

Ahga 2 hey(n+ 1) = hy(n)

=hg,(n+1)—=hay(n) +win+1)—win). (5.35)

since hg, ha; and w; are independent zero mean complex Gaussian random variables, Ahgy

2

also has zero mean complex Gaussian distribution with variance o, + o2

2
i T 207, Thus, we

can easily obtain that the square absolute of Ahg follows exponential distribution, that is,

2

1
Ary = |AhgsP ~ E ( ) 5.36
T,H, |Ahgal Xp o2 N O_iA N 20'& ( )

Similarly, in order to achieve the distribution of Ay, , we first define the input argument of

the absolute value operator in equation (5.34) as Adg and derive its distribution. That is,

Adgs = C?E,i(n +1) - C?A,i(n)
=dypin+ 1) +dy, (n+ 1) —dj p,(n) — d5 ; ,(n)
= (dpgi(n + 1) = dagi(n)) X (degi(n + 1) + dy g (1))

+ (dei(n+ 1) = da i (0) X (dei(n + 1) + da (1)), (5.37)

since cfE,i and cfA,l- are independent exponential random variables, we can obtain the distribu-
tion of Adg, based on the results in subsection 5.3.1. Hence, the absolute of Adg4 also has

exponential distribution, that is,

: )
2 2 2 )
O'dE+O' + 0,

Azn, = |Adgal ~ EXP(
da

(5.38)

To sum up, under hypothesis H;, the absolute square of difference of channel coefficients

and the absolute of difference of time intervals are both exponentially distritbuted with different
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parameters. That is,

1

Az ~Ex ( ) 5.39
LH P O'iE + O'iA + 202 ( )

1
Ay ~Ex ( ) 5.40
#Hh P a‘fiE + O'ZA +02 (5.40)

Using the achieved results in equations (5.39) and (5.40), under hypothesis H;, the proba-

bilities that two quantizers have one output values can be derived, respectively, by

Pry, 2 P(Qr[ITi(n + 1) = ha (m)I*] = 11H))

= P(hg(n + 1) = ha (n)* > 67)

or

o2 102 4202,
=e T (5.41)
and
Pzu, = P(Q|Zi(n + 1) — da(m)*] = 1|H))
= P(ldgi(n + 1) — dai(n)| > 67)
_ 9z
2 402 4ol
=e "0 (5.42)

Consequently, the probabilities that two quantizers have zero output values can be ex-

pressed, respectively, by

P(QOr[ITi(n + 1)=ha,()1=11H))

:1_PT,H]

Sr
2 2 2
(rhE +(rhA +207,

=1-e

(5.43)
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and

P(OZ1|Zi(n + 1)~dy (n)*]=1|H))

= 1 _PZ,H1
o7

—(7'2 +02 402,
=1—e U, (5.44)

5.4 Performance Analysis for Authentication

In this section, the performance in terms of FAR and PD are analyzed and their closed-form
expressions are derived as well. In order to find optimal parameters, an optimization problem

is defined and the optimal values are obtained by using exhaustive search method.

5.4.1 Derivation of FAR and PD

To analyze the authentication performance, we define FAR and PD based on our defined
binary hypothesis testing given in (5.15). In particular, FAR and PD are defined, respectively,
by

PfaéP(S >K|H0)
=P =K+1lorS=K+2o0r ---S =2L-1|Hy)
=P(S =K+ 1|Hy) + P(S = K + 2|Hy)

+---+ P(S = 2L — 1|Hy)
2L—-1
= > P(S = kiH), (5.45)

k=K+1
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and

PdéP(S >K|H1)
=1-P(S <K|H))
=1-PS =00rS =10r --- § =K|Hy)

:I—P@:OWQ+HS:HHQ

+ -+ P(S :KlHl)]

K
:I—EJHS:MHQ (5.46)
k=0

In order to derive FAR and PD shown in equations (5.45) and (5.46), we can use the results
given in equations (A.3) and (A.4) from Appendix A. In our case, the probabilities Py and P in
equations (A.3) and (A.4) are expressed based on different equations under the two hypotheses
Hp and H,. In particular, Pr g, and Py, in equations (5.29) and (5.30) are used in the derivation

of FAR, while Pr g, and Py, in (5.41) and (5.42) are used in the derivation of PD.

According to Appendix A, we also consider two cases for the derivations of FAR and PD
based on different value of K. Specifically, in the case that K is smaller than L — 1, the FAR

and PD can be further derived, respectively, by

2L-1
Pra= ) P(S = kiHy)
k=K+1
L-1 2L-1
= > P(S =KlHy) + ) P(S = kiHy)
k=K+1 k=L
L-1 &k
L
= Z ( )(PT,HO)V(l — Pr)"
k=K+1 v=0 v
L-1 -v —1-k+v
X ( ey Pz (1 = Prpg)
2L-1 L-1 L
DI V)(PT,HO)k‘V<1 = Pr)" ™
k=L v=k-L
L-1 .
X ( (Pzp) (1 = Pz )™, (5.47)

1%
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and

K
P,=1 —ZP(S = k|H))

K k&
=1-) Z(V)@THJ (1= Pry)-"

k=0 v=0

L -
(k )(PZHl k V(l _ PZHl)L 1- k+v (548)

< —

Additionally, when K is equal or larger than L — 1, the closed-form expressions for the FAR

and PD are expressed, respectively, by

20-1
Pra= > P(S = klHy)
k=K+1
o
= ( I )(P ) (1 = Prg )
KRl veter TV
L-1 v L-1-v
X v (PZ,H()) (1 - PZ,H()) ’ (549)
and
K

Py=1- ZP(S kIH))

k=0
L-1
1> P = kit + ZP(S KD
k=0 k=L
L-1 k
=1-{ Z( )(PT,HJV(l = Pra)"
k=0 v=0 4
L - kv L—1—k+v
X k— (PZ,Hl) (1-Pzm)
1 L k v L—k+v
+ i (PTH1 (1 = Prm)
k=L v=

L
x( )(sz) (1= Pyy)t " } (5.50)
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5.4.2 Parameter Optimization

As it can be seen from the derived equations of FAR and PD in subsection 5.4.1, we need to
choose the parameters properly so that a high PD and low FAR can be achieved simultaneously.
Towards this goal, the objective is to find the values of 67, 6, and K which maximize the
PD subject to a false alarm constraint at the receiver Bob. Mathematically, our optimization

problem can be expressed by

max P,
subject to Py, <6
07,0720

0<K<2L-1, (5.51)

where 6 is a constant value between 0 and 1. Generally, FAR Py, is normally set below 0.1 for
secure wireless communications. Two subfigures in Fig. 5.2 show the PD and FAR, respec-
tively, under various threshold values of 67 and ¢, where the value of threshold K is fixed. As
it can be seen from this figure, PD and FAR are both increasing when the values of 67 and 67
decrease. Therefore, we can first fix the value of 6, the optimal values 6%, ¢, and K* can be

found by using exhaustive search method in the simulations.

5.5 Benchmark Method and Simulation Results

In this section, in order to evaluate the proposed scheme, a benchmark method is developed
and its performance in detecting spoofers is analyzed as well. For achieving optimized per-
formance in spoofing detection, exhaustive search method is used to find the optimal values of
parameters in the simulations. Additionally, numerical results are given to verify the theoretical

analysis and show the effectiveness of the proposed authentication scheme.
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FAR

Figure 5.2: Probability of detection and false alarm rate under various threshold values of o7
and 6z, respectively.
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5.5.1 Performance Analysis for Benchmark Method

In this subsection, a benchmark scheme is developed for performance comparison in spoof-
ing detection. The benchmark method is also formulated as a binary hypothesis testing prob-
lem. Mathematically, a test statistic for the benchmark scheme is developed based only on the

difference of adjacent channel coefficients, that is,

L-1
Sst ). Ouy, (5.52)
=0
where

O,

Q$nm+n—aﬁmﬂ

0, |T/n+1)—hy )P < 63,

1, otherwise,

(5.53)

Similarly, Qp[X] is an one-bit quantizer that produces Og; = 1 if X is larger than a threshold
0, otherwise Op; = 0. Based on the developed test statistic, an authentication decision is made

under a binary hypothesis testing, that is,

H()ZSBSKB
H]ISB>KB,

(5.54)

where Kj is a threshold of the decision making for authentication in the benchmark scheme,
and it is a non-negative integer between 0 and L. H,, the null hypothesis, stands for Alice as

the claimant, while the alternative hypothesis, H;, means the terminal is Eve.

Based on the derived distributions in equations (5.27) and (5.39), under the two hypotheses,
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the probabilities that the quantizer Qp[-] has one output value can be derived, respectively, by

Py, 2 P(Q3[IT/(n + 1) — i} (n)*] = 1|Hy)

= P(|h(n + 1) = B} (n)]* > 67)
op

T -0 1202
e 2(1 ()(rhAJrZ(rw’ (555)
and

Py, = P(Q3[IT(n + 1) — f(n)P*] = 1|H))

= P(lhf(n + 1) = i} )|* > 67)
_ B

—e D'%E +0‘%A +20‘%, . (5 .56)

Consequently, under the two hypotheses, the probabilities that the quantizer has zero output

values can be expressed, respectively, by

P(Q[IT,(n + 1) = i (n)*] = O[Ho)

= 1 _PB,H()
op

— 1 _ 6_2(1—()U%A+20%, , (557)
and

P(Q3[|Ti(n + 1) — K (n)I*] = O|H))

ZI_PB,HI

op
0 2

1 — e TheTh (5.58)

By using the derived result (A.1) in Appendix A, PD and FAR are defined and derived,
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respectively, by

P, = P(A > 55|Hp)

L
= > P(A =kHy)
k=Kp+1
LoL
=y (k)(PB,HO)"(l—PB,HO>L-k, (5.59)
k=Kp+1

and

£ P(A > §3|H))

~
&
|

L
> P(A = kiH))
k=Kp+1
5 (L
= > (k)(PB,H])k(l—PB,H])L-k. (5.60)

k:KB+1

In order to achieve optimized performance, the optimal values of 63 and K can be deter-
mined by maximizing the PD subject to a false alarm constraint at Bob. Mathematically, the

optimization problem corresponding to the benchmark method can be expressed by

max P,

subject to Py, <6

0<Kp<L. (5.61)

The optimal values of 65 and Kj, i.e., 0, and K}, can be found as well by using exhaustive

search method in the simulations.

5.5.2 Numerical results

In this subsection, numerical simulations are used to verify the effectiveness of the pro-

posed authentication scheme, and the performance of the proposed scheme is compared with



92 CHAPTER 5. CIR-BASED AUTHENTICATION ENHANCEMENT USING 2-D QUANTIZATION

Table 5.1: Optimal values of parameters under different values of ¢

; SNR=5dB SNR=10dB

S | o, | 6, |[K[Ky| 67 | 6, | 6 | K |K,
001|254 (361|244 1 | 1 |1.04[180[096] 1 | 1
002230 (326219 1 | 1 |094[1.65[086| 1 | 1
003|214 (315[203 | 1 | 1 |087|1.61|080| 1 | 1
004 (205294192 1 | 1 [083]154[076] 1 | 1
005|194 (298|184 1 | 1 |081|143/072] 1 | 1
006|193 (263|177 1 | 1 |079]136[070| 1 | 1
007 | 1.84 (269|171 1 | 1 |076]135[067| 1 | 1
008 1.79 (262165 1 | 1 |075|128[065] 1 | 1
009 1.78 (243|161 | 1 | 1 |073[126[063] 1 | 1
01 | 170 (253156 1 | 1 [070| 128 [1.09| 1 | 0

that of the benchmark method. In order to study the effect of propagation delays in authenti-
cation performance, we assume that the two correlation coeflicients are £ = 0.8 and p = 0.99
throughout the simulations. Additionally, the number of channel paths L is fixed to be 5. For
Monte-Carlo experiments, 10° independent trails are used to obtain the average results.

We first use the exhaustive search method to find the optimal values of parameters based on
the optimization problems defined in (5.51) and (5.61), respectively. Table 5.1 and Table 5.2
show the optimal values of different thresholds under various values of # and SNR, respectively.
As it can be seen from the two tables, the optimal values are varying under different 6 and
SNRs. In table 5.1, it indicates that the optimal values 67, ¢, and ¢} gradually decrease when
the value of 6 becomes larger. From Table 5.2, the values of 67, ¢7, and ¢ are also decreasing
when SNR increases. As observed in Table 5.1 and Table 5.2, optimal value K* is always 1
while the value of K, becomes smaller at lager 6§ or SNR.

Figure 5.3 illustrates the FAR for different values of 6 under the correspondingly calculated
optimal values of thresholds. As for the proposed and benchmark schemes, the values of FAR
is approximately equal to the values of 6, as it was expected. In Figure 5.4, it shows the FAR
versus different SNRs based on the correspondingly optimized threshold values. As expected,
the value of FAR is approximately equal to # when SNR value is changing. Figures 5.3 and 5.4
indicate that the PD is maximized while the false alarm constraint is approximately met with
equality.

Figure 5.5 shows the PD versus various values of 8 under two different SNRs. As expected,
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Table 5.2: Optimal values of parameters under different SNRs

6 = 0.05 6=0.1

SNRUB) T 5 TR (K| & [ & [ 5, [KK,
4 239339 (226 1 | 1 2092901921 | 1
6 1.64 (236|150 | 1 | 1 |1.40 218|128 1 | 1
8 112186 1.03| 1 | 1 | 099158087 1 | 1
10 [081[143[072| 1| 1 [070[1.28[1.09| 1 | 0
12 (059123095 1 |0 |053[1.02/080 | 1 | 0
14  [0461.05[074| 1 | 0 |042[085]062] 1 | O
16 038091060 1 |0 |033[081]051| 1] 0
18 [033]/082[052| 1 [0 |029[071]044] 10
20 |030[075/046| 1 | 0 [027/063[039| 1 | 0

the derived close-form expressions of PD are overlapping with the Monte-Carlo simulation
results. As it can be seen from this figure, the proposed scheme outperforms the benchmark
method. When the value of 6 is fixed to be 0.1 and SNR is 10 dB, the probability of spoof-
ing detection can reach to 0.65 in the proposed scheme that is 0.06 higher than that of the
benchmark method.

In Figure 5.6, the PD is plotted for various SNRs under two different values of 6. The
closed-form expressions of the proposed and benchmark schemes are overlapping with the
Monte-Carlo simulation results, respectively. As observed, the proposed scheme outperforms
the benchmark method especially at higher SNRs. Additionally, the performance in the case of

6 = 0.1 is better than that under 8 = 0.05, which can also be concluded from Figure 5.5.

5.6 Summary

In this Chapter, a novel channel-based physical layer authentication enhancement scheme
has been proposed by exploiting the inherent two-dimensional properties of multipath fading
channels. Specifically, the characteristics of channel amplitude and multipath time delay spread
are integrated in order to enhance the authentication performance in the presence of spoofers.
A two dimensional quantization algorithm has been proposed to preprocess the channel vari-
ations. Particularly, two one-bit quantizers were adopted to quantize the temporal channel

variations in the dimensions of channel amplitude and time delay, respectively. By exploiting



94 CHAPTER 5. CIR-BASED AUTHENTICATION ENHANCEMENT USING 2-D QUANTIZATION
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Figure 5.3: False alarm rate versus different values of 6 under the optimized threshold values.
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Figure 5.4: False alarm rate versus different SNRs under the optimized threshold values.
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Figure 5.5: Probability of detection versus different values of § under the comparison of theory
and Monte Carlo.
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Figure 5.6: Probability of detection versus different SNRs under the comparison of theory and
Monte Carlo.
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the one-bit quantizers, the proposed authentication scheme has been formulated as a simpler
hypothesis testing problem. For performance analysis, FAR and PD have been defined and
their closed-form expressions have been derived as well. To assess the performance of the
proposed authentication scheme, Monte-Carlo method has been used and the numerical results
were compared with the theoretical derivations. Additionally, the optimal parameters of the

proposed authentication technique were determined by utilizing exhaustive search method.



Chapter 6

Channel-based Authentication
Enhancement Using AF Cooperative

Relays

Traditional channel-based physical layer authentication techniques suffer from the prob-
lem of unreliable spoofing detection at low SNR. To address this issue, we propose a novel
physical layer authentication scheme by exploiting the advantages of AF cooperative relaying
in this Chapter. The essence of proposed scheme is to select the best relay among multiple
AF relays, such that legitimate transmitter would experience better channel conditions than a
spoofer. To achieve this goal, two best relay selection schemes are developed by maximizing
the SNR ratios of the legitimate link to the spoofing link at the destination and relays, respec-
tively. In the sequel, we derive closed-form expressions for the outage probabilities of effective
SNR ratios at the destination. Additionally, our proposed authentication scheme is formulated
as a hypothesis testing problem in order to discriminate the legitimate transmitter from the
spoofer. A new test statistic is developed based on normalized channel difference between two
adjacent end-to-end channel estimates at the destination. The performance of the proposed
authentication scheme is compared with that of a direct transmission scheme. According to
numerical results, the proposed scheme outperforms the benchmark method in terms of outage

and spoofing detection.

99
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6.1 Introduction

One major objective of information security is to protect information and systems from var-
ious malicious attacks. Authentication is a critical aspect of information security, which pro-
vides the process of verifying the identity of transmitters to prevent against spoofing attacks. In
wireless communications, spoofing attack is one of the most serious security threats due to the
absence of physical connections between a transmitter-receiver pair [19]. In order to address
this issue, traditional cryptographic techniques have been established based on the exchange
of secret keys between legitimate users. Generally, cryptographic algorithms are designed by
relying on the computational hardness of mathematical functions. However, the computational
complexity leads to a practical issue associated with key distribution and scalability. Addi-
tionally, traditional authentication approaches have been developed mainly based on the higher
layers of protocol stack, which are vulnerable against adversaries due to the lack of physical
layer protection. Due to these shortcomings, physical layer authentication has attracted signif-
icant attention in recent years, which is emerging as a new promising paradigm by exploiting

the inherent characteristics of wireless channels for additional security protection [102].

A variety of channel-based physical layer authentication schemes has been proposed in the
literature [8—10, 34, 104] by comparing adjacent channel estimates under a binary hypothesis
testing in order to discriminate legitimate transmitter from potential adversaries. However,
the detection performance of traditional channel-based physical layer authentication mecha-
nisms is severely degraded under low SNR condition. In order to overcome this issue, multiple
antenna techniques have been utilized [53]. By using multiple antennas, the dimension of sig-
nal space is increased, which in turn, results in improvements in authentication performance.
However, as a result of cost and size limitations of multiple antennas, these scenarios are rarely

implemented in practice.

Alternatively, cooperative relaying is another promising solution to the aforementioned is-
sue of the existing channel-based authentication schemes. It is accomplished via user coopera-
tion at the physical layer, through which signals are allowed to be transmitted between source
and destination with the help of other nodes. Different variety of improving physical layer

security through cooperating relays have been proposed in the literature [72,73,76, 118—126].
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These approaches considered various design problems under different assumptions of CSI.
Exploiting the advantages of cooperative relaying, researchers have showed improvements in
physical layer security in terms of preventing eavesdropping attacks. However, the benefits
of cooperative communications have not yet been fully utilized for physical layer protection
against spoofing attacks to the best of our knowledge. Inspired by previous work that adopted
user cooperation in physical layer security and its promised advantages, we develop a novel

channel-based physical layer authentication scheme using cooperative relays in this Chapter.

Among those aforementioned relay-assisted physical layer security schemes, three cooper-
ative transmission protocols are primarily considered, which are AF, DF and CJ. Specifically,
the AF scheme is designed in which relays simply amplify the source signals and then retrans-
mit them to the destination. In the DF scheme, relays first decode the source signals and then
encode and forward them to the destination. As for the CJ scheme, the source transmits the
data signal while all relays transmit jamming signals to interfere with eavesdroppers. Com-
pared with DF and CJ, the AF relay scheme is more preferable for channel-based physical
layer authentication due to its low-complexity processing at the relay nodes and destination as

well. In this Chapter, we focus on the AF scheme.

Additionally, in order to obtain an efficient and practical physical layer authentication
scheme through cooperative relays, relay selection is of significant importance. It refers to
the process of choosing only one or more than one relay to help transmit messages between
the source and destination. Accordingly, relay selection strategies can be generally classi-
fied into two categories, i.e., multiple-relay selection and single-relay selection. Compared
to the multiple-relay selection, the single-relay selection is preferable in various scenarios
[58,59, 127]. Based on the selection of only one relay out of multiple available ones, single-
relay selection schemes provide the best path between the source and destination. Although
only one relay participates in the cooperative transmission, full order diversity can be achieved
and the overhead is minimized due to orthogonal channels. Among existing best relay selection
strategies for AF relaying systems, the instantaneous end-to-end SNR, which is seen as a well-
defined system parameter, was widely utilized as a relay selection criterion [59]. However,
in resource-constrained systems such as ad-hoc and sensor networks, only partial knowledge

of the channel links is available to nodes. In [127], Krikidis ef al. proposed a relay selection
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algorithm based only on the instantaneous SNR of the channel link between the source and
relays.

In this Chapter, a novel channel-based physical layer authentication scheme is proposed
based on an AF cooperative relaying system. Only one relay out of multiple AF relays is cho-
sen to provide the best end-to-end path between two legitimate end nodes in the presence of
a spoofer. To achieve this goal, two best relay selection schemes are developed based on the
notion of maximizing the instantaneous SNR ratios of the legitimate link to the spoofing link
at the destination and relays, respectively. More specifically, in the first scheme, the best relay
node is selected based on the maximum end-to-end SNR ratio. In order to reduce the computa-
tional complexity and resource consumption, the second scheme is developed based only on the
first-hop instantaneous SNR ratio. For statistical analysis, we derive closed-form expressions
for the outage probabilities of these two effective SNR ratios at the destination, respectively.
Additionally, our proposed authentication scheme is formulated as a binary hypothesis testing
problem, and a new test statistic is developed based on the normalized channel difference be-
tween two adjacent end-to-end channel estimates at the destination. The performance of our
proposed authentication scheme is compared with that of a direct transmission scheme in terms
of outage and spoofing detection.

The rest of this Chapter is organized as follows: In Section 6.2, the system model based
on an AF cooperative relaying is described, and the benchmark scheme is explained as well.
Section 6.3 illustrates the proposed best relay selection schemes. The closed-form expressions
for the two outage probabilities are derived in Section 6.4, and the performance of spoofing de-
tection is analyzed as well. In order to verify the statistical analysis, we illustrate the numerical

results in Section 6.5, and summarize this Chapter in Section 6.6.

6.2 System Model Based on AF Cooperative Relaying

The proposed physical layer authentication using AF cooperative relays is shown in Figure
6.1, which consists of one legitimate transmitter (Alice), one destination (Bob) and M trusted
available relay nodes in the presence of one spoofer (Eve). All nodes are located in spatially

different positions and equipped with single antenna. From Figure 6.1, Alice delivers data
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Figure 6.1: Our cooperative system with multiple relays under the “Alice-Bob-Eve” scenario.
The best relay is selected based on the proposed relay selection schemes.

through the selected best relay to the intended receiver Bob. However, Eve serves as a spoofer
attempting to impersonate the transmission from Alice, and sends spoofing signals to Bob
via the best relay over different time slot. In order to study the performance of physical layer
authentication through cooperative relays, we assume severe channel conditions between Alice
and Bob. Also, we assume that Eve has the knowledge of the transmission protocol between

Alice and Bob.

It is noteworthy to mention that traditional channel-based physical layer authentication is
achieved based on channel temporal correlation in the legitimate link and spatial decorrelation
between the legitimate and spoofing channels. In our scenario, we assume that the spacing

between any nodes is large enough, thereby the wireless links between different nodes are
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independent to each other. Also, the channel coefficient of each single-hop link is highly
correlated over time and the temporal correlation can be described by an autoregressive model
of order 1 (AR-1). Based on these two facts, Eve can be discriminated from Alice at Bob
by comparing current channel estimate with the previous one. Mathematically, traditional
channel-based physical layer authentication scheme can be formulated as a binary hypothesis
testing problem. That is,

Hy : h(n) = h(n - 1)

R R 6.1)
H; : h(n) # h(n - 1),

where H,, the null hypothesis, stands for Alice as the source, while the alternative hypothesis,
H,, means the source is the spoofer Eve. Moreover, fz(n — 1) and IAq(n) are both channel coeffi-

cient estimates at Bob, which are achieved from the previous and current symbols, respectively.

Next, a benchmark scheme is first described, and then our AF cooperative relaying scheme
is explained. Particularly, the direct transmission scheme is employed as the benchmark scheme,
in which the source transmits signals directly to the destination without the help of relays. Ad-
ditionally, the designs of AF schemes can be found in [72,118, 126, 128], however, our system

model and problem description are different from these existing schemes.

6.2.1 Direct Transmission (DT)

In this subsection, the direct transmission (DT) scheme is described as the benchmark
scheme. Specifically, the transmitted signal x with unit power (i.e., E{|x*} = 1 where E{-}
denotes the expectation operator) is received directly by Bob, and the received signals at Bob

from Alice/Eve can be written, respectively, by

Yap = VPa + Prhapx + nyp, (6.2)

and

Yes = VPg + Prhgpx + ngp, (6.3)
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where yap and ygp are the received signals at Bob from Alice and Eve, respectively. Corre-
spondingly, h4p and hgp are actual channel coeflicients of the legitimate and spoofing links, re-
spectively. Over a Rayleigh fading channel, /45 and hzp can be modeled as complex Gaussian
random variables with zero mean and different variances O'i 5 and O'% - respectively. Moreover,
nap and ngpg are zero-mean complex Gaussian noises with equal variance 5'%[. Additionally, Py,

Pg and Py are the transmit powers of Alice, Eve and relays, respectively.

Based on the expressions of the received signals at Bob, the instantaneous SNRs of the

legitimate and spoofing links can be expressed, respectively, by

P4+ Pp)lhagl
mgé( A+ Pr)l ABl, (6.4)

52
Oy

and

(Pg + PR)lhEBlz
g '

(6.5)

YEB

Since the channel coefficients hsp and hgp are both modeled as zero-mean complex Gaussian
random variables with different variances, the corresponding SNRs .5 and ygp are exponen-
tially distributed with different values of parameter A. Herein, A is denoted as the reciprocal
of the averaged SNR. The averaged values of y,5 and ygp can be calculated, respectively, i.e.,

s (Pa+PR)TE, s (Pp+PR)o2,

YAB= T and ygp = P

6.2.2 Amplify-and-Forward (AF)

As it can be seen from Figure 6.1, our AF-based cooperative transmission is conducted in
two stages. In stage one, the source (Alice or Eve) broadcasts signal x to M relays at the first
transmission slot. From different sources Alice/Eve, the received signals at the ith relay R; can

be expressed, respectively, by

\/PAhAR,-x + Nag;» (66)

YAR;

and

Ver, = VPehEr,Xx + ngg,, (6.7)
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where yag, and ygg, are the received signals at relay R; from Alice and Eve, respectively. Cor-
respondingly, hsg, and hgg, are the actual channel coefficients of the links between the relay R;

and Alice/Eve, respectively. The channel coefficients g, and hgg, follow zero-mean complex

2

Gaussian distributions with different variances o7, and U%Ri, respectively. Additionally, n4g,

2

ne

and ngg, represent zero-mean complex Gaussian noises with equal variance o

Consequently, the instantaneous SNRs of the links between the relay R; and different

sources Alice/Eve can be expressed, respectively, by

, Palhagl?
Yar, &~ (6.8)
O-n
and
, Pelher,
Ver & = 6.9)

Herein, the instantaneous SNRs y4x. and ygg. are also exponentially distributed with different
parameters. Accordingly, the averaged values of yg, and ygg, are derived by yag, = PAO'i R, / 0'%

and ygg, = Ppos, /02, respectively.

In stage two, the selected relay forwards the received signal to Bob at the second transmis-
sion slot. We assume that relays forward their signals over orthogonal channels, and forwarded
signal from each relay to the destination is the multiplication of the received signal with an

amplification factor K. Considering different sources Alice or Eve, K is defined, respectively,

by
KAR = ! (6 10)
' P40-24Ri 0-2, )
ER; P B i 0 .

where Kjg, and Kgg, are the amplification factors applied on the received signals at relay R;

and

from Alice or Eve, respectively.

Consequently, the received signals at the destination Bob from Alice/Eve can be expressed,
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respectively, as

VarB = VPrhr,sKarYar, + Nr:5

VPAPRKarhar,hr,pX + \PrEKAR IR BNAR, + NR;B, (6.12)

np

and

Ver:s = VPrhr,sKerYER, + NRiB
= \PpPrKgrhierhrpx + N PrKgr,hr,sner, + 1,5, (6.13)

np

where y4g,p and ygg,p are the received signals by Bob from different sources Alice/Eve through
the relay R;. Correspondingly, hg, is the actual channel coefficient of the link between the
relay R; and Bob, which is modeled as a complex Gaussian random variable with zero mean
and variance Ulzei 5 Also, ngp is a zero-mean complex Gaussian noise with variance o2 In
addition, np is the effective noise.

Consequently, based on the expressions of the received signals at Bob, the instantaneous

end-to-end SNRs of the legitimate and spoofing links through the relay R; can be derived,

respectively, by

PAlhAR'lz PthR-Bl2
‘ A i . ! s 6.14
YAR;B O_% PthRiBlz + (PAO-/%AR,- + 0']%) ( )
and
Pilheg|? Plhg, sl
. s ; , 6.15
YER;B 0_’21 PthRiBlz + (PEO-%RI- + O'%) ( )

The essence of our proposed authentication scheme using AF cooperative relays is to select
the best relay such that Alice would experience better channel conditions than Eve. Towards

this goal, we propose two best relay selection schemes in the next section.

6.3 Best Relay Selection

In this section, two best relay selection schemes are developed. The best relay node is

chosen based on the notion of maximizing the instantaneous SNR ratios of the legitimate link
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to the spoofing link at the destination and relays, respectively. The instantaneous SNR ratios

are derived based on the defined system model in the previous section.

More specifically, our first relay selection scheme is developed based on the instantaneous
end-to-end SNR ratio of the legitimate link to the spoofing link at the destination through the
ith relay node. By using the instantaneous end-to-end SNRs given in (6.14) and (6.15), the

instantaneous end-to-end SNR ratio I'; is expressed by

r. = YAR;B

YER:B
Palhag|? Prlhg,sl* + (PEO'%;RI_ +072)

= . . (6.16)
Pglher > Prlhgsl + (Pacp +02)

However, taking into account all end-to-end links for the best relay selection increases the
operational complexity and leads to a high resource consumption as well. Thus, the second
relay selection scheme is developed based only on the knowledge of the first-hop link between
the relays and different sources Alice/Eve. In our second relay selection scheme, the instan-
taneous first-hop SNR ratio Z; is derived by using the instantaneous SNRs given in (6.8) and
(6.9). That is,

YAR;

YER;
PAVIAR,-|2

= 00 (6.17)
P ElhERilz
Since the instantaneous SNRs y4g, and ygg, are exponentially distributed and they are in-

dependent to each other, the probability density function (PDF) and cumulative distribution

function (CDF) of the instantaneous first-hop SNR ratio Z; can be derived, respectively, by

YAR,YER,

(D) = ————, (6.18)
Jz (ZYER, + YAR[)Z
and
ZYER.
Fy(2) = P(Zj <) = — 8, (6.19)
ZYER; T VAR

It is interesting to note that the instantaneous end-to-end SNR ratio through the ith relay,
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re, I,i = 1,---, M, is related to the instantaneous first-hop SNR ratio at the ith relay, i.e.,

Zi,i=1,---, M, through the following equation,
F,- = Z[ : W,', (620)

where W; is defined by
Prlhg,sl* + (PEU',%;R,, +07)

. = ) 6.21
Prlhgsl> + (PAfoR,- +02) ( )

In order to analyze the performance of the proposed relay selection schemes, we define
an effective end-to-end SNR ratio as our performance metrics. Particularly, in the first relay
selection scheme, the best relay is the one for which the end-to-end SNR ratio is maximum.
Mathematically, the effective end-to-end SNR ratio of the first relay selection scheme is ex-
pressed by

Ser =1, where k=arg miax I;. (6.22)

On the other hand, the best relay in the second scheme is the one for which the first-hop
SNR ratio is maximum. Accordingly, the effective end-to-end SNR ratio of the second relay

selection scheme is formulated by
Segr=T% where k=argmaxZ,. (6.23)

In the next section, the performance of the proposed authentication scheme based on devel-
oped relay selection approaches is analyzed in terms of outage and spoofing detection, respec-

tively.

6.4 Performance Analysis

In this section, the performances of outage and spoofing detection are analyzed respectively.
The outage of effective end-to-end SNR ratios is defined based on equations in (6.22) and
(6.23), and the closed-form expressions of the two outage probabilities are derived accordingly.
Additionally, the authentication performance in terms of FAR and PD is defined and discussed

as well.
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6.4.1 Outage Analysis of First Relay Selection Scheme

In our scenario, the outage probability is defined as a probability of the effective end-to-
end SNR ratio below a threshold 6. Mathematically, the outage probability of the first relay

selection scheme can be formulated as

Pout éP(SEF S(S)
= P(max{I'|,I, ..., Ty} <0)
M
=[ [P <o), (6.24)
i=1
where S g is the effective end-to-end SNR ratio of the first scheme that is defined in (6.22).

From the equation (6.24), the outage probability can be achieved based on the CDF of random

variable I';. Using the definition of I'; in equation (6.16), the CDF of I'; can be expressed by

Fr(z) = PI'; < 2)

P( Palhag P Prlhgsl® + (Peoy, + ) . Z)
Pglher > Prlhgsl* + (Paohp +02)
(PAlhAR,-|2 < ZPthRfBlz + (PAO'f;R,. + 0'%))
Pglhgr? ~  Pglhg sl + (PEO-%R,. +o2))

P

(6.25)

Using the derived CDF of the SNR ratio Z; given in equation (6.19), Fr.(z) in (6.25) can be

further expressed as

PthR,-B|2+(PA<Tf\Ri+‘T%) _
YER;

Z
PR|hR,»B|2+(PE0'%;Ri +07)

FF;(Z) = EhRiB

PthRiB|2+(PA(rf‘Ri+(r,21) B

JYER; T VAR,

Z
PR|hR,»B|2+(PEO%Ri+0—%

_E { ZYER: g8l + Gi} (6.26)
- hg. — — ° B .
il ZYER: T YAR; |th-13|2 + L,

where G; as well as L; are defined for simplicity, respectively, as

1
G; 2 —(Pyo2p + 02, (6.27)
Pr !
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and

2 2
PEO_ER,-+O-n_

ZYER; + —)’AR,-)- (6.28)

2 2
[ I(PAO'AR[_'FO'H
i = T : - -
ZYER; T YAR; ZYER; T YAR;

Pr

Since the power of absolute value of channel coefficient |hz |* is exponentially distributed,

equation (6.26) can be further simplified as

Fr (o) = ZYER; (1 +Ep, { (G- Ly })

ZYER, + VAR \hgsl> + L;
Z_ i * Gl - Ll _(rx
= (14 f GimL) =, dx) (6.29)
ZYER;, T VAR o (x+Lj)o R:B

The integral term inside the equation (6.29) can be expressed in terms of exponential inte-

gral function, i.e., Ei(x) = - f_ O: %e‘tdt, as follows
“ (G,-L) —7-
f Gi-L) 12) e FiPdx
o (x+L)ogy
Gi—L [~ 1 -7
= > : f —e KBt
OR.B o
' 7R;B

(Gi— Lye"' o L,
= - > El( - )
ORB

(6.30)

Using the expression of the integral term in (6.30), the CDF of I'; can be expressed in closed

form as

ZYER;
2

Fr@) = ————-
ZYER; T VAR kB

(6.31)

By substituting the CDF of I'; in equation (6.24), the closed form expression of the outage

probability can be expressed by

_ 2
Pou = ﬁ _Oyen g Gz lde ™ Ei( 2 ) (6.32)
" i=1 67ER’ + ’E/AR" O-IZQI‘B 0-123,'3
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6.4.2 Outage Analysis of Second Relay Selection Scheme

In this subsection, we derive the outage probability of the second relay selection scheme.
In the second relay selection scheme, the relay with the largest end-to-end SNR ratio is not
always chosen due to the lack of CSI of the links between relays and Bob. Using the law of

total probability, outage probability in this case can be expressed as

PoutéP(SEFéé)

M
= Z P(S gr < 0lk = argmax Z;) P(k = arg max Z;)

=~
—_

P(I'y < 6lk = argmax Z;)P(k = arg max Z;)

M= I M=

P <06 and k = argmax Z)), (6.33)

>~
Il
—

where S gr is the effective end-to-end SNR ratio of the second scheme that is defined in (6.23).
Replacing I'; with Z, W, according to the equation (6.20), the outage probability above can be

equivalently expressed as

M
Pour = Z P(ZyW, <6 and k = arg max Z)
k=1

M
=Y PZW, <6 and Z;, > Z,i # k)
k=1

5
Ezk{P(Wk <2 and %27, kle)}.
k

M=

>~

=1

(6.34)

The last line in the chain of equations (6.34) is achieved by fixing the random variable
Z; in the kth summand of the second line and then finding statistical expectation with respect
to Z; in the kth summand. Due to the fact that all the random variables Z;,i = 1,--- , M and

Wi, i=1,---, M are statistically independent, the outage probability in (6.34) can be simplified
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as

M M

0
Pui= D Ea{ | | P@=20- POV < Zi20)
k=1 i=1,i#k
M M _
Z . 0
= 2B [ | o P 120} (6.35)
— i1 s CHVER TV AR Zy

Let S denote the subset of M relays for which the average channel power between Alice
and relay is better than that between Eve and the relay, i.e., P07, > Ppoyy,, and S denote its
complement. Additionally, the CDF of the random variable W;,i = 1,--- , M has been derived
in the Appendix A. As a consequence, the outage probability in (6.35) can be recast by using

the derived results in the Appendix A. That is,

M
Z Z 0
Pan= Y En{ [ | 5o 2 P < —|Zk)}+ZEzk{ T paw, < 21z
k

S oL GKVER VAR, ) e LKV ER TV AR,

()(PAO'AR +D’n)

PETER ZKYER; YARYER,
— — +_ X ( — 13 )2 de
keS i= lt;tk AYVER; T VAR, \ZYER T VAR,

11k

8(PATAp +<Tn) %(PAU' +(rn) (Pgos, ]\+(T’27)

Ppo2 Z y . e, e, - - 5
_ Z f ETER, kYER; > _’)’AR;J’E_Rk 26 (1- ) RkBPR de
keS i= 1 i+k ZkyER + ’yAR (ZkyERk + )’ARk)

I
D (Pyo2 , +02)~(PRo2, +02)
I CATAR T ETER,"n

M 7 y -y _
N Z f 1_[ ZKYER; % YARYER, ¢ =43 pP% dz,
O(PAU'AR +o'n) - - - - 2
s PE“?;Rk o il itk WYER + Yar,  (YER, + Var,)

Ly

O(PAG'AR +(rn)

Pro +u', Zk’yER 7AR7ER
+Zf EERk 1 x _ k _k zdzk-
keS i=1 t;&k KYER, + Yar,  QYER, + Var,)

Iy

(6.36)

In order to find a closed-form solution for outage probability in (6.36), we first find the
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fractional decomposition of the following function, that is,

M - - =
Flz) 1—[ ZKYER; % VAR, YER,
,(Zk) = = = = =
it inp SKYER; + Var;  (TYER, + Yar)?

R YAR,YER,
(ZkYER, + YaR)*

M M
1—[ (2kYER) — 1_[ (ZkYER, + VAR,)

i=1,i%k i=1,i#k YARYER,
(2kVERe + Var)?

- (6.37)
n (ZkYER, + VAR,)

i=1,i#k

Since the degree of the polynomial in the denominator of the multiplicative term in the
second line of (6.37) is less than that of the polynomial in the numerator of the same term,

using partial fraction decompositions, it can be easily decomposed as

M M
n (2kYER,) — l—[ (ZkYER, TV AR,)

M
i=1,i#k i=L,i#k Ag,i
(6.38)
Mo _ ; Z;k AVER VAR,
H (ZkYER: +VAR,)
i=1,i%k
where a;; is defined for simplicity as
YAR; _
(——)_/ YEr,)
_ ER;
a; & ——H . (6.39)

M

YAR; _
l—[ (—=——YEr, + Var,)
=11k zi VERi

By substituting (6.38) in (6.37), the function f;(z;) can be equivalently expressed as

YARYER,
filz) = —— -
(ZkYER, + Yar)?
M _
Ay, '
by TR (6.40)
iZTrek SKYER; + VAR (ZKYER, + VaR,)

By using the equation (6.40), I, and I in the equation (6.36) can be derived in closed
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form. It is interesting to note that the closed-form expression for I, is same as that for /).

Therefore, 1, and 14 can be derived by

Vi
Liyy=1L = f Si(zdzy
0

_ _ Vi
1 o _VARYER, ]
YER:  ZUYER, t VAR, |y

VAR, X Ay VAR;

M 0L qwk
YER, Lk YER;
+ 7AR YAR; In VAR,
YAR, k
- - + —
i=1 ”tk YER,, YER; ) k YERy, 0
M VARk X ki Vi
Z YER, 1
VAR; YARk VAR,
- + —
i=1,i#k ()’ER ) Lk VER,

—1-

M
=5 (o6 _s =6
Pk N Z _ak, (ox )2 xln(((pk YV + @ ))
Vit =0 4= Ver(Pi = @) (@i = 0) (v + @r — 6)

M

i -0 1 1

- _Clk, (px — 0) ( _ ), 6a1)
i=1,izk )/ERi(SDi - ‘pk) Vi + ‘10/{ — 6 ()Dk _ 6

where v, and ¢; are defined for simplicity, respectively, as

K 5(PA0'/24R +0‘£)
eE —, (6.42)
ETER, + 0,

and
o 2§+ LA (6.43)

YER;

In what follows, we will find closed-form expressions for I, and I3, respectively. Simi-

larly, using the decomposed function f;(z;) in (6.40), I, can be expressed as

Q,
i,ﬁk

Ly = fk(Zk) e "% dy

Bro—ay
— _YARk)’E_Rk ~e 4 dz,
) (Zk)’ERk + Yar,)

. e, s, Bro—q,
Lo Z f _ ay.i x ’)/ARk')/Ej?k 5/( ol\de’ (6.44)

Tk YER, + Var,  (ZiYVEr, + 7ARk)2




116 CHAPTER 6. CHANNEL-BASED AUTHENTICATION ENHANCEMENT USING AF COOPERATIVE RELAYS

where «; and S are defined for simplicity, respectively, as

6(PA0'fle + 0'%)

>

Qg ) (6.45)

PP
PRk

and , X
PEO—ER/{ + g,

Br = (6.46)

> 2
P R RB

Using the change of the variable ¢ = z; — ¢, the first term of I, in (6.44) can be simplified
and derived based on the result in (C.3) in the Appendix B. That is,

Vk Van Y Bro—a
f _VARkVE_lek 26%7‘5 dz
s (ZYER, + Yar)

V=0 — 0  Bio-ap
= f (pk ze%dt
o (E+w)

_ (o — 5)6"25“5[% _ﬁké.Ei((ﬁkd_ak)(vk'ﬂok_é))
Yk ©x Or(vi — 0)
Vi — 0 (ﬁko‘nk)(vkwka)]

.e ¢ (v—0)

IS 6.47
Vit —0 647

where v, > ¢ and (B0 — a;) < 0.

Moreover, using the changes of the variables t = z; — ¢ and s = % the second term of

L, in (6.44) can be equivalently recast and derived based on the integrals [129, eq.(3.352.2)]



6.4. PERFORMANCE ANALYSIS 117

and [129, eq.(3.353.1)]. That is,

Bro—ay

Z f Qi YARYERE *° dz
’ k
i=1izk UVER, + Yar,  (ZVER, + Var)?
s ki
YER; Pk — 0 By
= Z f : se T dt
i=1,i#k I+ @i (t+‘Pk)
i=1,i#k 1 T @is (1 + ‘:DkS)Z
o "%
= Z ("Dk _ 5)61/” [f l(sﬂi—sﬂk)z e(ﬂké—ak)sds
i=1,i#k YER ‘k%" + ©is
00 Pk o 1
+f Me(ﬁké_ak)sds_'_f (px—¢i) e o Bro= al‘)st]
s Lt (L+ges)
Vi

ag—Pio

— ZMl (e 6)""’1'{ e Ei( Bro — a)(v + i — 5))

L VER (i = 1)’ @i(vi = 96)
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By combining the derived results shown in equations (6.47) and (6.48), the closed-form

expression for I, can be written as
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(v — 0)

where v, > ¢ and (B0 — a;) < 0.

Similarly, using the decomposed function f;(z;) in (6.40) and changes of the variables ¢ =
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Using the same integrals given in [129, eq.(3.352.2)] and [129, eq.(3.353.1)], the closed-

form expression for /3 can be written by
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where v, < ¢ and (o — Bi0) < O.

Since I, and I;; have same closed-form expression, the outage probability in equation
(6.36) can be simplified by using only terms /1, x (6.41), I, (6.49) and 154 (6.51). Consequently,

the closed-form expression of the outage probability for the second scheme can be expressed
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by

Poy = Z Ly — Z Ly + Z Ly + Z L. (6.52)

keS keS keS keS

Figure 6.2 illustrates the outage probabilities of two proposed relay selection schemes ver-
sus the transmit power ratio of Alice to Eve (i.e., %) under the comparison of the closed-form
expressions and Monte-Carlo experiments. In this figure, AF1 and AF2 represent the pro-
posed first and second relay selection schemes, respectively. As expected, the closed-form
expressions of two outage probabilities given in equations (6.32) and (6.52) coincide with the
corresponding Monte-Carlo results. Additionally, the performance of AFI is slightly better
than that of AF2 when 1}:—2 is larger than 2 dB. Although AF1 performs slightly better than AF2
in terms of outage probability, AF2 provides great performance with lower complexity and

resource consumption.

6.4.3 Authentication Analysis

In this subsection, the authentication performance in terms of FAR and PD is defined and
analyzed. Basically, channel-based physical layer authentication is achieved based on the chan-
nel temporal correlation in the legitimate link and spatial decorrelation between different links.
In our proposed authentication scheme based on AF cooperative relaying, a new test statistic is
developed in order to discriminate Alice from Eve under the binary hypothesis testing defined
in equation (6.1). More specifically, the test statistic T4 is defined based on the normalized
channel difference between two adjacent end-to-end channel estimates at the destination. That

is,
4 |hx(n) = hypog(n — D
AF — ~
|harsp(n — D?

where 71 x(n) = {iz Arbp(1), izERb p(n)} is defined as current end-to-end channel coefficient estimate

) (6.53)

of the link between an unknown transmitter (Alice or Eve) and Bob through relay R”. Herein,
the subscript R? represents the selected best relay R” which is determined and updated based
on our proposed relay selection schemes. Also, fgog(n — 1) is previous end-to-end channel

coefficient estimate of the legitimate link via the best relay R.
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Figure 6.2: Comparison of outage probabilities based on closed-form expressions and Monte-
Carlo simulations.
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Furthermore, the end-to-end channel coefficient estimates ilARh g and h ervp can be modeled

as a sum of the actual value and a noise component, respectively. That is,

ilAR”B(n) = hago()hgep(n) + Eagop(n), (6.54)

and

ilERbB(n) = hgge(n)hgop(n) + eggop(n), (6.55)

where g,pp and egpep are the estimation errors. Based on LS channel estimation [106], the

variances of g4prp and eppop are derived, respectively, by

., Th0 v Oa(PaC, +07)
oL , (6.56)
ARPB P A P A PR
and
, OOy On(PEC, + 07
oL = , (6.57)
ERPB PE PE PR
where Ui,, 5 18 the variance of the channel link between the selected best relay and Bob.

Since the performance of the proposed authentication scheme is evaluated by comparing
with that of the direct transmission scheme, a test statistic is developed for the direct transmis-
sion scheme as well. Specifically, the test statistic is defined based on the normalized channel
difference between adjacent channel coefficient estimates. Mathematically, the test statistic

Tpr is expressed by A A
N hx(n) — hap(n — DI
|hap(n — 1)

Tpr (6.58)

where fzx(n) = {lAaAB(n), szB(n)}. Herein, szB and szB are the estimated channel coeflicients of
the legitimate and spoofing links, respectively. Similarly, the channel coefficient estimates can

be modeled, respectively, by

ilAB(n) 2 hap(n) + €ap(n), (6.59)
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and
hip(n) £ hpp(n) + egp(n), (6.60)
where €45 and ggp are the estimation errors, which are independent to each other. Based on LS

channel estimation, the variances of €45 and ggp can be expressed, respectively, by

1
S (6.61)
(PA + PR)O-AB

and

ol 2 . (6.62)
H (PE + PR)O-%B

According to the developed test statistics T4r in (6.53) and Tp7 in (6.58), FAR and PD can
be defined, respectively, by

Psy = P(T > 6,Hy), (6.63)
and
P, = P(T > 6,|H)), (6.64)

where T = {Tsr, Tpr}. Herein, d,, is the threshold for decision making of authentication.
Generally, FAR is normally set below 0.1 for secure wireless communications. Consequently,
the threshold 6, can be calculated by using the Monte-Carlo method under a given value of
FAR. Based on the achieved threshold value, PD can be calculated based on Monte-Carlo

simulations as well.

6.5 Simulation Results

In this section, the performance of our proposed authentication scheme based on coopera-

tive AF relay system is evaluated using the numerical results. In our scenario, one legitimate
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transmitter (Alice) communicates with the intended receiver (Bob) through M trusted relay
nodes in the presence of one spoofer (Eve). A two-dimensional coordinate system is consid-
ered in the simulations, and for simplicity, Alice, Eve, Bob and relays are located at different
intervals along a horizontal line. The Alice-relay distances are assumed to be smaller than the
Eve-relay distances. In order to study the effects of distances, the channel coefficients between
any two nodes are modeled by using frequency non-selective Rayleigh fading with a path loss
exponent, i.e., h;; ~ N.(0, dl.‘jv). Herein, d;; is the Euclidean distance between nodes i and j,
and v is the path loss exponent that is assumed to be a constant throughout the simulations. In
our simulations, we fix Alice and Bob locations at (0, 0) and (10, 0), respectively. Moreover,
the transmit powers of the relays and Eve are fixed to one. Additionally, Noise variance o>
is assumed to equal to -40 dB, and the path loss is v = 3. For Monte-Carlo experiments, 10°

independent trails are used to obtain the average results.

In order to compare the authentication performance based on our proposed AF cooperative
schemes against the direct transmission scheme, two examples are considered by studying the
effects of Alice-Eve distance and the number of available relays, respectively. In the simu-
lations, AF1 and AF2 represent the proposed authentication schemes based on the first and
second relay selection methods, respectively, while DT is corresponding to the direct transmis-

sion scheme.

6.5.1 Example 1 : Effect of Alice-Eve distance

In Example 1, we will study the effect of distances between Alice and Eve on the perfor-
mances of outage and spoofing detection, respectively. Particularly, four available relays are
considered and fixed at the locations (5, 0), (5, 1), (5,2) and (5, 3), respectively. The position
of Eve is moved from (—1,0) to (—=10,0). Figure 6.3 illustrates the outage probability of the
effective SNR ratio versus the distances between Alice and Eve under different values of trans-
mit power ratio. It shows that the outage probabilities under three schemes are decreasing
dramatically when Eve is moving away from Alice. As expected, the outage performances for
our proposed schemes AF1 and AF2 are significantly better than that for DT under different

values of transmit power ratio. Additionally, comparing AF2 with AF1, AF2 performs worse
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Figure 6.3: Outage probabilities versus Alice-Eve distance under different values of transmit
power ratio.

than AF1 when Eve is at a farther position to Alice, but the outage probability of AF2 is lower

than -30 dB under different Alice-Eve distances.

Figure 6.4 shows the probability of spoofing detection versus the distances between Alice
and Eve under different values of transmit power ratio. As expected, the probability of spoofing
detection under three schemes increases when the position of Eve is moving away from Alice.
The performance of the proposed two schemes is significantly better than that in the direct
transmission especially at lower transmit power ratio. Additionally, AF1 performs best among
three schemes, and the proposed schemes are much better than DT when Eve is close to Alice.
The PD of AF2 is higher than 0.8 at different Alice-Eve distances. In Figure 6.5, we fix
the value of transmit power ratio to be 5 dB, and study the spoofing detection for different

Alice-Eve distances under two values of FAR. As expected, the PD of three schemes increases
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Figure 6.4: PD versus Alice-Eve distance under different values of transmit power ratio.
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correspondingly under higher value of FAR. In our proposed two schemes, the probability of
spoofing detection is always larger than 0.7. However, for DT, the probability is just 0.2 when

the Alice-Eve distance equals to 1.

6.5.2 Example 2 : Effect of the number of available relays

In this example, we will study the effect of the number of available relays on the analysis
of outage probability and probability of spoofing detection. To achieve this, we consider six
available relays in our scenario which are placed in order at (5,0), (5, 1), (5,2), (5,3), (5,4)
and (5, 5), respectively. Moreover, the position of Eve is fixed at (-5, 0). The performance of
the outage for the effective SNR ratio is depicted in Figure 6.6 versus the number of available
relays. Note that the number of N available relays in Example 2 are set based on the first N

relays, where N = 1,2,...,6.

Figure 6.6 shows the outage probability for the number of available relays under different
values of transmit power ratio. As expected, the outage probability of DT is independent of
the number of relays. As it can be seen from this figure, the outage probability dramatically
decreases with the increasing number of available relays under two proposed schemes. When
more available relays are considered, AF1 and AF2 both perform much better than DT. At
higher transmit power ratio, the outage probability of AF1 decreases to 10™* when the number
of available relays is N = 6, which is 21 dB lower than that of DT, and also 10 dB lower than
that of AF2.

In Figure 6.7, the transmit power ratio is fixed at 5 dB. This figure illustrates the spoofing
detection for the number of available relays under two different values of FAR. As expected,
the probability of spoofing detection for DT is independent of the number of available relays,
and the values are approximately 0.38 at Py, = 0.08 and 0.42 at P;, = 0.1, respectively. As
for the two proposed schemes, the PD increases when the number of available relays becomes
larger. When the number of relays is N = 6 and the FAR is Py, = 0.1, the PD can reach to 0.98
and 0.89 in AF1 and AF2, respectively. Even at lower FAR value, the PD is still larger than 0.7

under our proposed schemes where N is no smaller than 3.
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Figure 6.6: Outage probability versus the number of available relays under different values of
transmit power ratio.
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6.6 Summary

In this Chapter, we have proposed a novel channel-based physical layer authentication
scheme based on an AF cooperative relaying system. To achieve our goal, the best relay was
chosen to provide the best end-to-end path between two legitimate communication ends in the
presence of a spoofer. Specifically, two relay selection schemes have been proposed by maxi-
mizing the SNR ratios of the legitimate link to the spoofing link at the destination and relays,
respectively. For statistical analysis, we defined our performance metrics in terms of the outage
of effective SNR ratios and probability of spoofing detection. One of the main contributions
was that the closed-form expressions for the two outage probabilities have been derived. Under
a binary hypothesis testing, a new test statistic has been developed to analyze the performance

of spoofing detection. By using Monte-Carlo method, the performance of the proposed scheme
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was evaluated and compared with that of the direct transmission scheme. Numerical results

have shown the effectiveness on the improvement in performance of the proposed scheme.



Chapter 7

Continuous Physical Layer Authentication

Using PCP-OFDM System

Traditional authentication techniques for wireless communications are facing great chal-
lenges, due to the open radio propagation environment and limited options of transmission
techniques. In this Chapter, a new continuous physical layer authentication system based on
an adaptive OFDM platform is proposed to enhance the security of tractional OFDM systems.
A PCP sequence, which introduces an additional signaling link to carry the time-varying trans-
mission parameters, is employed in each OFDM symbol for authentication purpose. Moreover,
PCP sequences are generated with the same time and frequency domain characteristics as data-
carrying OFDM signals in order to conceal the system parameters from adversaries. With
the proper recovery of system parameters and interference cancellation, only legitimate users
can successfully decode the PCP sequence and recover necessary parameters for demodulating
OFDM data. In addition, a cross-layer optimization approach, which trade-offs between the
stealth, system robustness and transmitting efficiency, is introduced to continuously generate
optimal PCPs according to dynamic communication conditions. Finally, numerical simulation

is employed to evaluate the performance of our proposed authentication system.

131



132 CHAPTER 7. ConTtINUOUS PHYSICAL LAYER AUTHENTICATION USING PCP-OFDM SYSTEM

7.1 Introduction

Wireless communications is facing additional issues and new challenges in defending against
various types of security risks compared with traditional wired networks [130, 131]. One ma-
jor challenge for secure wireless networks is the broadcast nature of radio propagation due to
the lack of direct physical connection between the transmitter and receiver. Moreover, limited
options of transmission techniques at the physical layer brings potential security issues. To
address wireless security issues, traditionally, cryptographic techniques relying on the higher
layers of the protocol stack provide an effective solution based on complex mathematical cal-
culations [31, 132]. However, due to the physical layer transparency, information protected by
these traditional security approaches can often be deciphered using exhaustive trial. Therefore,
they are inefficient and vulnerable to various malicious attacks. Recently, the physical prop-
erties of the wireless transmission are recognized as a powerful and under-utilized source to
provide additional security protection and enhance security performance of wireless commu-

nications systems.

Alternatively, OFDM has been adopted in various latest wireless and telecommunications
standards, due to its spectral efficiency, high achievable data rates, and robust performance
in multipath fading environments. However, OFDM signals are transparent to potential ad-
versaries, as OFDM-based communications systems lack built-in security capabilities. More
specifically, since OFDM employs pilot tones or preamble symbols for channel estimation,
equalization and synchronization at the receiver, the implementations of OFDM are highly
susceptible to signal jamming attacks [88-90]. Additionally, due to the distinct time and fre-
quency characteristics of OFDM signals, physical layer transmission parameters of OFDM
signals can be blindly estimated by any user within the same network, and no prior information
of the signals is required for them [91,92]. Consequently, secure OFDM-based transmission is

critical for designing wireless security mechanisms.

In this Chapter, we propose a new continuous physical layer authentication system based
on PCP-OFDM, where PCP is introduced to replace the traditional CP and bring an additional
signaling link at the physical layer to convey current system parameters and the identity of

different transceivers [133, 134]. Specifically, transmitter can use the PCP sequences to adjust
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its operating parameters continuously and share the link adaptation information with the legit-
imate receiver. PCPs are generated with the same time and frequency domain characteristics
as the OFDM data-carrying symbols, thus, they are concealed to unauthorized users. For the
analysis of system performance pertaining to security and efficiency, the stealth, system ro-
bustness and transmitting efficiency are considered. The stealth of a communications system
describes how covert the authentication scheme is to prevent against eavesdropping users [7],
while the system robustness is defined how reliable the signal can be recovered by the legiti-
mate receiver. The performance trade-off between stealth, system robustness and efficiency is
investigated from a cross-layer view. An optimization method is developed to adapt the sys-
tem parameters continuously. Eventually, numerical simulation is employed to evaluate the

performance of our proposed authentication system.

The rest of this Chapter is organized as follows. In Section 7.2 and 7.3, the design of our
proposed continuous physical-layer authentication using the PCP-OFDM system is illustrated.
In Section 7.4, performance analysis in terms of stealth and robustness is investigated, followed
by a cross-layer optimization method. Numerical results of MATLAB simulation are discussed
in Section 7.5 to validate the proposed authentication scheme. This Chapter is then summarized

in Section 7.6.

7.2 Transmitter Design of Continuous Physical Layer Au-

thentication System

Figures 7.1 shows the transmitter block diagram of our proposed continuous physical layer
authentication system based on PCP-OFDM. Compared with the traditional OFDM system
shown in Figure 2.6 in Chapter 2, PCP-OFDM employs PCP instead of traditional CP [133],
which introduces an additional signaling link to convey time-varying physical layer parame-
ters such as modulation method and number of subcarriers. In our proposed authentication
system, a notable difference is an authentication module which is used to continuously direct
the adjustment of the physical layer parameters. The adjustment decision is made based on a

cross-layer optimization that considers the tradeoffs between the stealth, system robustness and
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transmitting efficiency. The overall system optimization will be introduced later in Section 7.4.
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Figure 7.1: Transmitter block diagram of the proposed continuous authentication system.

7.2.1 PCP-OFDM Transmitter

The transmitter of PCP-OFDM system is designed as same as that of the traditional OFDM
system, except the prefixed part. As for the data-carrying part, We consider one OFDM
data symbol consisting of N subcarriers, and source data are grouped and mapped into X =

[X(0), X(1),...,X(N - 1)]”. With inverse discrete Fourier transformation, the transmitted data

symbol x = [x(0), x(1),...,x(N — 1)]7 in the discrete time domain can be written by
=
x(n) = w/NmZ:OX(nfl)eﬂmﬁ, n=0,1,---,N—1. (7.1)

Before transmitting an OFDM symbol, PCP is generated and inserted as prefix with size of
P. As aresult, two adjacent PCP-OFDM symbols with total length of N + 2P can be expressed
by

X = [cp1(0), cpi(1),...,cpi(P = 1), x(0), x(1),..., x(N = 1),¢,2(0), cpo(1), ..., cpo(P — DI7(7.2)

where ¢, = [¢1(0),c,p1(1), ..., cpi(P = D] and ¢,p = [¢2(0), cpo(1), ..., c,o(P = 1)]" are two
PCP sequences preceded and succeeded to the data symbol, repectively. They are identical if

there is no change of the operating parameters, otherwise they are different. Additionally, to
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completely mitigate the impact of ISI, we assume that the length of PCP (i.e., P) has to be

longer than the channel delay spread.

7.2.2 PCP Generation

To avoid distinct time and frequency characteristics between PCPs and OFDM data, herein
PCP sequences are generated using an OFDM modulator. Specifically, an N-length sequence
with P sparse input, C, = [C,(0),C,(1),...,C,(N — 1)]*, passes through an OFDM mod-
ulator, and only the first P samples of C, are used to generate a P-length PCP sequence

¢, = [c,(0), cp(1),...,c,(P = 1)]". That s,

1 P-1 .
CP(k) = &\/;Z Cp(m)eJZHWl%’ k=0,1,---,P—1, (73)
m=0

where the parameter 4 = \/N/P is the normalization factor to maintain the generated PCP with

same power as the OFDM data, and it is assumed to be an integer.

Figure 7.2 illustrates the sparse input C, passed through the OFDM modulator [135].
Herein a random frequency shift of / = random[0, N/P — 1] is employed to differentiate PCPs
such that no distinct frequency domain features is introduced. Therefore, two random PCP se-
quences in the frequency domain are orthogonal to each other, which represent adaptive trans-
mission parameters for continuous authentication. Take two random PCP sequences in the fre-
quency domain C,; = [C,1(0),Cpi(1),...,Cp (P - 1)]" and Co = [Cpp(0),Ca(1),...,Cpn(P-

1]” as an example. Due to the orthogonality of C,; and C,,, we have

1 P-1
CiCp2 = 5 D CuIC)y(k) = 0. where pl # p2. (7.4)

k=0

Accordingly, two PCP sequences in the time domain ¢,; and ¢, in equation (7.2) can be
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Figure 7.2: Sparse input to OFDM modulator used for PCP sequence generation.

generated based on the equation (7.3),

= .
k) = /1\/; D Cpilmye™™, (7.5)
m=0
14 e
k) = /1\/; D Cpalmye™™. (7.6)
m=0

Consequently, according to the equation (7.4), the orthogonality of ¢,; and ¢, can be
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proved by
=
k=0
PR ) P-1 )
=m ( Cpl(ml)ejzm”’) . ( Z C:,z(mz)e_ﬂ”mzf’)
k=0 m;=0 mp=0
PR P-1 . .
= Corlm)Ciam) - (e - e
m1=0 my=0 k=0
/12 P-1
55 D, Cotm)Cha(my) - P =0, if m =m,
= PE Wzg—zlo P-1 (7.7)
5 Z Cpi(m)Cin(my) -0 =0, if my # my.
m1=0 mp=0

Equation (7.7) indicates that two random PCP sequences are orthogonal to each other in
both the frequency and time domains simultaneously. The orthogonality of two random PCP

sequences guarantees successful detection of PCP sequences at the receiver.

7.3 Receiver Design of Continuous Physical Layer Authenti-

cation System

Figures 7.3 shows the receiver block diagram of our proposed continuous authentication
system using PCP-OFDM. Compared with traditional OFDM receiver, a frequency-domain
equalization and time-domain interference cancellation are used. Additionally, the PCP detec-

tion is discussed and the correct detection rate is derived in this section.

7.3.1 PCP-OFDM Receiver

In multipath fading environments, due to the channel dispersive nature, the desired OFDM
data symbol and two adjacent PCP sequences are overlapped within the duration of one re-
ceived OFDM symbol. As a result, ISI and inter-carrier interference (ICI) are introduced,
where ISI is from the adjacent symbols and ICI is from the current symbol. Herein, we con-

sider a typical scenario of static multipath channel for PCP-OFDM receiver design, and the
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Figure 7.3: Receiver block diagram of the proposed continuous authentication system.

channel vector with length of L is defined by

h = [hO’ hl""’hL—l]T' (78)

Consequently, transmitting the signal given in equation (7.2), the received signal y in the

time domain can be written by

y=h=sX+w, (7.9)

where * denotes cyclic convolution, and w is an additive white Gaussian noise vector with the

sizeof (N +2P+ L—-1).

For the analysis of interference cancellation, we define two zero padded PCP sequences in

an observation period of N-samples [133]. That is,

R, =[0,...0, ¢cy(P=L+1), ...,¢,;(P— D1, (7.10)
—_————
(N—L+1)Samples (L-1)Samples
RCpZ = [cpZ(O)’ o cpZ(L - 2)9 07 ceey 0 ]T' (711)
———

(L-1)Samples (N-L+1)Samples



7.3. RECEIVER DESIGN OF CoNTINUOUS PHYSICAL LAYER AUTHENTICATION SYSTEM 139

Based on our previous work in [133,134,136], three N XN matrices, i.e., C, Cr, and Cp, are
used to reconstructed ISI and ICI. More specifically, the first matrix C represents the channel

seen by the OFDM symbol, i.e,

he 0 - 0 0 0|
ho hy - 00 0
0
C=|h_ ho - hy O 0 (7.12)
0 hiy - b ho 0
0 0 o 0 Ay oo hy |

As for the succeeding symbol, the second matrix Cy is the tail of the channel response

which leads to ISI, i.e.,

0 0 hL—l hL_2 hl
0 0 0 i~y hy
Cr=[0 -0 0 0 - hyl (7.13)
0 0 O 0 0
0 0 O 0 0

The third matrix Cy represents head response of the channel for ICI interference cancella-

tion, i.e.,
he 0 -+ 0 0 0
o hy - 0 0 0
0
Cu=|hys his - hy O 0 (7.14)
0 0 - 00 0
0 0 0 0 0
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Additionally, two signal vectors y; and y, are defined and constructed from the received
signaly = [y(0),...,y(P-1),y(P),...,.y(P+N—-1),y(P+N),...,y(P+N+L-2),...,y2P +
N + L — 1)] for ISI and ICI cancellation. In particular, y; expresses the received OFDM data
symbol in the observation period of N-samples, while y, contains the remaining tail from the

OFDM data symbol and the components from the succeeding PCP. That is,

yi = (P, ..., yP+N-DI"
= Cx+ CTRc,,] + Wy, (715)
and
T
y = [WWP+N), ... yP+N+L-2),0, ..., 0]
(L—-1)Samples (N—-L+1)Samples
= Crx+CyR,, +wy. (7.16)

where wy is the noise vector applied on the samples.

Consequently, ISI term can be removed by subtracting the preceding PCP (i.e., CrR,,)

from y;, while ICI term (i.e., Crx) can be achieved by subtracting CyR,, from y,.

Using the two signal vectors, the ideal signal for demodulation can be expressed by [133]

Yideat = Y1 — CrRcp +y2 — CyRcpp. (7.17)

Note that the “ideal” channel matrix can be achieved by adding two matrices C and Cr,
1.e.,

C +Cr = Cpyu, (7.18)

where C,,, is the ideal channel matrix resulted in a cyclic convolution between the transmitted

signal and the channel.

If the channel estimate is accurate, (7.17) can be expressed by

Yidear = Ccych + Wy. (7.19)
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In the traditional CP-OFDM system, C.,; can be diagonalized by N x N (I)FFT matric
[137], i.e.,
Cya = FyDy(Hy)Fy, (7.20)

where Fy is the FFT matrix and Ffvl is the IFFT matrix. Dy(Hy) is the N X N diagonal matrix
with the channel frequency response as its diagonal elements. For the equalization, applying a

FFT matrix on the equation (7.19) results to

FnYidea = FN{FzDN(HN)FN}FgX*‘WN

= Dy(H))X, (7.21)

where H}, is the estimated channel frequency response.

Finally, the zero-forcing demodulation process could be completed by

X' = Dy H){F Y 1dea)- (7.22)

7.3.2 PCP Detection

For authenticated user, PCP detection must be achieved to recover necessary transmission
parameters for OFDM demodulation. As proved before, PCP sequences are orthogonal with
each other in order to guarantee successful detection. Therefore, PCP can be detected by cor-
relating the received PCP with Mp orthogonal PCP candidates in a local library at the receiver
side. The one resulted in a correlation peak is recognized as the transmitted PCP. Herein,
perfect timing, phase and frequency synchronization is assumed. Specifically, the correlation
function can be mathematically expressed by

P-1

Rom) = > yp(k) ¢, (h), (7.23)
k=0

where y, is the received PCP, and ¢, , is the mth locally generated PCP sequences.

For simplifying the analysis of PCP detection, a white Gaussian channel is used. Therefore,
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equation (7.23) can be written by

P-1

D (k) + wp(k) €}, (k)
k=0

P-1

= Z p(K)C5 k) + wy(K)C (). (7.24)

k=0

R(m)

2

we

where w, is the zero-mean white complex Gaussian noise with variance o

It is worth mentioning that, the correlation between two random PCP sequences is

5 P if i =
D cpitc k) = (7.25)
k=0 0, ifi#J.

Consequently, the correlation peak of equation (7.24) can be derived by

P+n. ifi=j
R(m) = : fi= (7.26)
0+ ny, lfli]

where n; is the interference to the auto-correlation function, and 7, is the interference to the
cross-correlation between the received PCP and the rest of (Mp — 1) PCP sequences. Both are
complex Gaussian distributed with zero mean and variance o> = Po2, and they are statistically
independent to each other.

Therefore, PCP can be successfully detected by the receiver if

|P + ny| > |ny. (7.27)

Based on the equation in (7.27), the correct detection rate of each test in the PCP detection
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can be expressed by

2 P+ 2
Pre,m = Pr(P+m| > |nyl) = Pr(l'l;' | 2’“' )

= E{1 - vt
“1-E, {e—;[<n.,R+P>2+ni,]}
LRI

=1- E,,I,R{e‘iﬂnlﬂ”’)z} : Em,l{e‘%””?f}, (7.28)

where n; is written as n; = n; g + j ny;, where n; g and n; ; are statistically independent, and
2
both are following zero-mean Normal distribution, i.e., njz,n1; ~ N(0,0?) with 0% = 2.

Additionally, A = é

According to the law of the unconscious statistician, the expectation of a measurable func-
tion g(X) of a random variable X given the PDF function fx(x), can be written by E{g(X)} =
f_ O:o g(x)fx(x)dx. Therefore, two expected values in equation (7.28) can be derived as follows,

1.e.,
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and

1
= 4 —. 7.30
Vo2 + 1 ( )

Therefore, the correct detection rate in equation (7.28) can be derived by

__ap?
e 202+

Pcmzl_
T Ao +1
P

1 -
=1-3¢ . (7.31)

7.4 Performance Analysis for Cross Layer Authentication

In this section, a cross-layer authentication system is designed to derive the optimal PCP
parameters under dynamic network conditions. In the proposed system, security is achieved
by continuously adapting the configuration of the physical layer with the assistance of time-
varying PCP sequences. To optimize the overall system performance, three important factors
need to be considered, that is,

a) Stealth performance, i.e., the stealth of PCP sequences;

b) System robustness performance, i.e., the correct detection rate of PCP-OFDM system;

c¢) Cross-layer optimization, i.e., co-design PCP signaling link and OFDM system.

7.4.1 Stealth Performance

From the perspective of an eavesdropper, an illegal receiver will try to recover all the in-
formation from the PCP-OFDM signal blindly. Since the transmission parameters are carried

by PCP in the proposed system, an adversary will naturally try to recover the PCP information
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first.

Since the PCP sequence and the following OFDM data are all generated by using the same
OFDM modulator, thereby both have the identical time and frequency characteristics. More
specifically, large number of orthogonal random sequences are used to generate PCP sequence

¢p. According to central limit theorem, both the real and imaginary part of PCP sequence are

2
Ty

approximately following Normal distribution with zero mean and variance —

, 1.6., Cp,R,Cp,I ~

2
T,

N(0,=%). As a result, the envelope of PCP sequence |c,| approximately follows Rayleigh

o2
distribution, i.e., |c,| ~ Rayleigh(+/ ")
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Figure 7.4: Auto-correlation of PCP-OFDM, CP-OFDM and AWGN.

Furthermore, the statistic characteristics of PCP-OFDM can also be analyzed by observing
the autocorrelation function. Due to the periodic replication structure in CP-OFDM, the auto-
correlation of CP-OFDM signal in time domain would have two peaks, one locates at 7; = 0,

the other locates at 7, = N. Based on the difference |7 — 7|, the useful symbol boundary of
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CP-OFDM could be detected. In contrast, the autocorrelation of PCP-OFDM is very similar
to the additive white Gaussian noise (AWGN), which has only one peak at 7 = 0. Figure 7.4
illustrates the auto-correlation of PCP-OFDM, CP-OFDM and AWGN. Obviously, as depicted
in Figure 7.4, even if the PCP-OFDM signals can be detected by detection methods such as

energy detection, it is extremely difficult to detect the symbol boundary of the signals.

7.4.2 System Robustness Performance

The robustness of the PCP-OFDM system can be evaluated by two factors, i.e. detection
error rate for the PCP signalling link, and the symbol error rate (SER) for the data carrying

part. Therefore, the overall system robustness can be modeled by
E(P,Mp) =1 —|Prec, + (1 = Pro.,)Pre|, (7.32)

where Pr, ., is the overall PCP detection error rate, and Pr.,  is the SER of OFDM data carrying

signal.

Specifically, the overall PCP detection error rate Pr, ., can be expressed by
Prec,=1-Pr., (7.33)

where Pr., is the overall PCP correct detection rate. According to the equation (7.27), the

overall PCP correct detection rate Pr,, is defined by

Prcp:Pr(|P+N1|>|N2| and |P+N1|>|N';| and - |P+N1|>|NMP|)

Pr(|P + Ny > max(INl, [Nsls ... |NM,,|))

Pr(lP + NP > max(NoP INsP. .. INy, ) ) (7.34)
fz
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Herein, the CDF of function f; = max(IN,[%, N3, ..., [Ny, |*) can be derived by

Fy(2) = Pr( max(NoP INsP . [Ny ) < z)
NP <z and INJP<z and - |NMp|2§z)

=
= Pr{IVaF < 2) Pr(NIP < 2) -+ Pr{IV P < 2)

L \Mp-1
(1—6 ZZ)

M,-1

(M”i_l) (=) e (7.35)

i=0

Using the derived CDF of f; above, the overall PCP correct detection rate in equation (7.34)

can be further derived by

My—1
M,—1 . ; .
Pr., = E{ Z ( ”i ).(—1)’ . e‘§|P+N1|2'l}
i=0

1 2

bt 1 (=) e—(Mp—1>élP+Nn|2}_ (7.36)

According to the equation (7.28) and derived results given in (7.31), we can achieve that

E{e—i§|P+N1|2} — ENIR{e—i’zl(Nl,R+P)2} X E {e l2N }
1

i-P

e ok (7.37)

TG+

Consequently, the close-form expression of the overall PCP correct detection rate can be
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derived by

Pr, =1 —{(Mpl_l).(—l)l. ——|P+1v1|2 (M ) (_1)2,E{e—2§|P+N1|2}
1 (=DMt E{ ~(Mp=1)3 |P+N1|2}}
:1—{(M”1_1)-(—1)1 ;e e, +( 1) (—1)%- e R

(Mp=1)P
P B VS B iy T I (7.38)
M

p

Additionally, based on different modulation method, the SER of OFDM data carrying signal

can be evaluated numerically.

7.4.3 Cross-layer Optimization

In our proposed cross-layer authentication scheme, the PCP sequence is changing contin-
uously to enhance the authentication performance of PCP-OFDM system. The PCP changing
should guarantee the communications performance as well. Therefore, the performances in
terms of robustness and transmitting efficiency, which are both affected by introducing of PCP,
are used as important metrics to direct the PCP changing. Denoting that the set of all available

PCP configurations at time ¢ is

Q; = {(P1, Mp1), (P2, Mp), (P3, Mp3), (P4, Mps), ...} . (7.39)

To implement continuous authentication, transmitter needs to change the configuration of
PCP continuously. We denote that the probability of using the configuration (P;, Mp;) is Pr,;,
thus, {Pr., Pro, Pres, Preg, ...} is the probability set corresponding to the PCP configuration
set. In order to maintain the best system performance, it is necessary for the transmitter to find

the optimal transmission policy from all available scenarios. The optimization process can be
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formulated by

N
U(f) = max {Z Pr.; (EfV(Pi, Mp)) +Rp - N N)} )

s.t. ZPrci:I and Pr.; >0, (7.40)

where R, is the received data rate of PCP-OFDM signal. E} (P;, Mp;) is the normalized robust-
ness performance of PCP with the ith configuration at time ¢, defined by

E'(P;, Mp;) - Hglzin(E)

Et Pini = N ) 741
w( Pi) max(E) — min(E) (7.41)

where E = {E(Pl9 MPI)’ E(PZ’ MPZ)’ E(P3a MP3)’ E(P47 MP4)5 .- }
Based on the equation (7.40), the proposed system can adapt its operating parameters con-
tinuously and share system adaptation information with the legitimate receiver using the phys-

ical layer PCP signaling link.

7.5 Simulation Results

In this section, simulation results are presented to confirm the effectiveness of our proposed
authentication system. Herein, the traditional CP-OFDM is employed in the comparison of
system performance. More specifically, PCP-OFDM symbols are generated based on our de-
sign of transmitter in Figure 7.1, where the numbers of data subcarriers and the corresponding
lengths of PCP are N = {128,256,512} and P = {32, 64, 128}, respectively. The OFDM signals
are modulated with 4-QAM modulation, and CP has same length as PCP sequences in the same
case. Moreover, the size of local PCP library (M),) is 31 in the simulations. Additionally, Three
different channel mode, one AWGN channel, and two multipath Rayleigh fading channels are
used. Under a sampling frequency of 10 M Hz, one multipath channel has a length of 3 with
the maximum Doppler shift 10 Hz, and the length of the other multipath channel is 5 with the

maximum Doppler shift 100 Hz.

The error rate of PCP detection is illustrated under different lengths of PCP sequences in
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Figure 7.5. Since data recovery at the receiver in our proposed system relies on correct PCP
detection, low error rate of PCP detection was expected. As it can be seen from Figure 7.5, low
error probability of PCP detection is achieved in the range of low SNR values, and larger size
of PCP sequence can perform even lower error probability. In addition, this Figure shows that
the closed-form exprsseion of PCP detection error rate derived in equations (7.33) and (7.38)
coincides with the corresponding Monte-Carlo results as it was expected.

Figure 7.6 shows the overall error detection probability with different lengths of PCP under
a multipath fading channel, and the performance of our proposed system is compared with that
of the traditional CP-OFDM system. For fairness, the size of CP is adjusted accordingly as the
length of PCP is changing based on the cross-layer optimization process. This figure shows
that the overall error detection rate is not affected by changing the lengths of guard interval
(i.e., the lengths of CP or PCP). Additionally, traditional CP-OFDM system performs slightly
better in overall error detection than our proposed system when SNR is larger than 10 dB,
but similar to CP-OFDM, our proposed system provides robust system performance under a
multipath fading channel.

Figure 7.7 illustrates the overall error detection rate under three different channels. As a
comparison, the error probability of the traditional CP-OFDM system is numerically evalu-
ated as well. Herein, the size of PCP sequence is fixed to be 128. As it can be seen from
Figure 7.7, when the SNR value is increasing, the performance in the overall error detection
for PCP-OFDM and CP-OFDM decreases exponentially under an AWGN channel, while the
performance approximates to a linear decrease under multipath Rayleigh fading channels. Ad-
ditionally, under the AWGN channel, the overall error probability of PCP-OFDM performs
similar to that of the traditional CP-OFDM. The performance difference between PCP-OFDM
and CP-OFDM is negligible under multipath fading channels.

7.6 Summary

A new continuous physical layer authentication based on a novel adaptive OFDM system
with time-varying transmission parameters has been proposed in this Chapter. In the proposed

system, continuous authentication has been achieved through the transmission parameter adap-
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Figure 7.5: PCP detection error rate under different lengths of PCP.

tation, which was enabled by the additional signalling link between the transmitter and receiver.
The PCP sequences were designed with the same time and frequency domain characteristics to
avoid detection by adversary. By using PCP, time-varying physical layer transmission param-
eters of an OFDM system can therefore be securely transmitted between the legitimate users.
The robustness, stealth and system capacity of the proposed PCP-OFDM system have been
analyzed in this Chapter. Lastly, the security performance of the proposed PCP-OFDM system

has been verified through numerical simulations.
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Figure 7.6: Overall detection error rate under different lengths of PCP.
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Chapter 8

Conclusions and Future Work

This final chapter summarizes our contributions and points out several topics for future

study.

8.1 Conclusions

In wireless communications, the notion of physical layer security exploiting the security
mechanisms of physical level, is a new promising paradigm for secure wireless networks. Al-
though physical layer security has the potential of significantly enhancing the security level
of wireless systems by exploring unique features of wireless medium, it is fair to acknowl-
edge that the effectiveness and robustness of existing physical layer security approaches are
challenged under severe channel conditions in practice. In this dissertation, we have mainly
investigated the physical layer authentication to enhance the security performance of wireless
systems.

In Chapter 2, security challenges of wireless communications have been illustrated first,
and then addressed based on a comprehensive literature survey of existing wireless security
techniques. Moreover, the system modeling of conventional OFDM has been introduced, and
the security vulnerabilities of wireless OFDM systems have been discussed as well.

In Chapter 3, we have proposed a robust physical layer authentication scheme for wireless
communications based on a hypothesis testing of the inherent properties of CIR in a time-

varying multipath environment. The variation between two consecutive CIRs from a transmit-
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ter of interest was monitored at the receiver in order to distinguish between different transmit-
ters for authentication purpose. To improve the authentication performance, we developed a
new test statistic based on the difference between noise-mitigated CIRs in order to minimize
the impact of noise and interference from the wireless environment. To achieve this goal, a
SNR-dependent threshold was utilized to eliminate the excessive noise in the estimated CIRs
prior to conducting the authentication process. An adaptive threshold for authentication de-
cision has also been achieved based on the developed test statistic. The theoretical FAR and
PD have been analyzed to evaluate the robustness of the proposed authentication scheme. Ad-
ditionally, an OFDM system were employed to validate the proposed scheme and the related

theoretical analysis.

In Chapter 4, an enhanced CIR-based physical layer authentication scheme has been pro-
posed to address the issue of unreliable spoofing detection caused by fast channel variation.
Specifically, channel prediction technique has been employed to predict future CIRs that were
further exploited in the authentication analysis. Moreover, multiple CIR differences were ob-
served by the receiver in a long range based on the channel predictor in order to increase the
robustness of decision procedures. In order to find optimal value of the threshold in decision
rule, an optimization problem has been defined based on minimizing the total error rate under
false alarm constraints. Finally, the performance of the proposed scheme have been validated

by using Monte-Carlo method.

Another channel-based physical layer authentication enhancement scheme has been pro-
posed in Chapter 5. Particularly, the characteristics of channel amplitude and multipath time
delay spread were integrated in order to enhance the authentication performance. A two di-
mensional quantization method has been developed to preprocess the channel variations. More
specifically, two one-bit quantizers were used to quantize the temporal channel variations in the
dimensions of channel amplitude and path delay, respectively. By exploiting the one-bit quan-
tizers, the proposed authentication scheme has been formulated as a simply hypothesis testing
problem. For performance analysis, FAR and PD have been defined based on the developed
test statistic, and their closed-form expressions have been derived as well. In order to evaluate
the performance of the proposed scheme, Monte-Carlo method has been utilized and the results

were compared with that of the closed-form derivations. Additionally, the optimal parameters
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that satisfying our optimization problem were found by using exhaustive search method in the

simulations.

In Chapter 6, motivated by the advantages of cooperative transmissions, a novel physical
layer authentication scheme has been proposed by exploiting the advantages of AF cooperative
relaying. The essence of the proposed scheme was to select the best relay among multiple
AF relays, such that legitimate transmitter would experience better channel conditions than
a spoofer. Towards this goal, two best relay selection schemes have been developed based
on the notion of maximizing the SNR ratios of the legitimate link to the spoofing link at the
destination and relays, respectively. For performance analysis, we defined our performance
metrics based on the outage of effective SNR ratios and the probability of spoofing detection.
The closed-form expressions of the outage probabilities for proposed relay selection schemes
have been derived. The performance of the proposed authentication scheme were compared
with that of a DT scheme. According to numerical results, the proposed scheme outperformed

the benchmark method in terms of the outage and spoofing detection.

In Chapter 7, a new continuous physical layer authentication technique with time-varying
transmission parameters has been investigated to enhance the security of wireless OFDM sys-
tem. A PCP sequence, which introduced an additional signaling link to carry the time-varying
transmission parameters, has been employed in each OFDM symbol for physical layer authen-
tication. The new PCP sequences were generated with the same time and frequency domain
characteristics as data-carrying OFDM signals to reduce the interception probability. With the
proper recovery of system parameters and interference cancellation, only legitimate users can
successfully decode the PCP sequence and obtain necessary parameters to decode OFDM data.
In addition, a cross layer design approach, which leveraged the dependency among PCP con-
figurations, authentication performance and transmitting performance, has been developed to
continuously generate optimal PCPs according to dynamic communication conditions. Numer-
ical simulations have shown the improvement in the system performance in terms of system

robustness, security and stealth.
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8.2 Future Work

There are several topics related to the presented research worthwhile for further study.

Some of them are listed as follows:

e On the topic of CIR-based physical layer authentication in wireless communications, we
investigated the inherent properties of CIR to achieve robust authentication performance.
However, other physical layer attributes can be also explored and combined with CIR

characteristics to enhance the authentication performance.

e In the proposed relay selection strategy for cooperative wireless communications, the
best relay has been chosen among a collection of trusted relays. However, malicious
nodes may impersonate authenticated relays in order to get access to the transmitted in-
formation and forward false messages to the destination. Considering a practical scenario
without the assumption of a complete trust between relay nodes, cooperative jamming or

cryptographic techniques can be exploited in relay selection to prevent malicious threats.

e Regarding to the enhancement of secure transmissions based on wireless OFDM sys-
tems, we proposed a continuous physical layer authentication technique to prevent pas-
sive eavesdroppers. Other security threats can also bring severe issues to the legitimate
transmissions over wireless OFDM networks, thereby our work can be extended to a
general scenario by exploiting the physical layer information to secure against several

attacks.
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Appendix A

Derivation of the Probability P(S = k)

We assume that a random variable S is a sum of two random variables S+ and S 4, i.e.,
S =87 +S2 Srand S are independent to each other and their values are determined from
two intervals, thatis, 0 < Sy < Land 0 < §; < L — 1, respectively. Therefore, we can easily
obtain that 0 < § < 2L — 1. In this Appendix, we derive the probability of S equal to a fixed

value k, where k is a non-negative integer between 0 and 2L — 1.

First of all, we derive the probabilities P(S7 = i) and P(S; = j) where i and j are two
non-negative integers with 0 <i < Land 0 < j < L — 1. Based on the definitions of S and S,

in equations (5.11) and (5.12), the probabilities P(S 7 = i) and P(S z = j) can be derived by
. L i L—i
P(Sr=1i)= ; (Pr)'(1 = Pr)~™, (A.1)

and

L-1 . .
P(Sz=)) = ( i )(Pz)’(l - Py, (A.2)

where Py is the probability of the output of quantizer Q7[-] equal to one, and P is the proba-
bility of the output of quantizer Q[-] equal to one.
Since the value of S isthe sum of Sy and Sz and 0 < k < 2L — 1, two cases are considered

to derive the probability P(S = k). Particularly, if 0 < k < L — 1, the probability P(S = k) can
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be expressed by

PS=k=PSr=0S,=k)+PSr=1,8,=k-1)
++ P87 =k S, =0)
=PS7=0PS,=k+PSr=DPS,=k-1)

+...+P(ST:k)P(Sz:0)

L

L-1
= O)(l - PT)L( L )(Pz)k(l - Pyt

L L-1
+| |Pr(1 = Pp)*! (P21 = Py
1 k-1
L L-1
+o (P = P (1- P!
k 0
k
L —y L - 1 —y —1— 1%
= ( )(PT)V(I - Pp)* ><( )(Pz)k (1= Py, (A.3)
i\ k—v
If L <k <2L -1, the probability P(S = k) can be derived by

PSS =k)y=PSr=k-L+1,S,=L-1)
+PSr=k-L+2,S,=L-2)
+---+PSr=LSz;=k-L)

=PSr=k-L+1)P(S;=L-1)
+PSr=k—-L+2)P(S;=L-2)

+ -+ P(Sr=L)PSz=k-L)
_ L k—=L+1,1 _ 2L-k-1 L-1 L-1
—(k_L+1)(PT) (I -Pr) (L—l)(PZ)
L-1

L
P k—L+2 1 _ P 2L—k-2
+(k—L+2)( 7) ( T) XL—2

)(PZ)L_z(l - P7)
L L-1
oo (L)(PT)L(k ~ L)(Pz)k—L(l _ PZ)ZL—k—l

=L L—1
= ( v)(Pr)k_v(l — Pp)F Y x ( ; )(Pz)v(l — Py (A.4)
v=k—-L



Appendix B

Derivation of CDF of W;

In this part, we derive the CDF of the random variable W; defined in (6.21). The CDF of

this random variable can be expressed as

PR|hR,-B|2 + (PEO'%;R. + 0'5)
( 5 <¥)

P Wi <w =
( ) Prlhgs* + (PAUiRi +072)

P(PR|th.B|2(1 — W) S WP, + 00) = (Pporly + aﬁ)). (B.1)

Depending on whether PAO'ELRI_ is smaller than or equal to PEO'%’R’_ or if it is greater than
P05 . two different cases are possible. For the case that P40 , > Pgo . by considering

the different possibilities, the CDF of W; can be easily shown to be as follows

1 w>1
W(PA"%RA+(r%)_(PE"%R.+"—121)
13 13 2 2
_ —(l—mP2 52 Ppoi., +0,
PW;<w)=4% 1—-¢ U=PR7R; Al <w< ]
PAO'ARi+a',1
PEO'éR,-HT,%
0 0<wc< .
PAO—ARI--HT"

(B.2)
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Moreover, under the condition that PAo'i R < PEO'% z» CDF of W; is equal to

P(Wl < W) =

1

e

0

w(Py 0'124R,> +u'% )*(PEO'%Ri +u',21)

—(1=w)P2 o2
(1 w)PR(rR’_B

2

2
PEO'ERi+O'n

w2
PAUiRi+0'%

PEO-ER.'HT%
| < w< LTt

0<w<l.
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Appendix C

Derivation of Integral F'(7)

We define a definite integral function F(¢) as

U 1 -n
F(t):fo T dt, (C.1)

where u > 0, p; > 0 and p, > 0.

Using the change of variable s = % we can derive that

« 1 d
F@) = f l—efpzs—;
1o (5 +p1)? $

0 1
— — e P (s, C.2
f; T+po2. & (2

and using the change of variable g = 1 + p;s, we can further derive that based on [129,

eq.(3.351.4)],

F() = ie% f ieiZ%gdg
1

pi v g
1 e ()
72 2 u
_ eh &Ei( Py &)) M (C.3)
pi \p pi u 1+ 2
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